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Abstract

We introduce random eccentricity for the nodes of a complex network as the detour overhead incurred
when a random walk between any two nodes is forced through the node in question, averaged over all
source-destination pairs. We provide an O(n?) method to compute random eccentricity for all nodes of
the network by means of the Moore-Penrose pseudo-inverse of its combinatorial laplacian. This yields a
geometric interpretation for random eccentricity in terms of the length of the position vectors for the nodes
in a Euclidean space. Finally, we show how random eccentricity of a node captures its position in all the
spanning trees of the associated graph or, equivalently, all possible cuts which divide the graph into exactly
two connected components; thereby reflecting the vulnerability /immunity of a node to random edge failures
in the network.

1. Introduction

Ever since Leonhard Euler’s intellectual jaunt along the bridges of Konigsberg in 1753, graph theory has
become one of the pillars of discrete modeling and analysis. In its latest incarnation and rechristening as
complex network theory, it is more widely used than ever before. Simply put, a network is a discrete structure
comprising of entities and the binary relationships between them. Consequently, complex networks pervade
through a variety of fields ranging from molecular biology to statistical physics, epidemiology to sociometry,
blogospheres to the more general world wide web. Despite the varied application landscape, however, some
of the problems at the heart of the subject have remained unchanged; one amongst them being the overall
connectedness of a node in the network.

Perhaps the simplest of all measures which capture the connectedness of a node is its degree. Degree is
simply the number of edges incident on, or emanating from, a node. It defines the one-hop neighborhood of a
node. Despite its apparent local nature, degree has been shown to characterize the global connectedness of a
node in scale free networks [3, 16], where the node degree distribution follows a power law. Scale free networks
are often found in the real world [15] and are characterized by the so called rich club connectivity whereby
nodes with high degrees connect with each other with high probability. Degree of a node in scale free networks
is, therefore, believed to be highly correlated with its structural properties such as resilience against random
failures and targeted attacks [2]. This, however, is not true in general and has recently been challenged
in the domain of Internet’s router infrastructure [30]. A way to characterize the overall connectedness of
a node is in terms of its betweenness. Geodesic or shortest-path betweenness of a node 7 is defined as the
fraction of shortest paths between all pairs of nodes that go through . If, as is frequently the case, there are
multiple shortest paths connecting two vertices, each such path is given an equal fractional weight, summing
up to unity. Geodesic betweenness, therefore, measures a node’s contribution towards communications
between other nodes in the network [20, 21]. Geodesic betweenness and degrees of nodes invariably show
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high correlation in many real world networks [24, 32]. In most networks, however, communication is not
confined to shortest or geodesic paths alone [22, 38]. News, rumour or communicable diseases do not take pre-
determined paths for spreading across the underlying network of human contacts. Their spread is random as
has been confirmed by the famous small-world experiment [31] and its modern day equivalent [12]. Inspired
by such experiments, several betweenness measures, which take into account geodesic as well as non-geodesic
paths, have recently been proposed. Principal amongst these are flow betweenness [22], which measures the
amount of flow that passes through a node i when a unit flow is inserted at all other nodes, and random-walk
betweenness [33], which is defined as the number of times a random walker visits a node 4 in a random walk
between a pair of nodes in the graph, summed over all possible source-destination pairs. For a detailed
discussion of the advantages of choosing multiple/all-paths based measures over their shortest-paths based
counterparts, we refer the reader to [33]. Every betweenness measure, in turn, can be used to compute a
closeness/ farness index. Geodesic closeness /farness of a node is defined as the average length of geodesic
distances between the node and the rest of the nodes in the network [20, 21]. Correspondingly, information
[38] and random-walk centralities [35] have been proposed, which in effect measure the harmonic sums of all
path lengths connecting the node to other nodes.

Recently, Estrada et al [14] have proposed subgraph centrality which aims at capturing the number of
subgraphs a node participates in. This centrality index, in principle, has a clearer structural connotation.
Alas, subgraph centrality is, for all practical purposes, computationally intractable. In practice, the method
suggested in [14] is a two level approximation. The authors first approximate the proposed subgraph cen-
trality of a node i by the number of cycles in which the node participates, a problem no less formidable than
the original one. They then resort to computing the weighted sum of closed walks of all lengths, starting
and ending at the node in question. The weight assigned to a walk is inversely proportional to the factorial
of its length, a mathematical necessity to make the sum converge as much as the intended preference for
shorter paths. This inevitably leads to subgraph centrality becoming biased towards local connectivity.

We aim at providing an alternative means to measure the overall connectedness of a node in the network.
We propose random eccentricity which

a. Reflects the average overhead in a random detour taken through the node in question in a random
walk between any two nodes.

b. Is based on the harmonic sum of all path-lengths ending at a node, particularly desirable because it
automatically gives greater weight to shorter paths.

c. Is related to the voltage distribution in the equivalent electrical network (EEN).

d. Is computable for all nodes in the network in O(n?®) time, n being the number of nodes in the network,
through a simple matrix inversion.

e. Has a geometric interpretation in terms of a Euclidean embedding in an n—dimensional space.

f. Captures the structural connectedness of a node in terms of the number of dense spanning forests
rooted at it [10] or, equivalently, the size of the vertex set from which it gets detached in the connected
partitions of the network.

The rest of this paper is organized as follows. §2 presents the preliminaries for modeling a complex network as
a simple graph and its equivalent electrical network (EEN). §3 outlines the idea of a two-phase random walk,
the overhead involved and its relationship with the electrical properties of the EEN. §4 provides a method for
computing random eccentricity using the Moore-Penrose pseudo-inverse of the combinatorial laplacian of the
associated graph. §5 gives a Euclidean embedding of the network and a geometric interpretation of random
eccentricity. §6 demonstrates the relationship between random eccentricity and dense spanning forests and
connected partitions of the graph. §7 presents empirical analysis with the help of example networks and scale
free graphs. Finally, section 8 concludes with the summary of the current results and future work.

2. The Network as a Graph

We model the complex network as a simple graph G(V, E), without self loops. Let n = |V (G)| be the
number of vertices/nodes (order of the graph), and m = |E(G)| be the number of links/edges in G. Let
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Figure 1: A simple graph G and its Equivalent Electrical Network.

ei; € E(G) be an edge between nodes i and j with a weight w;; > 0. Here, w;; is a measure of affinity between
the nodes ¢ and j. If the graph is unweighted, all edges are assigned a unit weight i.e. w;; =1 Ve;; € E(G).
Moreover, we denote by N; the neighbor set of node i; ie. j € N; & ¢; € E(G) & i€ N,. Let

d(i) = Y wi; the degree of the node i. Clearly, d(i) = [N;| if G is unweighted. Vol(G) = d(i) is called
JEN; i=1

the volume of the graph. Again, for an unweighted graph, Vol(G) = 2|E(G)| = 2m. Vol(G), therefore, can

be thought of as the aggregate affinity for the graph G.

As we make extensive use of the electrical properties of the network in the first half of this work, an
introduction is warranted. The equivalent electrical network (EEN) for an undirected graph is formed by
replacing an edge e;; € E(G) with a conductance equal to w;;, [13]; while the nodes of the graph G form
the terminals. The dual of conductance of an edge e;; is its resistance r;; = w;l Figure 1, shows a simple
finite graph on the left and its EEN on the right. The unit of edge weights in the EEN is ohm. We denote
by €;; the effective resistance between nodes ¢ and j, not necessarily neighbors in the graph, defined as the
voltage developed across terminals ¢ and j when a unit current is injected at ¢ and is extracted from j, or
vice versa. Effective resistance is a Euclidean distance metric which captures the harmonic sum of all path
lengths between the two nodes in question [29]. In what follows, the graph is considered to be simple, finite,
connected and unweighted; correspondingly all edges have unit resistance in the EEN.

3. Detour in a Random Walk and Random Eccentricity

Consider a simple random walk (i — j) [23, 25, 27], which starts at a node ¢, the source, visits other
nodes in the graph G with varying and strictly positive probabilities until it finally reaches the destination
j for the first time and stops. At each stage of this discrete stochastic process, the random walker has an
equal probability of transitioning to the neighbors of the current node in one step. Now consider another
process in which a random walker starts from a source node i, first goes to a node k # 4, henceforth called
a transit node, then starts again from k& and tries to reach the destination j # k. This two-phase process
(i = k — j), in fact, comprises of two different random walks (i — k) and (k — j). The random walker may
visit the node j several times during the first phase (i — k) but must terminate on reaching j for the first
time in the second phase (k — j). We call this two-phase walk (i — k — j) a random detour from source 4
to destination j through the transit k. We quantify the difference between the random detour (i — k — )
and the simple random walk (i — j) in terms of the number of steps required to complete each of the two
processes; first passage/ hitting time is a suitable measure for this purpose.

Definition 1. First Passage/ Hitting Time (H;;) : The expected number of steps in a random walk starting
at node i before it reaches node j for the first time.

Clearly, the expected number of steps required to complete the random detour (i — k — j) is given by
H,j, + Hy; while the expected number of steps required in a simple random walk (i — j) is H;;. Intuitively,



it must take at least as many steps to complete the random detour (i — k — j) as it does to complete the
simple random walk (i — j). We, therefore, define the overhead for a random detour through transit & with
respect to a source ¢ and destination j as

AH™F = Hy + Hy; — H;j (1)

In general, H;; # Hj; and hitting time is not a distance measure in a strict Euclidean sense. Another
measure, called commute times, has therefore been defined in literature to capture the number of steps in
random walks.

Definition 2. Commute Time (C;;) : The expected number of steps in a random walk starting at node i
which visits node j at least once before returning to node i again.

In terms of hitting times, C;; = H;; + H;; = Cj; and, more importantly, C;; = Vol(G) x Q;; = Cj; [7].
Consequently, commute time is a metric. In the following theorem, we demonstrate the equivalence between

the non-metric hitting times and the metric commute times in the form defined above in (1):

Theorem 1.

Cik + Cij — Cij
Hy + Hyy — Hyy = ———9 3 ;J (2)
Proof : From proposition 9 — 58 in [28] we have;
ul*
Hiy, + Hyj — Hyj = —i— 3
Kt kj 7T(’L) ( )

Here, Ul-j " is the number of times a random walker visits the node i in a random walk from node j tok
and 7(7) is the steady state stationary probability of node i. Given G is undirected and connected, from
Perron-Frobenius theory [26];

d(i)

~ Vol(G)

(i) (4)

So in effect, ‘
Vol(G) x U* )
d(i)

From [39], we have the so called triangle inequality defined for the resistance distances V(i, 7, k) € V(G) x
V(G) x V(G);

Hix + Hyj — Hij =

Uik Uk oyt 22U
B ) ) RO M) )

From (5) and (6) we get,
2
Again, V(i,5) € V(G) x V(G), C;j = Vol(G) x §;;, which yields

Hi, + Hij — Hij =

Cik + Crj — Cij

H;, + Hy; — Hij = 5 (8)

This completes the proof.
O
The result in theorem 1, not only justifies our choice of hitting times to measure the detour overhead despite

it not being a metric, it also highlights two very interesting properties of the detour overhead stated in the
following corollaries.



Corollary 1. Non-Negativity: V(i, 5, k) € V(G) x V(G) x V(G)

H;, +Hyj — Hyj; >0 9)
Proof : Given that commute time is a metric, V(i, 5, k) € V(G) x V(G) x V(G)

Cit +Cr;j —Ci5 20 (10)

Therefore, from theorem 1, the proof follows.
O

Corollary 1 vindicates our assertion that it takes at least as many steps to complete the random detour
(i — k — j) as it does in the simple random walk (i — j). Equivalently, the detour overhead AH~*~7 is
strictly non-negative, a desired property.

Corollary 2. Symmetry: ¥(i,j,k) € V(G) x V(G) x V(G)

Hi, + Hyj — Hij = Hj + Hy — Hjs (11)
Proof : Again, from theorem 1,
Cir + Cri — C;
Hik+ij—Hi‘=H+ (12)

Swapping indices i and j in the above, we get

Cjk + Cri — Cj;
Hjw+ Hy — Hji = % (13)
Observing, Cy; = Cy;,V(1,7) € V(G) x V(G), we get the desired proof.

O

In other words, while H;; # Hj; in general, AH~*=J = AHI~*=%  Therefore, random detours through a
transit node k, between a pair of terminal nodes, incurs the same overhead in either direction.

In the rest of this section we exploit some well known results from electrical network theory to enhance
our understanding of the detour overhead in terms of the underlying random processes. Let U,’ be the
expected number of times a random walker visits a node k in the random walk (i — j). In the EEN, let V,:j
be the voltage that develops at node k& when a unit current is injected at ¢ and a unit current is extracted
from j. Then, from [39], we have the following relationship:

j
Y

ij
e = )

(14)
Substituting k = ¢ in (14) we get, Ufj = Viij d(i); the expected number of times a random walker returns
to the source in the random walk (i — j). If U7 > 0, the random walk (i — j) is called recurrent. For
a finite, connected and undirected graph G, the random walk (i — j) is recurrent for all pair of vertices
{(i,5) € V(G) x V(G) :i # j}, [13]. By convention the destination is always grounded i.e. V;7 = 0. All
voltages are measured relative to the destination. Therefore, for & = j, we obtain U J” = VJ” d(j) =0. We
are now ready for the following lemma, which provides an insight into the possible cause for the overhead.

Lemma 1. ‘ ‘ ‘ N
vt =ur+ U - Uy (15)



Proof: Given the relationship in (14) and dividing (15) by d(¢), the degree of node %, on both sides we get;
V=Vt vl vy (16)

Proving (16) is equivalent to proving (15). We prefer the voltage form (16) in order to make use of some of
the interesting properties of electrical current and its duality /reciprocity with voltage. For details the reader
is referred to [39]. From the superposition principle of electrical current, we have

Vil = i gy (17)
Similarly, _ _ )
‘/7;1]@ — ‘/jlk + ‘/jk'L (18)
From, (17) and (18),
vik 1 Vikj Vi = (V;k i V]k'L) 4 Vikj _ (sz‘j 4 ijl) (19)
Rearranging the terms in the RHS,
vik 1 Vikj Vi = V;k i (‘/sz 4 Vikj) _ (sz‘j 4 ijl) (20)

From the reciprocity principle of voltage and electrical current,

Vi =k (21)
Therefore; . ) B ) . B L g )
VIRV VI = VI ) - (V) = v (22)
Or; 4 _ 4 g
V;]k _ ‘/;’Lk + ‘/;k] _ V;U (23)

Multiplying (23) by d(i), the degree of node ¢, on both sides we obtain;
Ul = U+ U - U (24)

O

The RHS of lemma 1 has a form similar to that of the detour overhead in (1). U* is the expected number
of times a random walker returns to the source node 4 in the random walk (i — k) and Uik 7 is the expected
number of times a random walker visits the node i in the random walk (k — j). Therefore, (U* + Ufj) — Ufj
can be interpreted as the expected extra number of times a random walker returns to the source i in the
random detour (i — k — j) as compared to the simple random walk (i — j). The following theorem relates
lemma 1 to our detour overhead.

Theorem 2. _ ) -
Vol(G) x (U + UM —U#)

H;, + Hyj — Hyj = ) (25)
Proof: Recall from (5),
Vol(G) x U}
Hi, + Hyj — Hij = % (26)
Substituing for U7 ¥ from lemma 1,
Vol(G) x (Uj* + U} — U}
sz—}-HkJ—H,L: 0( )x(z + i z) (27)

d(i)



O

In words, the expected extra number of steps taken in a random detour (i — k — j) as compared to the
random walk (¢ — j) is proportional to the extra number of times a random walker returns to the source
node i per edge incident on i, in the random detour (i — k& — j) than in the random walk (i — j). Each
instance of the random process that returns to the source, must effectively start all over again thereby
increasing the expected number of steps required to complete the process. Therefore, greater the detour
overhead H'~F~J = HI~*k=% is more eccentric the transit k is with respect to the source destination pair
(i,7) which makes k a less preferred transit. We are now ready to define random eccentricity of a node k, as
the additive detour overhead, averaged over all source-destination pairs V(¢, j) € V(G) x V(G);

1 n o on _ _
AH® = — AHI—k—1 2
n? Vol(G) ;; (28)

Note that the random eccentricity of node k, defined above in 28, has been normalized by a factor of Vol(G)
which is a constant for the graph G, an invariant over the set of nodes V(G).

4. Computing Random Eccentricity

In this section, we provide a linear algebra based tool to compute random eccentricity for the nodes of a
network. Let A € R"*" be the adjacency matrix of G(V, E), with elements a;; = aj; = w;; if e;; € E(G)
and a;; = aj; = 0 otherwise. By definition of G as a simple graph, a;; = 0. Let D be a diagonal matrix with

n
elements d;; = Z a;; and d;; = 0 if i # j. The combinatorial Laplacian L is defined as L = D — A. L is
j=1
known to be singular and is therefore not invertible. However, the Moore-Penrose pseudo-inverse [4, 26] of L,
denoted henceforth by LT, is of interest to us. Traditionally, these matrices have been used as computational
tools in the study of electrical circuits, hence the name admittance and Kirchhoff matrix for L in literature.
Klein et al. [29] first expressed the effective resistance between two vertices ¢ and j in terms of the elements
of LT as;
gt gt + _ 7+ gt +
Qij =15 + 1 =205 =15 + 1 — 213 (29)

We can, therefore, express random eccentricity for the nodes of a graph in terms of the elements of L™ as
well. From (28):

n n

1
AH® = — Hi, + Hy; — Hyj
n? VOZ(G);; Btk
1 n n
= ——— Cir, + Cij — Cij
2n2 Vol(G) P et kot Ok /
1 n n
= szgik—Fij—Qij
i=1 j=1
1 n n
:§ﬁ22]¢+@_%pﬂ@+@_mm_@+@_%p

1

,_.
<
Il

(e = L = 1 = 1)

I
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M-

N
Il
-
Il
-

J

Using the fact that L is doubly centered [19], we have:

DD L= D =20 =0
i=1 j=1 i=1 j=1 '



Hence,
AH® =1 (30)

Therefore, random eccentricity of a transit node k in the graph G is simply the corresponding diagonal entry
in the L™ matrix, a result upon which we shall expand in the following sections in an attempt to understand
what it truly means to be randomly eccentric?

5. A Geometric Embedding of the Network

We now look at an n—dimensional Euclidean space for embedding the nodes of the network G(V, F) in
order to obtain a geometric interpretation for random eccentricity. Following is a well known result from
metric multidimensional scaling [6, 11];

1 11 11

B= 2(I N)]D) (I N) (31)
Here, D®) is the matrix of pairwise squared distances between n points, I is the identity matrix of dimension
n x n and 1 is a vector of all 1’s. It is known that the matrix B is symmetric, doubly centered and positive
semi-definite. The eigen decomposition of B = ®A®’, on Cholesky factorization B = (AY/2®') (AY/2®') =
X'X, yields an n-dimensional coordinate system in which the k" column of the matrix X = A'/2®’ represent
the coordinates for node k. With this in view, we establish the following relationship between LT and €2,
the matrix of pairwise effective resistances between the vertices of a graph.

Lemma 2. ) 1 1
LT=—(I-—2)Q((1I-—"— 32
SI-=)Q1-—) (32)

Proof: Expanding the RHS of (32) and substituting Q;; = [} + l;.rj — l;; — l;, we obtain the required proof.
O
Surely, L™ is symmetric, doubly centered and positive semi-definite [18, 19]. Therefore, LT = ®A®’ yields
the n-dimensional co-ordinate system spanned by the columns of X = A/2®’. The properties of this n-
dimensional space have been studied in detail in [17, 37] and applied to a collaborative recommendation
task in [19]. In particular, it is known that the squared distance between two points in the n-dimensional
space represented by the columns of the matrix X is exactly equal to the effective resistance between the
corresponding nodes of the EEN. But, what about the length of the position vectors?

Let xj, be the k" column of the matrix X. As the columns of X are centered at the origin [19], the squared
length of the position vector for the point representing node k in this Euclidean space is ||xx||3 = x),x;. We,
therefore, have the following theorem:

Theorem 3.
AH®) = |43 (33)

Proof: Given that xj, is the k" column of X = A'/2d/,
N
X;CX]C = ZAiiq’?k = (‘I)A‘I)T)kk = ll:_k (34)
i=1

But from (30), we know that AH®) = l,jk. This completes the proof.
O

Therefore, farther the point corresponding to the node k is from the origin, in the space spanned by the
columns of X = A'/2®’, more randomly eccentric it is.



6. The Topological Connection

Random eccentricity is closely related to the set of spanning acyclic subgraphs in a network G(V, E') which
are structural derivatives of the set of spanning trees in G. Henceforth, we focus exclusively on the structural
aspect of random eccentricity in order to establish it as a true measure of a node’s overall connectedness.

6.1. Dense Spanning Forests of a Graph
In a series of articles, Chebotarev et al. have investigated the rooted spanning forests of a graph [8, 9, 10],
defined as:

Definition 3. Rooted Spanning Forest : An acyclic subgraph of G that has the same node set as G and one
marked node (a root) in each component.

Of particular interest is a result in [10] regarding dense rooted spanning forests of an undirected graph which
is related to the random eccentricity measure.

Definition 4. Dense Rooted Spanning Forest : A rooted spanning forest which has greater than or equal to
n — 2 edges.

Let F, be the set of all rooted spanning forests in G(V, E), with = edges and F# C F, be the set of all
spanning forests in G, rooted at ¢ in which vertex ¢ and j are in the same tree. From Theorem 3 in [10], we
have the following topological interpretation for the elements of L™;

S(FiLa) ~ +e(Faa)
5(‘/’——'”71)

+ _
I = (35)

A few notational clarifications are in order. If G; be a subgraph of G, then

E(GZ) = H Wi

ei; €EE(G;)
is the product of the weights of edges in G;. If G = {G1,Ga,...,Gs} be a set of s subgraphs of G, then

e(g) = ZE(GZ'). For a simple, connected and unweighted graph G, the product of edge weights in any
i=1

subgraph is unity which means that ¢(G;) = 1,VG; € G. Consequently, ¢(G) = |G| = s i.e. e(G) is the

number of subgraphs in the set G. Therefore, e(F,) is the number of rooted spanning forests with = edges

and e(F) is the number of spanning forests, rooted at i in which i and j are in the same tree. Substituting,

i =7 =k in (35), we obtain:

1
kk \ _ —
P e
kk 5(-7:71—1)

Here, e(F¥*,) is the number of spanning forests with n — 2 edges in which & is the root of the tree in which
it belongs. Note that e(F,_2) and €(F,,—1) are invariants over the set of nodes V(G) for a given graph G.
Therefore,

(36)

lljk X 5(]:7%2) (37)

Clearly, from (37) we have a direct correspondence between the random eccentricity of a node and the set of
dense spanning forests with n — 2 edges rooted at it. Henceforth, we focus on the set F,_2, to put in place
the last pieces of this puzzle.



) Cut C' = (S,95) ) Partition P = (S, 5”)
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(c) Spanning tree across P = (5, 5") d) Spanning forest in P = (5, 5").

Figure 2: Capturing dense spanning forests in terms of the partitions of a graph.

6.2. Random FEccentricity and Partitions of a Graph

We now generalize the topological interpretation presented in section 6.1 in a way which highlights the
effectiveness of random eccentricity in capturing the structural connectivity of a node. But first we introduce
some notation here.

Let C = (S,5”) be a cut for the graph G(V, E). C = (S5,5’) is characterized by the mutually exclusive

and exhaustive vertex sets V(S), V(S5’) and the edge sets E(S), E(S’) and E(S x S’) where E(S x 5') =
{eij:1€V(S)=jeV(S)andi e V(S') < je V(S)}, is the set of edges that violate the cut.

Definition 5. A cut C = (S,5") of the graph G is called a partition of the graph if and only if the graph
induced by the set E(G) — E(S x S’) has exactly two connected components.

Figure 2 illustrates the difference between a cut and a partition. By abuse of notation, we use S and S’ to
denote the connected subgraphs represented by the respective cut vertex sets of the partition P = (S, S’),
as well. Let P = {P : A partition of the graph G}. For a detailed treatment please see [? ].

For a given partition P = (S,5’) € P, let 7g and 7g be the sets of spanning trees defined over the nodes
of the subgraphs S and S’ respectively. It is easy to see that, for any Ty € Tg, Tb € Tgr and e;; € E(S x S’),
the subgraph induced by E(T1)U{e;;} UE(T>) is a spanning tree T' € 7. Therefore, a partition P = (5, .5")
cuts across (|7g| x |E(S x S")| x |Ts/|) number of spanning trees of the graph. In what follows, we select a
particular node k and determine its random eccentricity in terms of the structural properties of the partitions
of the graph. Without loss of generality, we assume k € V(.5).

Lemma 3. Let ‘7:552\13 be the set of spanning forests with n — 2 edges rooted at node k in a partition
=(S,9) e P and k € V(S). Then,

e(FRFop) = Ts| X |Tor | x [V(S")] (38)

10



Proof : Given a partition P = (S,5"), let Ty € Tg and T» € Tg be spanning trees respectively in the two
parts of the partition P = (S,5’). Clearly, |[E(T1)| = |[V(S)| — 1 and |E(T2)| = |V(S’)| — 1. Given that
V(S)uV(s) =V(G),

[E(T)VE(Ty)| = |E(Ty)| + |E(T2)]
V(S =1+[V(S) -1
V(S + V(S -2

= n-—2

Each such pair (T1,7T%) gives a spanning forest of n — 2 edges. As we have already chosen k as the root
of T1 in S, we can choose |V (S’)| number of different roots for T, in S’. So for a given pair (T1,7T%) there
are |V(S’)| number of spanning forests rooted at k. Clearly, there are |7g| x |Zg/| such pairs of (T3, T?).
Therefore, for a given partition P = (S,.5’),

e(Fnlap) = |Ts| x | Tsr| x [V(S")]

O

Consider then, a node i € V(S) : i # k. As i and k belong to the same subgraph S in P = (S,5’), the
following result holds:

5(]:5112|P) = 5('7:1?72|P)
However, for a node j € V(5’),

e(Folop) = 1Ts| x |Tsr| x [V(S))]
We therefore see that for a given partition, the count of spanning forests rooted at a node depends upon
which of the two subgraphs S or S’, the node in question belongs to. In particular, for a given P = (S, 5"),

i€ V(S)and jecV(S),
e(Frlop) — a(fij_mp) =|Ts| x|Ts:| x (IV(S)] = [V(S)])

Each partition P € P, therefore, divides the node set of GG into two equivalence classes in terms of the counts
of rooted spanning forests represented in P. We now need a result for the overall count of spanning forests
rooted at a node in terms of all the partitions.

Lemma 4.
e(FREs) =) e(Fatap) (39)
pPeP
Proof: By definition, if P; = (S1,5]) and P, = (S2,5%) are two distinct partitions then V(S7) # V(S2)
and V(S]) # V(S5%). Clearly, this implies that VF € F,,_o, F can only belong to one of the partitions of G.

This in turn means:
kk kk
fn—? - H E(]:n—2|P)
Pep

As the RHS above is a disjoint union, counting the members of the sets on both sides we get the desired
proof.

d

To summarize the results of the last two lemmas, in the overall context of random eccentricity of a node k,
we see that a high value of F**, and consequently of l,jk, shows a tendency of node k to be detached from
a larger portion of the graph on the deletion of an arbitrary edge in E(S x S’). Moreover, as a comparative
measure for an arbitrary pair of nodes ¢ and 7;

=1 o e(Fily) —e(FiLy) (40)
= Z E(j:vizi—mP) - E(fij;g‘p) (41)
PcP
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Figure 3: Abilene Network and a simulated topology.

Notice that a term corresponding to a particular P € P of the summand in (41), is zero if and only if

a. Nodes ¢ and j belong to the same connected component of the partition P, or
b. The two connected components of the partition P have the same number of nodes, i.e. |V (S)| = |V (S")].

Otherwise, the partition in question acts as a differentiator between the two nodes, contributing differently
to the count of spanning rooted forests to each. For a node i € V(S), the contribution made by P is
|7s| x |Ts:| x |V (S")| and for a node j € V(S’), the contribution made is |7g| x |Zg/| x |V (S)].

Once again, a high value of random eccentricity for a node indicates lower structural significance and
vice versa. Therefore, it is justifiably a dual of the centrality measures in its class.

7. Empirical Evaluations

We now empirically study the properties of structural centrality (C*(i)) and Kirchoff index (we use
K* = K~! henceforth to maintain higher is better). We first show in §7.1, how structural centrality can
capture the structural roles played by nodes in the network and then in §7.2 demonstrate how it, along with
Kirchoff index, is appropriately sensitivity to rewiring and local perturbations in the network.

7.1. Identifying Structural Roles of Nodes

Consider the router level topology of the Abilene network (Fig. 3(a)) [1]. At the core of this topology, is
a ring of 11 POP’s, spread across mainland US, through which several networks interconnect. Clearly, the
connectedness of such a network is dependent heavily on the low degree nodes on the ring. For illustration,
we mimic the Abilene topology, with a simulated network (Fig. 3(b)) which has a 4-node core {v1, ...,v4} that
connects 10 networks through gateway nodes {vs,...,v14} (Fig.3(b)). Fig. 4 shows the (max-normalized)
values of GC,SC and C* for the core {vy,...,v4}, gateway {vs,...,v14} and other nodes {vis,...,v65} in
topology (Fig.3(b)). Notice that vs and vg are the highest degree nodes (d(vs) = d(vg) = 10) in the network
while v14 has the highest subgraph centrality (SC). In contrast, C* ranks the core nodes higher than the
gateway nodes with v; at the top. The relative peripherality of vs,vs and v14 as compared to the core
nodes requires no elaboration. As far as geodesic centrality (GC) is concerned, it ranks all the nodes in
the subnetwork abstracted by vs, namely v15 — va3, as equally well connected even though vso and ve3 have
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Figure 4: Max-normalized centralities for simulated topology.

redundant connectivity to the network through each other and are, ever so slightly, better connected than
the others.

We see similar characterization of structural roles of nodes in two real world networks: western states
power-grid network [40] and a social network of co-authorships [34], as shown through a color scheme based
on C*(i) values in Fig. 5. Core-nodes connecting different sub-communities of nodes in both these real world
networks are recognized effectively by structural centrality as being more central (Red end of the spectrum)
than several higher degree peripheral nodes.

7.2. Sensitivity to Local Perturbations

An important property of centrality measures is their sensitivity to perturbations in network structure.
Traditionally, structural properties in real world networks have been equated to average statistical properties
like power-law /scale-free degree distributions and rich club connectivity [2, 15, 16]. However, the same degree
sequence D = {d(1) > d(2) > ... > d(n)}, can result in graphs of significantly varying topologies. Let G(D)
be the set of all connected graphs with scaling sequence D. The generalized Randic index R1(G) [5, 36]:

Ri(G)= Y d(i)d() (42)

ei; €EE(G)

where G € G(D), is considered to be a measure of overall connectedness of G as higher Ry (G) suggests rich
club connectiwvity (RCC) in G [30]. Also, the average of each centrality index (GC,SC,GB, RB averaged
over the set of nodes), is in itself a global structural descriptor for the graph G [14]. We now examine the
sensitivity of each index with respect to local perturbations in the subnetwork abstracted by the core node
v1 and its two gateway neighbors vs and vg.

First, we rewire edges e155 and eg 1 to e15,1 and eg 5 respectively (PERT-I Fig. 3(c)). PERT-1 is a degree
preserving rewiring which only alters local connectivities. Fig. 6(a) and Fig. 7 respectively show the altered
values of centralities (C*, GC, SC) and betweennesses, geodesic and random-walk i.e. (GB, RB), after PERT-
I. Note, after PERT-I, vy5 is directly connected to v; which makes C*(v15) comparable to other gateway nodes
while SC(v15), GB(v15), RB(v15) seem to be entirely unaffected. Moreover, PERT-I also results in vg losing
its direct link to the core, reflected in the decrease in C*(vg) and a corresponding increase in C*(vs). C*,
however, still ranks the core nodes higher than vs (whereas SC,GB, RB do not) because PERT-I being a
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(a) The western-states power grid network [40] (b) A network of co-authorships in network sciences [34]

Figure 5: Real world networks: Red — Turgoise reducing order of C* ().
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Figure 6: Max-normalized values of structural centrality, geodesic closeness and subgraph centrality for core, gateway and some
other nodes.

local perturbation should not affect nodes outside the sub-network — v; continues to abstract the same
sub-networks from the rest of the topology. We, therefore, observe that C* is appropriately sensitive to the
changes in connectedness of nodes in the event of local perturbations. But what about the network on a
whole?

Let G and Gy be the topologies before and after PERT-I1. Gy is less well connected overall than G as
the failure of e5 ;1 in G disconnects 19 nodes from the rest of the network as compared to 10 nodes in G.
However,

Ri(G1) — R (G)
R (G)
as the two highest degree nodes (vs and vg) are directly connected in G; (see TABLE 1 for the sensitivity

of other centrality based global structural descriptors). In contrast, AK*(G — G1) = —0.045, which rightly
reflects the depreciation in overall connectedness after PERT-I.

ARl(G — Gl) = = 0.029

A subsequent degree preserving perturbation PERT-II of G, rewiring eas 23 and egqs 25 to ez 25 and
2324, to obtain G, creates two cycles in G5 that safeguard against the failure of edge e5 6. This significantly
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Table 1: Sensitivity of global structural descriptors to local perturbations, X = 1/n >o7 X (i): Average node centrality for a
network.

|| # | Structural Descriptor || PERT-I | PERT-II ||
L[ K@) (o) 1 7
2 | Ri(G) s
3 | GC ! 1
4 | SC,GB ) |
5 | RB ) )

improves local connectivities in the sub-network. However, AR;(G1 — G2) = 0 (and average SC decreases)
while AK*(G1 — G2) = 0.036 which once again shows the efficacy of Kirchoff index as a measure of global
connectedness of networks.

8. Conclusion and Future Work

In this work we introduced random eccentricity, an index for node centrality in complex networks, which
is associated with an overhead incurred in random detours over the network. We established a relationship
between the detour overhead and the triangle inequality of effective resistances and provided interpretations
in terms of a Euclidean embedding and the set of rooted spanning forests. Through empirical evaluations
over real life networks, we presented a comparison with other centrality indices popular in literature. The
observations made in this work clearly show that random eccentricity captures the true significance of a
node’s structural connectedness to the network. As future work, we propose to extend the use of such

Table 2: Taxonomy and computational complexities of centrality measures.

| # | Measure | Paths covered | Complexity |

1. | Degree - O(m)

2. | GO, GB | Geodesic paths O(n?)
3.|C* All paths O(n?)

1| 8C All paths O(n?)

5. | RWB All paths O(m + n)n?
6. | FB All paths O(m?®n)
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methods for developing metrics which can help compare the structural robustness of two different networks
of comparable sizes and volumes.
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