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Abstract�A consolidated tactical network architecture pro-
vides an integrated shipboard local area network infrastructure
for disparate a�oat platforms operating with multiple security
level enclaves. In this modeling and simulation study, a simulated
network test bed is developed to investigate the performance
trade-offs in a consolidated tactical network architecture. A
baseline network traf�c pro�le is de�ned in this study. Failover
and traf�c growth test scenarios are presented to study the
performance of tactical applications under these network con-
ditions. The results show that network traf�c is redirected
properly during failover conditions. The results also show that
performance of the applications are scaled according to the
network traf�c growth.

Index Terms�CANES, Network Simulation, OPNET, Perfor-
mance Evaluation, Tactical Network, Simulation Models, Service
Oriented Architecture.

I. I NTRODUCTION

The U.S. Navy has developed a plan to revolutionize the
future of its �eets’ communication and networking capabilities
by consolidating all shipboard network-centric communication
systems to a common architecture known as Consolidated
A�oat Networks and Enterprise Services (CANES) [1] [2] [3]
[4]. CANES implements a Common Computing Environment
(CCE), which includes an integrated Local Area Network
(LAN) infrastructure for disparate a�oat platforms operating
with multiple security level enclaves [4]. The operational
view of the a�oat networks in Fig. 1 illustrates that CANES
interfaces with Automated Digital Network System (ADNS)1

to provide end-to-end (ETE) network services across the
Global Information Grid (GIG). Inspired by the concept of
Service Oriented Architecture (SOA), CANES consists of
loosely coupled hardware devices capable of hosting a wide
variety of tactical applications. The design of the hardware
architecture utilizes open architecture Commercial-Off-The-
Shelf (COTS) products which are modular and scalable. The
core services are comprised of reusable software applications
that can be ef�ciently adapted to support rapidly changing
demands in a wide range of tactical operations.

In the traditional system-centric design paradigm, each type
of tactical communication system was designed to support a
single war�ghting function [4]. This design paradigm created

1ADNS interfaces with shipboard radio equipments to provide wide area
network (WAN) connectivity for the a�oat platforms [5].

Fig. 1. Operational View of A�oat Networks

many stove-piped systems, each developed in isolation and
without considering the requirements for interoperability with
existing and future technologies. A stove-piped system typ-
ically requires an unique set of hardware devices, software
applications, and a distinct network infrastructure. Depending
on its application, the system is often inef�ciently utilizing
the available processing resources. The development of the
software applications is based upon the speci�c hardware ar-
chitecture of the host. In addition, as the demands for network
capability increase, the total number of required stove-piped
systems can potentially grow into an unmanageable state for
both operations and maintenance staff. It also increases the
complexity of system integration, training, and supportability
[4]. From a security perspective, these individual networks
are dif�cult to certify and defend against potential network
attacks [2]. A consolidated tactical network architecture has
the advantage of reduced total system component count, and
furthermore has the ability to mitigate the risks incurred with
integrating many stove-piped systems. The future shipboard
network-centric communication systems developed around
the common computing architecture will require less power,
smaller rack space, lighter weight, and lower overall cost in
system development and maintenance.

The objective of this study is to develop a simulated network
test bed using OPNET Modeler for the performance evaluation
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Fig. 2. Consolidated Network Test Bed Architecture

of a consolidated tactical network architecture. The perfor-
mance statistics were collected from the test bed to investigate
the performance trade-offs under various operational scenarios
in a consolidated tactical network architecture.

The remaining portion of this paper is structured as fol-
lows. Section II describes the con�guration of the network
test bed architecture including network topology, encryption
device model, network traf�c generation, and performance
statistics. Section III formulates simulation scenarios for the
performance evaluation. Section IV discusses the simulation
results and �ndings. Section V concludes this investigation
and provides recommendations for future work.

II. N ETWORK TEST BED CONFIGURATION

A simulated network test bed based on COTS products is
developed to represent a consolidated network architecture.
As illustrated in Fig. 2, the network test bed incorporates
multiple security level enclaves to model a consolidated LAN
infrastructure on a typical tactical a�oat platform. Each secu-
rity level enclave is modeled with a LAN client entity and a
respective service provider. This network test bed serves as
the baseline architecture for each test scenario in Section III.

A. Network Topology
The topology of the consolidated network architecture is

illustrated in Fig. 2. The network supports users from multiple
security levels, includingTop Secret, Secret, Unclassi�ed and
CENTRIXS2 enclaves. All security level enclaves are joined

2Combined Enterprise Regional Information Exchange System (CEN-
TRIXS) is a secure network for coalition interoperability.

together at the core switching network. The core switching
network has the provision for network redundancy to prevent
service interruption from potential link or node failures. All
network components are interconnected with 100BaseT Ether-
net links. The links joining the two core switching devices are
con�gured as trunk ports to prevent any service interruption
due to failures. Since the High Assurance Internet Protocol
Encryptor (HAIPE) model currently only supports Routing
Information Protocol (RIP), the nodes connected to the HAIPE
models are con�gured to use RIP protocol. The core switching
network is con�gured with Open Shortest Path First protocol
(OSPF).

B. Encryption Device
Tactical networks regularly rely on Internet Protocol (IP)

encryption devices to ensure that data is securely transported.
HAIPE is a Type 1 encryption device that complies with
National Security Agency (NSA) security requirements. In
a consolidated network architecture with multiple levels of
security, each security enclave requires peering HAIPE devices
to provide the secure end-to-end data delivery. When the secu-
rity association policies are con�gured in the peering HAIPE
devices, a secure network tunnel is created in the cipher-
text network in order to maintain the data separation between
security enclaves. The network test bed is con�gured such
that data can only be sent and received within its respective
security enclave. Plain-text data packets are encrypted by a
HAIPE device before being injected into the cipher-text only
core switching network. The data packets are decrypted by the
peering HAIPE device before being forwarded to a destination
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