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ABSTRACT
Recent advances in Cross-Technology Communication (CTC) have
improved efficient coexistence and cooperation among heteroge-
neous wireless devices (e.g., WiFi, ZigBee, and Bluetooth) operat-
ing in the same ISM band. However, until now the effectiveness of
existing CTCs, which rely on packet-level modulation, is limited
due to their low throughput (e.g., tens of bps). Our work, named
WEBee, opens a promising direction for high-throughput CTC via
physical-level emulation. WEBee uses a high-speed wireless radio
(e.g., WiFi OFDM) to emulate the desired signals of a low-speed
radio (e.g., ZigBee). Our unique emulation technique manipulates
only the payload of WiFi packets, requiring neither hardware nor
firmware changes in commodity technologies – a feature allowing
zero-cost fast deployment on existing WiFi infrastructure. We de-
signed and implementedWEBeewith commodity devices (Atheros
AR2425 WiFi card and MicaZ CC2420) and the USRP-N210 plat-
form (for PHY layer evaluation). Our comprehensive evaluation
reveals that WEBee can achieve a more than 99% reliable parallel
CTC between WiFi and ZigBee with 126 Kbps in noisy environ-
ments, a throughput about 16,000x faster than current state-of-the-
art CTCs.
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1 INTRODUCTION
According to Gartner [15], the number of Internet of Things (IoT)
devices connected wirelessly will reach 20 billion by 2020, leading
to the intense coexistence of wireless technologies.
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For spectrum efficiency under dense deployment, many of to-
day’s wireless technologies are designed to share the unlicensed
spectrum (e.g., ISM bands), including such popular technologies
as WiFi, Bluetooth, and ZigBee. Despite the common belief that
coexistence of wireless technologies leads harmful interference, it
in fact offers new opportunities for those technologies to collab-
orate. Recent research shows that cross-technology communica-
tion (CTC), defined as direct communication (i.e., message/data ex-
change) among heterogeneous wireless devices, can bring about
many benefits. For example, ZiFi [50] can significantly reduce the
standby energy of WiFi devices when a low-power ZigBee radio is
used to wake up the WiFi NIC whenever it detects the existence
of WiFi APs, and FreeBee [23] can reduce this by 58% more if the
open/private setting of a WiFi AP is conveyed through CTC. Fur-
thermore, CTCwill providemore efficient channel coordination by
exchanging global RTS/CTS and TDMAmessages explicitly among
coexisting heterogeneous devices, in replace of implicit clear chan-
nel assessment (CCA).

Traditionally, bridging wireless technologies was achieved indi-
rectly through multi-radio gateways, which introduce extra hard-
ware cost, deployment complexity, and doubling the traffic into
and out from these gateways. To avoid these drawbacks, a few pi-
oneering works [5, 9, 20, 23] support CTC among heterogeneous
wireless devices despite their incompatible physical layer modula-
tion.We note that existing CTCs use packet-level modulation – em-
bedding symbols using the packet length [5], timing [23], and se-
quence patterns [20, 43]. For example in [43], a sender transmits a
sequence of long and shortWi-Fi packets to constructMorse codes,
which can be decoded by receivers through RSSI energy sensing.
With packet-level modulation, a packet can express at most a few
bits in CTC [5], as opposed to thousands of bits if the packet were
used for intra-technology communication [18]. Furthermore, early
solutions [9, 49] require sending dummy packets for CTC, which
wastefully occupy the channel, leading to further inefficiency.

In this paper, we introduce a new direction for high-throughput
CTC, a physical-level emulation technique namedWEBee (forWiFi
Emulated ZigBee). In a nut-shell, WEBee chooses the payload of a
WiFi frame in such a way as a portion of this WiFi frame is recog-
nized by commodity ZigBee devices transparently as a legitimate
ZigBee frame. Since we modify neither the firmware nor hardware
of theWiFi transmitter, this WiFi frame can also be legitimately re-
ceived by WiFi receivers. We note that the pioneering work [19]
produces RFID AM signals using Wi-Fi devices, which inspires us
to create physical-level cross-technology communication that is
dual standard compliance (i.e., ZigBee and WiFi).
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Table 1: Motivation of the WEBee

Cost Spectrum Efficiency Throughput Parallel CTCs
Gateway Median Median High Not Support

FreeBee[23] Low Median Low Not Support
Esense[5] Low Low Low Not Support
B2W 2[9] Low Low Low Not Support
WEBee Low High High Support

To support CTC, a WiFi transmitter needs to emulate the Zig-
Bee time-domain waveform closely enough so that it can pass Zig-
Bee preamble detection and allow successful OQPSK demodula-
tion.With such signal emulation,WEBee conceptually can achieve
a 250Kbps data rate fromWiFi to ZigBee, the ceiling speed of stan-
dard ZigBee communications. In practice, after accommodating
emulation errors, a WEBee WiFi transmitter achieves a 99.9% sym-
bol reception ratio at 63Kbps data rate, which is more than 8,000
times faster than the reliable free-channel rate (7.5bps@99%) re-
ported by FreeBee [23]. Moreover, since WiFi occupies a much
wider bandwidth (20MHz) than ZigBee (2MHz), WEBee can suc-
cessfully emulate two ZigBee frames under different frequencies
within a single WiFi frame, resulting in a 16,000x throughput and
a higher spectrum efficiency.

This paper presents the first emulation-based CTC design from
WiFi to ZigBee specifically. However, the features we provide and
the challenges we address in this emulation-based design are in-
deed generic and applicable to a whole set of future physical-layer
CTCs. Specifically, the major contributions of WEBee are as fol-
lows:

• We design WEBee, a CTC technique that emulates ZigBee
frames with the payload ofWiFi frames.Without modifying
the firmware or hardware of both WiFi and ZigBee devices,
WEBee is a transparent design that be can easily deployed
in existing WiFi infrastructure with broad applicability.

• To extend the range, we address a few unique challenges,
which include (i) optimized ZigBee signal emulation using
the WiFi OFDM modulation, (ii) reverse WiFi channel cod-
ing mapping, (iii) pilot/null subcarrier avoidance, (iv) paral-
lel CTC, and (v) link-level reliability. These techniques pro-
vide general guidances for range extension of emulation-
based CTC designs.

• We implement and evaluate WEBee on commodity devices
(AtherosAR2425WiFi NIC andMicaZCC2420) and theUSRP-
N210 platform (for PHY-layer evaluation). Our extensive eval-
uation demonstrates that WEBee can achieve a fast, robust,
and parallel CTC performance under a full range of wireless
configurations, including stationary, mobile, long-distance,
and duty-cycled settings. In all these settings, the frame re-
ception ratio (FRR) reaches above 99% with six retransmis-
sions, and throughput is orders of magnitude larger than
existing CTC solutions [5, 9, 23, 43]. We have also embed-
dedWEBee into Nexus 5 smart phones with BCM4330WiFi
chips to control Zigbee Smart bulb directly, indicating WE-
Bee is applicable in today’s mainstream devices as well [27].

2 MOTIVATION
Spectrum efficiency calls for sharing within the unlicensed bands.
Between 2014-2016, the FCC [12–14] opened the spectrum in 600MHz,
5GHz, and 7GHz, bringing in new ISM standards, including LTE-
U (by T-Mobile and Verizon Wireless [33]) and 802.11ah (i.e., WiFi
HaLow [41]). Such coexisting environments necessitate explicit in-
formation exchange among heterogeneous wireless devices to sup-
port channel coordination and cross-technology collaboration. In-
formation can be exchanged through either multi-radio gateways
or cross-technology communication (CTC). In this section, we ex-
amine the limitations of existing solutions and summarize the ben-
efits of WEBee in Table 1.
Limitation ofGateways:Clearly, multi-radio gateways can serve
as translators among heterogeneous wireless devices with incom-
patible physical layers. However, this solution is inherently limited
in several aspects. First, gateways incur extra hardware costs and
deployment complexity, in which the density and physical loca-
tions of the gateways noticeably impact network performance. Sec-
ond, gateway-based approaches induce significant traffic overhead
flowing in and out from the gateway, which further intensifies in-
terference, especially inmulti-hop scenarios. Third, gateways have
to be deployed in advance in the situations where CTCs are re-
quired, making it difficult to support mobile and ad hoc scenarios.
Limitation of Packet-Level CTC: The inherent limitation of the
packet-level CTCs is their throughput. Usually, the duration of a
wireless packet is in the range of milliseconds. Embedding CTC
symbols with sparse packet-level information (i.e., the packet Tx
timing in FreeBee [23], the packet RSSI duration in Esense [5]) lim-
its the bandwidth. For example, in ZigBee devices, the packet-level
RSSI information is sampled at only 31.25KHz, while the phase-
shift is obtained at 4MHz by the ZigBee PHY for (de)modulation.
In other words, the throughput of packet-level CTCs is inherently
bounded by a low sampling rate (e.g., KHz) in contrast to hundreds
of Kbps for native ZigBee communication.

Another limitation of the packet-level CTCs is that they fail to
utilize bandwidth fully. A single WiFi transmission occupies 20-
40MHz channels, while ZigBee receivers only obtain packet-level
information within a 2MHz-wide ZigBee channel. We note that
this is an inherent limitation of packet-level CTCs because the
packet-level information (e.g., packet Tx timing) perceived by Zig-
Bee at different channels is the same, making parallel symbol trans-
mission infeasible at the packet level.
Advantage of Physical-Level CTC: As summarized in Table 1,
WEBee resolves the limitation of gateways by offering direct con-
nectivity. For example, it allows aWiFi AP to control all IoT devices
equippedwith low-power ZigBee radios in a smart homewithout a
gateway. Instead of depending on sparse packet-level information,
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Figure 2: HowWiFi Transmitter Works

WEBee achieves a throughput close to that of the ZigBee standard
by emulating time-domain ZigBee signals. Parallel CTCs become
feasible by emulating multiple time-domain ZigBee signals at dif-
ferent frequency bands, further boosting the total throughput.

3 OVERVIEW OF THEWEBEE DESIGN
Figure 1 illustrates how WEBee works: a WiFi device transmits a
frame with a selected payload that can be recognized by a ZigBee
receiver as a legitimate ZigBee frame. More specifically, WEBee
constructs the payload of a WiFi frame elaborately so that the RF
waveform of the payload resembles that of ZigBee signals. When
such a WiFi frame is transmitted into the air through the front
end of the WiFi RF, the WiFi header, preamble, and trailer are ig-
nored by ZigBee receivers as noise, while the payload will success-
fully pass the ZigBee preamble detection and the emulated ZigBee
frame will be then demodulated at the ZigBee receiver. We note
that WEBee is indeed a transparent design, in the sense that a Zig-
Bee receiver cannot differentiate whether the sender is a ZigBee
or a WiFi device. Moreover, time-domain waveforms of multiple
ZigBee frames can be modulated into one WiFi frame because of
the wider band of WiFi transmissions. Multiple ZigBee receivers
working on different channels can detect and demodulate differ-
ent emulated ZigBee frames simultaneously and independently.

3.1 Background
To explainWEBee, it is necessary to first introduce howWiFi trans-
mitters and ZigBee receivers work. Although our description is
specific, our approach is generically applicable to future emulation-
based CTCs.

3.1.1 How a WiFi Transmitter Works. Figure 2 shows how a
WiFi transmitter (802.11g/n) works, from step (i) to step (vi). (i) The
channeling coding module encodes the data bits in a WiFi frame
into redundant coded bits for robustness. (ii) Then these coded bits
are mapped into a set of constellation points based on selected
modulation schemes, typically Quadrature Amplitude Modulation
(QAM). (iii) By using Orthogonal Frequency Division Multiplexing
(OFDM), these constellation points are modulated into 48 data sub-
carriers, while additional pseudo-random pilot symbols are modu-
lated into pilot subcarriers for channel estimation at the WiFi re-
ceivers. (iv) After that, Inverse Fast Fourier Transform (IFFT) com-
bines all these subcarriers and turns them into a time-domain sig-
nal. (v) TheWiFi time-domain signal is then processed by the cyclic

prefix module, which prefixes a WiFi symbol with a repetition of
the end. By cyclic prefixing, a guard 0.8us interval is formed to
eliminate inter-symbol interference. (vi) Finally, a wholeWiFi sym-
bol with a 4µs duration is generated at the WiFi sender and is sent
by the WiFi RF radio.

The objective of WEBee is to create time-domain waveforms
that can be recognized by ZigBee receivers. To emulate ZigBee
waveforms, WEBee proceeds with a reverse direction from step
(vi) to step (i) as shown in Figure 2. To transmit the desired time-
domain ZigBee RF signals at step (vi) from the commodity WiFi ra-
dios, at step (iii) WEBee needs to choose corresponding frequency
components, which aremapped from the set of constellation points
(complex numbers) selected at step (ii). These constellation points
are controlled by the source bits of the WiFi payload.

In other words, source bits in a selected WiFi payload determine
the QAM constellation points after the WiFi modulator. When a
specific combination of constellation points are fed into the IFFT,
the desired time-domain signals are emulated and transmitted from
the commodity WiFi radios. With such signal emulation, the com-
modity ZigBee radios can demodulate and decode the “frame” sent
from the WiFi to achieve CTC. It is noted that WEBee does not
change the WiFi modulator, and therefore QAM-based emulation
contains an intrinsic error because only a limited number of dis-
crete QAM constellation points are available for emulation.
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Figure 3: How ZigBee Receiver Works

3.1.2 How a ZigBee Receiver Works. WEBee sendsWiFi frames
to commodity ZigBee devices. The physical layer of ZigBee re-
ceivers is shown in Figure 3. Because of sharing the same ISM
wireless band (e.g., 2.4GHz), the waveform emulated by WiFi can



be sampled by ZigBee devices. To receive a frame, a ZigBee RX
Radio down-converts the received WiFi passband waveforms to
baseband and digitalizes them into in-phase and quadrature (I/Q)
samples using ADC.

The modulation of ZigBee is Offset Quadrature Phase-Shift Key-
ing (OQPSK), in which the phase shifts between the consecutive
I/Q samples are used to demodulate the ZigBee symbols. Specifi-
cally, the phase shift between two consecutive complex samples
s (n) and s (n − 1) is computed by arctan(s (n) × s∗ (n − 1)), where
s∗ (n − 1) is the conjugate of s (n − 1). With thresholding, ZigBee
outputs the chip value “1" if the phase shift is bigger than 0◦ and
otherwise outputs the chip value “0". After collecting 32 chips, Zig-
Bee maps these chips into four bits (i.e., a ZigBee symbol in frame),
according to the predefined symbol-to-chip spreading relationship
in the direct sequence spread spectrum (DSSS) process.

3.1.3 Why Emulation is Feasible. In ZigBee (i.e., IEEE 802.15.4),
direct sequence spread spectrum (DSSS) is used to improve pro-
tection against interference and noise by multiplying original bits
with a pseudo random noise spreading code. Specifically, a ZigBee
symbol (i.e., 4-bits) are mapped into a 32-chip sequence. In DSSS,
a correlation threshold is defined to control the maximum Ham-
ming distance between the received 32-chip sequence and the pre-
defined chip sequence that the receiver can tolerate. A none-zero
threshold means that ZigBee receivers inherently can tolerate a
certain number of errors in chip sequences. Normally, 12 is the
default threshold, i.e., 12 chip errors can be recovered by the Zig-
Bee DSSS technique. In some scenarios, this threshold is set more
loosely to adapt to environments with high interference and noise.
For example, in [28], the default of such a threshold is set to 20 for
ZigBee frames to survive WiFi interference. As mentioned early,
QAM-based emulation could introduce errors in chip sequences.
However, such errors are mediated by DSSS, and the emulated Zig-
Bee symbols can be decoded by ZigBee successfully with a high
probability.

Desired Signals
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QAM Points
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Figure 4: The Basic Process of QAM Emulation.

3.2 QAM Emulation
QAM emulation is the core of the WEBee design. Figure 4 shows
that the QAM selection is done in the reverse direction, where the
desired ZigBee time-domain signals are fed into the FFT to select
corresponding QAM constellation points. The challenging issue of
QAM emulation is that because the QAM points inWiFi OFDM are
predefined and discrete, the frequency components of the desired
time-domain signals might not match the discrete QAM points per-
fectly, as shown in Figure 4, leading to intrinsic QAM quantization
errors.

In Fourier transform analyses, the Parseval’s theorem [42]states
an equation of energy in the time-domain and frequency-domain.
Combined with the linear property of Fourier transform, we have
the following equation for the errors introduced by frequency-domain
quantization, i.e.,∫ T /2

t=−T /2
|u (t ) −v (t ) |2dt = T

∑
k

|U [k] −V [k]|2, (1)

where u (t ) is the desired time domain signal, v (t ) is the time dom-
ain signal after QAM quantization, and U [k] and V [k] are corre-
sponding DFTs.

The difference-energy equation shows that minimizing the sig-
nal distortion in the time-domain under energy metric is equiva-
lent to minimizing the total deviation of frequency components af-
ter QAM quantization. Therefore QAM emulation is essentially an
optimization process to choose the closest k QAMpoints in term of
total Euclidean distance to each of k FFT points of desired signals
as shown in Figure 4, which can be done easily in O (k ).
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Figure 5: Comparison between WiFi QAM Emulated Signal
and the Desired ZigBee Signal

As a proof of concept example, an emulated ZigBee symbol “5”
is emulated according to the process shown in Figure 4, where
the 64-QAM constellation points in IEEE 802.11g standard are uti-
lized for emulation. After the IFFT, the emulated time-domain sig-
nal is shown in Figure 5a, where the real/imaginary parts of the
emulated time-domain signal are compared with the desired In-
phase/Quadrature (or I/Q) signal of the ZigBee symbol. It is easy
to see that the desired ZigBee signals are approximated well by the
emulated WiFi signal, with some tolerable distortion.

Furthermore, the phase shifts of the emulated signal (and corre-
sponding chip values) are calculated and shown in Figure 5b. The
results prove that the emulated signal can be decoded by ZigBee
successfully.

3.3 Emulation under Hardware Constraints
For the sake of clarity, the QAM emulation illustrated in Figures 4
and 11 are introduced without mentioning hardware constraints.
Clearly, to support cross-technology communication fromWiFi to
ZigBee in commodity devices, WEBee needs to handle a few chal-
lenging issues. Figure 6 shows the detailed transmission path of
WiFi OFDM. In addition to QAM emulation, we need to support
two additional types of emulation: (i) channel coding emulation
and (ii) post-QAM emulation. The challenges related to each of
these emulations are discussed in section 4 and section 5, respec-
tively.
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4 CHANNEL CODING EMULATION
It is known that channel coding (convolutional encoding) makes
WiFi OFDM communications more resilient to noise and interfer-
ence by introducing redundancy (extra bits). But this imposes a
challenge for emulation from the reverse direction because we can
map source bits in the WiFi payload into only a constrained set of
coded bits to activate QAM points for OFDM subcarrier modula-
tion.

More specifically, in WiFi 64-QAM, six coded-bits are used to
map one QAM point. Given 48 QAM points, a total of 288 (= 48×6)
coded bits are used. Given a channel coding rate of 3/4, we use the
216 (= 288× 3

4 ) bits in the WiFi payload to generate the 288 coded
bits.

If matrices in Galois field GF(2) are used to define the relation-
ship between the source bits X and the coded bits Y , it is easy to
model the convolutional encoding as a matrixM satisfying the fol-
lowing equation:

M ×GF (2) X = Y (2)

For any Y , finding the X satisfying the equation (2) is equiva-
lent to finding the inverse of M under GF(2). If M is full row-rank
and square, the inverse of M can be calculated easily by Gaussian
Elimination.
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Figure 7: Invertible QAM Points under Constraints of WiFi
Channel Coding

However, as shown in Figure 7, to map 216 source bits in X to
288 coded bits in Y , convolutional encoding uses a 288-by-216 ma-
trix M . Since M is not full row-rank (row:288 > column:216), the
matrix equation is an overdetermined system (i.e., more equations

than unknowns). In other words, WEBee cannot emulate an arbi-
trary combination of 48 QAM points using 216 source bits.

But luckily, we note, ZigBee signals occupy only a 2MHz band,
covering 7 WiFi subcarriers with a 312.5KHz bandwidth each. To
emulate ZigBee signals, WEBee needs to control only 7WiFi QAM
points (14 QAM points in the parallel case) instead of all 48 QAM
points. According to Equation 2, WEBee needs to control only 84
bits (14 ×6 bits) of Y by manipulating the X . Let Y ′ be the 84-bits
subvector of Y andM ′ be the corresponding submatrix, we have,

M ′ ×GF (2) X = Y
′. (3)

GivenM ′ is now a full row-rank matrix (row:84 < column:216),
for arbitrary coded bitsY , the matrix equation (3) is an underdeter-
mined systemwith multiple solutions ofX . In other words,WEBee
can emulate an arbitrary combination of 14 QAM points with 216
source bits in multiple ways.
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Our experiment in Figure 8 indicates that WEBee emulates Zig-
Bee closely in two subregions of 11 subcarriers (7 data + 4 guard
subcarriers) using 216 source bits. These two subregions overlapped
with 2MHz ZigBee channels with 625KHz guarding bands on each
side. Since we cannot control all 48 QAM points, additional signals
are introduced in non-overlapped subcarriers, as shown in Figure 8,
which is fine because ZigBee does not sample these subcarriers for
demodulation.

To investigate the emulation capacity of source bits further, we
increase the total bandwidth of desired subcarriers. When the to-
tal bandwidth becomes wider (i.e., the number of elements in Y
become larger), the row rank of M increases. Theoretically, when
M becomes square and full row-rank, WEBee can control up to 36
subcarriers (216 bits) with a total bandwidth of 11.25MHz, which
is much larger than twice the ZigBee bandwidth (2Mhz). It is noted
that since we can choose arbitrary elements in Y , WEBee is capa-
ble of controlling non-continuous bands of subcarriers, paving the
way for parallel CTC.
Scrambler and interleaver: In addition to channel coding, the
data scrambling inWiFi OFDM is performed by XORing the incom-
ing source bits with the output of a 7-bit linear feedback shift reg-
ister. Since the scrambler is a one-to-one mapping from the source
bits to the scrambled bits, it is easy to reverse the scrambler by



XORing the scrambled bits with the same output of the shift reg-
ister once the scrambling seed is known. We can read the scram-
bling seed from many commodity WiFi radios. For instances, in
ath5k supportedWiFi cards (e.g., Atheros AR5112 and AR2425), we
can fix the scrambling seed by setting the GEN_SCRAMBLER field
in the AR5K_PHY_CTL register of the driver. For BCM4330 WiFi
chips used by LG Nexus 5, the scrambling seed has been fixed at 8.
In other Atheros chipsets (e.g., AR9580 and AR5001G), the scram-
bling seed is incremented by one between frames, which is easy to
track [19]. Similarly, the interleaver is also a one-to-one mapping
from the coded bits to the permuted coded bits. This permutation
is known in the WiFi standard and can be reversed easily.
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5 POST-QAM EMULATION
This section addresses challenges due to hardware constraints, such
as pilot/null subcarrier avoidance, boundary flipping, and cyclic
prefixing.

5.1 Pilot/Null Subcarrier Avoidance
In WiFi OFDM, each 20 MHz channel is composed of 64 subcarri-
ers: 48 subcarriers for data, 4 subcarriers as pilot subcarriers for
channel state estimation, and 12 null subcarriers. Without hard-
ware modification, the WiFi signals transmitted in the pilot/null
subcarrier cannot be controlled by software. Therefore, if the pilot
subcarriers overlap with the frequency bands of ZigBee devices,
WEBee cannot work properly. In WEBee, channel mapping is nec-
essary to avoid the collision with the pilot/null subcarriers in WiFi
OFDM.

Figure 9 shows a channel mapping scheme for pilot subcarrier
avoidance. For example, once the central frequency of a WEBee
channel is set as 2440MHz, the two regions of WiFi OFDM data
subcarriers [-21, -7] and [7, 21]) can be utilized to achieve two par-
allelWEBee cross-technology communications in standard ZigBee
channel 17 and channel 19. We note many commodity WiFi radios
(e.g., Atheros AR9485, AR5112, and AR2425) can set their central
frequency.

5.2 Post-QAM Challenges
We introduce the high-level idea of QAM evaluation in Section 3.2.
In this section, we discuss a few research challenges imposed by
the post-QAM process.
Challenge I: Non-continuity after Segmentation: Compared
with the 16µ duration of a ZigBee symbol, a WiFi symbol occupies
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Figure 10: Emulate OQPSK with WiFi QAM.

4µs. Therefore, a full ZigBee symbol has to be segmented before
emulated by four individual WiFi symbols , as shown in Figure 10.
Such segmentation will introduce emulation error without further
processing.

Technically, QAM points used by a WiFi symbol are selected by
feeding the time-domain signal of one-fourth of a ZigBee symbol
into Discrete Fourier transform (DFT). In DFT, the sampling in the
frequency domain leads to the replicates of time domain signals;
specifically, the signal x̂ (n) recovered from the DFT samples via
the following synthesis equation

x̂ (n) =
1
N

∑
k

(
∑
n

x (n)e−j2πnk/N )e j2πkn/N (4)

x̂ (n) is a periodic signal that consists of a sum of shifted replicates
of the discrete time signal x (n).

On one hand, the DFT treats the time-domain data by assuming
they were periodic by concatenating with the shifted replicates of
themselves. On the other hand, at the ZigBee receiver, Offset Quad-
rature Phase-Shift Keying(OQPSK) modulation adds a π/2 phase
offset to the quadrature signals of the ZigBee symbol, whichmakes
concatenated replicates noncontinuous, as shown in Figure 11a.
This non-continuity introduces signal boundary errors, when the
QAM emulation is used for an individual WiFi symbol, each emu-
lating one-fourth of the supposedly continuous ZigBee symbol.

Flip

0.5µs

(a) Flipping Effect (b) Boundary with CP

Figure 11: Effects of Flipping and Cyclic Prefix



Challenge II: Cyclic Prefixing (CP): Another source of error
comes from the WiFi cyclic prefixing, a technique to eliminate
inter-symbol interference (ISI). As illustrated in Figure 11b, with
cyclic prefixing, a guard interval lasting 0.8µs in eachWiFi symbol
is copied from the right ofWiFi symbol and pasted into (overwrite)
the left of the symbol . As a result, the front segment and the end
segment of WiFi signals are the same. However, ZigBee I/Q signals
do not have such repetition. Because of the cyclic prefix enforced
by WiFi modulation, we have a segment of signals with 0.8µs du-
ration which is out of our control in signal emulation.

Solution: Selective boundary flipping: Since WEBee does not
modify the hardware used, we cannot completely remove these
two sources of errors, but we can mediate them. Before feeding
one-fourth of the desired ZigBee Q signal to FFT, we build a con-
tinuous shifted replicated signal Q ′ by flipping a half-chip of Q at
the boundaries as illustrated in Figure 11a. We note that flipping
the desired signal is done in software for the emulation purpose,
and thus no hardware changes are involved. Since the duration of
a half chip of Q is 0.5µs less than that of a cyclic prefix (i.e., 0.8µs),
boundary flipping can mediate errors due to noncontinuity with-
out penalty given the constraint of cyclic prefixing.

Correct EmulationCorrect Emulation

Figure 12: Flipping Boundary Selection

As Figure 12 shows, four WiFi symbols have eight boundaries,
amongwhich the left/right-most boundaries are not used byOQPSK
demodulation [37]. A naive selectionwould be flipping only left(right)
boundaries of ZigBee signal segments. The upper part of Figure 12
shows the number of regions corrupted by cyclic prefix is 3. But
if we choose boundary flipping wisely, as shown in the lower part
of Figure 12, the number of regions corrupted by cyclic prefix is
reduced to 2, leading to a better demodulation.
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Figure 13: The Effects of Boundary Flip.

Experimentally evaluating our design, Figure 13 shows the emu-
lated signal generated by QAM emulation with selective boundary
flip resembles the desired ZigBee signal closely. For example, the
phase-shift distortion is significantly lowerwith selective boundary
flip, leading to better chip demodulation performance.

About Robustness of DSSS: It is noted that selective boundary
flipping canmediate but not eliminate signal distortion completely.
However, thanks to the use of DSSS, the ZigBee symbol can toler-
ate a certain number of chip errors, leading to a high symbol-level
reliability (above 97%), as proven in our testbed later.

6 RELIABLE WEBEE
Due to the intrinsic discrepancy between WiFi and ZigBee, signal
distortion cannot be avoided completely during emulation, even
with DSSS. Therefore, we need additional high-level mechanisms
to achieve highly reliable CTC (e.g., 99% and above).

6.1 Interference and Multipath Effect
In essence, WEBee is a genuine WiFi device. Therefore, WEBee
avoids interference from other ISM-band devices (e.g.,WiFi, Zig-
Bee, and BlueTooth) using the standard WiFi CSMA/CA mecha-
nism. The advanced co-existence designs for WiFi [17, 28, 44–46]
can be directly applied to WEBee to improve its reliability. Also in-
terestingly, since WEBee emulates the low-bit-rate ZigBee, it can
nicely reduce the inter-symbol interference caused by multipath
propagation.

6.2 Repeated Transmission for Reliability
For higher reliability, WEBee can simply transmitWiFi frames (i.e.,
multiple copies of an emulated ZigBee frame) repeatedly. Note that
this mechanism is transparent because that a ZigBee receiver can-
not tell whether the sender is a WiFi or ZigBee device, and the no
special decoding process is required at the ZigBee receiver.

Given the frame reception ratio (FRR), the reception probability
of one WEBee frame afterm repeated transmission is

1 − (1 − FRR)m . (5)

Our later experiment in Section 7.1.3 will show that WEBee’s
FRR is between 40% and 60%. Accordingly, the reliability is be-
tween 95.3% and 99.5% after six retransmissions, as validated by
our experiments. Although retransmission is considered inefficient
in intra-technology communication, it is acceptable for CTC, given
that it is mostly used for low-volume control and coordination.
Moreover, in duty-cycled ZigBee networks, it is a common practice
to transmit a train of the same frames to wake up the receivers [11,
30].

6.3 Link-layer FEC for Reliability
Beside simple retransmission, WEBee also supports a FEC scheme
with two design elements: preamble protection and payload cod-
ing. It is not a completely transparent design as retransmission, but
it has a better spectrum efficiency with 90 ∼ 99% FRR as shown in
evaluation.

6.3.1 Preamble Protection with Repetition. The preamble of an
emulated ZigBee frame is a constant string of some symbols ‘0’



followed by a symbol ‘7A’. Such frame synchronization cannot be
protected by a coding mechanism. WEBee, therefore, provides a
repeated frame synchronization mechanism. As shown in Figure
14, preamble repetition improves the chances of successful pream-
ble detection. If the first preamble is identified successfully,WEBee
discards the second.

Preamble   Coded Payload

Payload

 WEBee Frame Format:

  ...  0 0  ... 

Repeated 
Preamble

0 ... 0 0 7 A 0 ... 0 0 7 A ... ...

Link Coding:

Bits of Payload

  0 1 0  ...   ...

Coded Payload

11 Bits 15 Bits

Figure 14: Reliable CTC with Link Coding

6.3.2 Payload Coding. To protect content of an emulated Zig-
Bee frame, we use the computational efficient binary Hamming
Code. Since the errors caused by the signal emulation are at the
symbol level, while the binary Hamming codes work at the bit
level, we employ a simple interleaver scattering the bits in cor-
rupted symbol before applying hamming coding as shown in Fig-
ure 14.

The parameter of Hamming Code is determined based on the
symbol reception ratio of WEBee, which is higher than 95%. The
Hamming Code (15, 11) has the capability of error detection rate
of 1/11, which is sufficient to handle the 5% symbol error rate.

WEBee(USRP)

MICAz

CC2420

ZigBee(Commodity)

WiFi(Commodity)

ZigBee(USRP)

ASUS X200M

Atheros AR9485

WEBee(Commodity)

ASUS X200M

Atheros AR2425

CBX TX

USRP N210

CBX RX

USRP N210

Figure 15: Experiment Setting for WEBee

7 PERFORMANCE EVALUATION
As shown in Figure 15, the WEBee testbed consists of two types
of senders: (i) the USRP-N210 platform with 802.11 b/g PHY [3],(ii)
a commodity WiFi card Atheros AR2425 as well as three types of
receivers: (i) a commodity ZigBee receiver (i.e., MICAz); (ii) a com-
modity WiFi receiver (i.e., Atheros AR9485); and (iii) a USRP-N210
with 802.15.4 PHY [37].

We note thatWEBee CTC is supported directly among commod-
ity devices and USRP-N210 devices are used only for evaluation
purposes to measure low-level PHY information, such as the dis-
tortion of phase and symbol error rate, which are inaccessible by
commodity devices. For the frame reception rate and other high-
level metrics, the performance of WEBee in USRP and the WEBee
are very similar. With WEBee, a broadcast frame from an Atheros
AR2425 WiFi card (or USRP-N210) can be simultaneously received
by the MICAz and Atheros AR9485 receivers, indicating this frame
is indeed both WiFi-compliant and ZigBee-compliant. It is noted
that we also implemented WEBee on LG Nexus 5 smart phones
with BCM4330 WiFi chips, indicating our technology is applicable
in today’s mainstream devices.

During experiments, we fix the scramble seed and configure the
mode of transmitter. By adjusting the MTU, each emulated frame
consists of a 32-bit preamble, and a default frame payload of 25
bytes, resulting in about a 1ms duration, which is the typical length
of payload for ZigBee communications. To ensure statistical valid-
ity, we obtain the average result of 10 experiments, each of which
sends 1,000 WEBee frames under a wide range of settings includ-
ing indoor/outdoor, short/long distance, mobile, and duty-cycled
scenarios.

7.1 Experimental Results
Our evaluation starts fromPHY-layermeasurements (i.e., time-domain
signal, symbol error rate (SER) ) to link-layer statistics (i.e., frame
reception ratio (FRR) and throughput). Our study also covers mul-
tiple scenarios, including (i) stationary, (ii) long-range, (iii) mobile,
(iv) duty-cycled, and (v) parallel CTC.
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7.1.1 Emulated Signals. To ensure reception, the RF waveform
of the WiFi payload needs to emulate that of ZigBee signals as
closely as possible. It is known that the ZigBee OQPSK demodu-
lation is based on the phase shift, i.e., the angle between two con-
secutive complex samples. The chip value is decoded as “1” if the
phase shift is positive, and otherwise as “0”. Figure 16 shows the
phase shifts of the received signals by ZigBee (red line) and by
ideal standard signal (blue line). Although these two lines are not
perfectly aligned, they have the same positive or negative signs, al-
lowing successful chip decoding. After collecting 32 chips, ZigBee



converts these chips to a ZigBee symbol with smallest chip Ham-
ming distances. Using the USRP receiver, we measure the distri-
bution of chip Hamming distances between emulated ZigBee and
intended ZigBee symbols. Figure 17 shows that the Hamming dis-
tances of emulated symbols are mainly concentrated in the region
of [7,12], especially in [8,9].
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Figure 17: H-Distance of Emulated Signals.

Figure 16 also shows that for all emulated symbols, the cen-
tral segments of emulated signals always present significant distor-
tions in phase shifts. This phenomenon is a direct result of selective
boundary flipping, shown in Figure 12. Because of this emulation
constraint, the Hamming distances of emulated signals are always
larger than some specific number, such as 6 shown in Figure 17.
Thanks to the inherent redundancy in DSSS, such Hamming dis-
tances can be tolerated by ZigBee decoding, leading to a low sym-
bol error rate (< 3%).
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Figure 18: SER of WEBee vs. FreeBee

7.1.2 Symbol Error Rate (SER). Figure 18 shows the main re-
sult of this work, comparing the symbol error rate (SER) of WE-
Bee and FreeBee [23]. In WEBee, the symbol is standard ZigBee
symbol where each symbol stands for 4 data bits, while the sym-
bol in FreeBee is an interval of consecutive WiFi beacon frames
and represents ⌊loд2 (100)⌋ = 6 data bits. The symbol error rates
of both WEBee and FreeBee depend on the number of repetition,
a parameter to trade off between throughput and reliability. Fig-
ure 18 illustrates the SERs under different throughputs: WEBee

reaches a 99.9% symbol success rate when the frames are sent at
a rate of 63Kbps, while FreeBee achieves a 99.9% symbol success
rate with bit rate 7.5bps. Under the same success rate, the through-
put of WEBee is more than 8,000 times of that of FreeBee. We note
that FreeBee could achieve theoretically 1.4Kbps when it saturates
the channel with non-stop beaconing and ignores symbol errors
due to interference. We do not compare WEBee with this case as
FreeBee is supposed to be a free channel design.
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Figure 19: Frame Reception Ratio under Four Settings
7.1.3 Frame Reception Ratio (WiFi vs. ZigBee). WEBee embeds

a ZigBee frame into an authentic WiFi frame. To confirm and eval-
uate such embedding, we conduct experiments using the testbed in
Figure 15, where aWEBee sender (either USRP or Atheros AR2425)
broadcasts WEBee frames to Atheros AR9485, MICAz CC2420 and
USRP N210. Figure 19 shows that the WiFi card Atheros AR9485
receives more than 99% of the frames from both USRP and Atheros
AR2425, while the ZigBee CC2420 receives about 50% of the frames.1
This performance is expected because the WEBee sender indeed
transmits a WiFi frame to WiFi receivers, while the WiFi payload
cannot emulate ZigBee symbols perfectly. The last bar of Figure 19
shows from the commodity wifi card Atheros AR2425 to the com-
modity ZigBee CC2420, WEBee achieve around 50% frame recep-
tion Ratio (FRR). A similar FRR is achieved using USRP N210 as a
sender as shown in the third bar of Figure 19.

Interestingly, this experiment also indicatesWEBee can support
cross-technology-broadcast if we allocate portions of payload to Zig-
Bee and WiFi, separately, because ZigBee naturally ignores non-
compliant RF waveforms, while WiFi can decode the whole frame.

ZigBee Receiver

(MICAz)

ZigBee Receiver

(MICAz)

ZigBee Receiver

(MICAz)

ZigBee Receiver

(MICAz)

Figure 20: Lab Figure 21: Hallway
1As a frame consists of many symbols, a single symbol error would lead to a frame
loss.
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Ratio with Durations (Lab).

7.1.4 WEBee Performance (Indoor vs. Outdoor). Weevaluate the
indoor performance of WEBee in two sits: (i)a laboratory room
(Figure 20) and a hallway (Figure 21).We set the transmission power
at 10dBm. Figure 22 shows those frame reception ratios (FRR) be-
tween the WEBee sender and the ZigBee receiver under varying
distances. With increasing distances from 2 to 10 meters, the FRR
drops slowly to 50%, indicating that signal attenuation will not sig-
nificantly degrade WEBee’s reliability.

Figure 23 plots the frame reception ratios with different frame
lengths. As expected, the FRRs decrease when the durations of
the emulated ZigBee frames increases. Figure 23 also shows that
WEBee demonstrates an acceptable performance (>40%) for all the
packet lengths that ZigBee normally uses.
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Figure 24: Frame Reception Ratio vs. Tx Powers & Distances

The transmission power also impacts the performance of the
signal emulation. Figure 24 shows that the FRRs concentrate in
the region between 45% and 55% with different combinations of
transmission power and distance settings. When the transmission
power of WiFi is set as 20 dBm2, the FRR of WEBee stays stable
at any distance less than 10 meters. This occurs because the signal
attenuation has been compensated for by a higher transmission
power.

We note thatWEBee has amuch longer range than that of ZigBee-
to-ZigBee communication since WiFi devices normally operate at
20dBm, while ZigBee devices operate at 0dBm. Since energy is less
a concern for WiFi devices than for ZigBee devices, this feature
is very useful in allowing a WiFi AP to control all IoT devices
equipped with low-power ZigBee radios in a large residential area.

2the maximum transmitter output power allowed by FCC under ISM band is 30dBm

Figure 25: Outdoor Site
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Figure 26: Frame Reception
Ratio with Dist. (Hallway)
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Figure 27: Frame Reception
Ratio with Dist. (Outdoor)

To validate, Figures 26 and 27 show the FRR ofWEBeewith long-
distance transmissions at an indoor hallway(Figure 21) and at an
outdoor site (Figure 25) where the transmission power are all set
as 20dBm. The experimental results show thatWEBee achieves the
FRRs between 45% and 55% from 10 to 80 meters, which is much
further than that of ZigBee-to-ZigBee communication.
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7.1.5 Repeated Transmission. We show thatWEBee can achieve
between 45% and 55% FRR with one transmission. To make it reli-
able enough for practical CTC, we can retransmit the same frame
multiple times. We note that retransmission improves the reliabil-
ity but at the cost of effective throughput, i.e., the bit rate of WE-
Bee CTC drops when #trans become larger. For example, Figure 28
shows that with #trans = 1, WEBee achieves 250Kbps,the bit rate
of standard ZigBee, and with #trans = 2, WEBee achieves 125Kbps.

Figure 29 illustrates the reliability of reception with varying
#trans and frame lengths. For example, when the emulated frame
length is 14 bytes, the reliability of reception is above 99% when
the WEBee transmission is repeated 6 times.

The performance of repeated transmission under different dis-
tances is also evaluated in Figure 30, where transmission distance
is set to 10 meters and frame length is fixed as 18 bytes. From this
figure, we can see that repeated transmission has a stable perfor-
mance when the distance changes.
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Repeated Transmission
under Different Payloads.

The impact of different symbols in the emulated ZigBee frames
is also evaluated. In the experiment, the transmission distance is set
to 10 meters, and the fixed frame length is set to 18 bytes. Figure
31 illustrates the FRRs are very stable, regardless the WiFi frame
carry a payload to emulate same ZigBee symbols or a payload to
emulate random ZigBee symbols. In summary, repeated transmis-
sion is a simple, transparent, and robust mechanism that makes
WEBee work well in real wireless environments.
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7.1.6 Link Coding/Decoding. Link coding requires that ZigBee
receivers understand the format of link coding, and hence is not
as transparent a design as retransmission. On the other hand, WE-
Bee’s link coding design can improve reliability more efficiently.
Figures 32 and 33 illustrate the performance of WEBee with re-
peated preamble and link coding. Two types of link coding mech-
anisms, i.e., Hamming code (15,11) and Hamming code (7,4), are
evaluated in this experiment. At the same time, the impact of dif-
ferent frame lengths is also investigated in Figures 32 and 33.

As they show, when the link coding mechanism is utilized, the
corruption of a few emulated symbols can be recovered, so the
FRR of WEBee is improved shown as Figures 32 and 33. But if the
preamble is corrupted, the link coding is not effective. When link
coding is combined with repeated preamble, the FRR of WEBee
can reach 99% when the frame duration is about 0.5ms, as shown
in Figure 32 and above 90% with the 1ms frame duration.

The difference between Hamming (7,4) and Hamming (15,11) is
very small if the frame length is short, and such a difference would
slightly increase when the frame length becomes larger. It is the
effect of low symbol error rate in WEBee, the Hamming (15,11)
has enough capability to recover such errors.
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Figure 34: Throughput Coding vs. Retransmission

Furthermore, Figure 34 compares the throughput of the link cod-
ing and retransmission. As shown, the link coding obtains a high
reliability with good throughput while retransmission only gain a
high reliabilitywith the cost of decreasing the effective throughput.
This is a tradeoff between the receiver transparency and through-
put.
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Figure 35: Reliability under Mobility.
7.1.7 Performance under Mobilitity. We also evaluate WEBee

with a mobile ZigBee receiver at three sites (i.e., room, hallway,
and outdoor). In this experiment, each WEBee frame is retrans-
mitted 8 times and the interval between consecutive frames is set
as 8ms. The speeds are set between 1m/s and 8m/s, respectively.
Figure 35 shows that WEBee works well under different wireless
environments and different levels of mobilities.
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Figure 36: Reliability under Low Duty-Cycle.

7.1.8 Performance under Low Duty-Cycles. WEBee is also eval-
uated using low-duty-cycle ZigBee receivers, which sleep most of
the time andwake up periodically to check for radioactivity. In this
case, a sender needs to transmit a train of repeated frames to wake
up the receiver [11, 30]. In our experiments, each WEBee frame is
retransmitted 100 times. The duty-cycle ratios are set as 30%, 15%,
6%, 3%, and 2%, respectively. The results in Figure 39 show that the
WEBee can work well under a wide range of duty-cycle settings.
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7.1.9 Parallel Communication. Here we show that WEBee can
support two parallel communications from WiFi to ZigBee. Using
the channel mapping, as shown in Figure 9, WEBee sends two Zig-
Bee frames with two different subcarrier regions (11 data subcar-
riers each) in WiFi as shown in Figure 37. Figure 38 compares the
performance of WEBee between the left and right ZigBee chan-
nels when repeated transmission is utilized. In this experiment, the
transmission distance is 10meters, and the frame length is 18 bytes.

Figure 38 shows that the FRRs of WEBee are above 93% under
different parallel ZigBee channels. At the same time, the FRR at one
channel is slightly worse than the FRR at another channel overall.
The reason for this phenomenon is the diversity of the channel
quality under different channels. With two parallel channels, the
aggregate throughput of WEBee can be more than 16,000x faster
than that of packet-level CTCs.

SmartPhone (WiFi)

Bulb (ZigBee)

Figure 39: WEBee Smart Light Control

7.1.10 Application: Smart Light Control. The last experiment
shows that WEBee can be used in real-life settings. We embedWE-
Bee into an LG Nexus 5 smart phone equipped with a Broadcom
BCM4330 WiFi chip. Without making any hardware modification
on either side, we tunnel Zigbee control packets through the WE-
Bee link to control light intensity, color and on/off status of Zig-
Bee bulbs. All control operations were successful during the ex-
periments. Our solution eliminates the need for expensive ZigBee
gateways (e.g., WINK Hub), hence reduces the cost of light control
in smart environments. The related videos can be found at [24, 25]
and the technical support for WEBee is available at [10].

8 RELATEDWORKS
In its early days, research on wireless coexistence focused mostly
on cross-technology inference avoidance, cancellation, and detec-
tion [1, 2, 6–8, 16, 21, 29, 31, 34–36, 38–40, 45–48, 50–52]. Recently,
cross-technology communications (CTC) have emerged as a mech-
anism for explicit coordination and collaboration. FreeBee[23] es-
tablishes CTC bymodulating the interval ofWiFi Beacons. Esense [5]
establishes communication channels fromWiFi to ZigBee by mod-
ulating the lengths of WiFi frames. HoWiES [49] extends the Es-
ense mechanism to convey data with combinations of WiFi frames.
GSense [48] uses gaps embedded between the customized pream-
ble to deliver cross-technology communications. In comparison
with these packet-level CTC [5, 9, 23, 48, 49], WEBee is the first
work to implement the CTC based on physical signal emulation,
leading to 16,000x throughput improvement. Also, WEBee is the
first work to achieve parallel CTC, which is infeasible using packet-
level modulations (e.g., RSSI and timing).

The WEBee’s concept of signal emulation is inspired by several
recent works [4, 19, 22, 26, 32] that implement the signal manip-
ulation. The research in [22] produces standard WiFi signals by
controlling the backscatter. The work in [19] provides an ampli-
tude modulated pulse signal that could be detected by RFID using
WiFi devices. The work in [4] generates WiFi CTS frame from the
LTE devices, which is no longer a LTE-complaint MAC frame.

Uniquely, WEBee has the capability to emulate ZigBee signals
with WiFi payloads without any hardware and firmware modifica-
tion. Its dual-standard compliance (i.e., ZigBee and WiFi) enables
many interesting designs, such as WiFi-ZigBee dual payloads for
cross-technology broadcast, cross-technology-encapsulation (i.e.,
encapsulating ZigBee frames formulti-hop networked control over
IP). These features are not supported in existing works [4, 19, 22].

9 CONCLUSION
This work presentsWEBee, a physical-level cross-technology com-
munication design based on signal emulation. Using multiple sub-
carrier regions,WEBee is the first to offer parallel cross-technology
communication. Our extensive experiments show thatWEBee achi-
eves bit rates more than 16,000x those of the current state of the
art with 99% symbol reliability.

Our experiments also demonstrate that WEBee can work well
under long-distance, mobile, and low duty-cycle scenarios. As fu-
ture work, our recent development indicates that enhanced ver-
sions of WEBee can support bi-directional communication and the
MIMOOFDMmodulation under 802.11n, offering more opportuni-
ties for high-level cross-technology coordination in the ISM band.
Last, we note that the vision of Software Defined Radio (SDR) al-
lows a single transceiver to adapt as needed, but its pure software-
based design requires significant cost, energy, and computational
complexity. WEBee, in contrast, opens a new pathway to achieve
SDR through emulation, striking a nice balance among reliability,
flexibility, deployability, and complexity.
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