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Abstract—Many large-scale distributed systems have been
built with great complexity to run Internet services. Due to
the heterogeneity and dynamics of complex systems, it is very
difficult to characterize their behavior precisely for system
management. While we collect large amount of monitoring
data from distributed systems as system observables, it is hard
for us to interpret the data without constructing reasonable
system models. Our previous work proposed algorithms to
extract invariants from monitoring data to profile complex
systems. However, such invariants are extracted between pair-
wise system measurements but not among multiple measure-
ments. Based on minimal redundancy maximal relevance subset
selection and least angle regression, this paper proposes an
efficient algorithm to automatically extract overlay invariants
from the layer of pairwise invariant networks. The overlay
invariants link separated pairwise invariant subnets and enable
us to support many system management tasks such as fault
detection and capacity planning. Experimental results from
synthetic data and real commercial systems are also included
to demonstrate the effectiveness and efficiency of our algorithm.

Keywords-System management, Invariant networks, Algo-
rithms, Least angle regression

I. INTRODUCTION

In recent ten years, we have witnessed the unprecedented
success of Internet services such as Google.com and Ama-
zon.com. Many large-scale distributed systems have been
built with great complexity to run such Internet services.
These large-scale systems usually consist of thousands of
components including operating systems, application soft-
ware, servers, networking and storage devices, and each
component may also has its specific configuration. Such
heterogeneity becomes an important factor of system com-
plexity and increases the difficulty to generalize manage-
ment practices across systems with different functionality
and architecture. In addition, the dynamic nature of the
system also increases its complexity. For example, the user
workloads are always changing, the interactions among dif-
ferent components vary from time to time, and the software
and hardware components are also frequently replaced and
upgraded. Therefore, it is very difficult to characterize the
behavior of a complex system precisely.

In practice, large amount of monitoring data are collected
from distributed systems as observables to track system
states. CPU utilization and network traffic statistics are
common examples of such data. However, without reason-
able system models, it is hard to interpret and reason such
monitoring data for system management. Meanwhile, thou-
sands of heterogenous components in large-scale systems
may be connected by thousands of different models. It is
formidable to manually build such a large number of models
for system management. Therefore we need to develop a
general approach that can automatically extract models from
system measurements such as the CPU utilization, memory
and disk I/O. In this paper, system measurements refer to the
intensities of system monitoring metrics (e.g. the percentage
of CPU utilization), which are usually driven to go up and
down by the volume of external workloads. Since these
metrics are monitored with sampling intervals, essentially
we collect the time series of these metrics (i.e. system
measurements) along time.

Our previous work [1] proposed an exhaustive search
algorithm to extract pairwise invariant relationships, referred
to as (pairwise) invariants between system measurements.
Since many system measurements respond to the volume
of workload accordingly, their time series often hold linear
relationships with each other. Such pairwise relationships
are in a form of a linear regression model as x1 = 𝑔(x2) =
𝑤x2 + 𝑤0

1, where x1 and x2 are system measurements.
If the modeled relationships hold all the time, they are
regarded as the invariants of the underlying system. System
measurements are connected by these invariants to form
a pairwise invariant network as shown in the bottom part
of Figure 1, where each node denotes one measurement,
and a solid line between two nodes denotes an invariant
between these two. Although it is hard to characterize
complex systems in a holistic way, each invariant is able
to capture some local properties of its related components.
Therefore if we can discover a large number of invariants
involving different measurements, the whole system can
be well characterized by the invariant network. While the

1We omit the error term for brevity.
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pairwise invariant network in [1] works reasonably well for
such purpose, they have the following two limitations:

First, a pairwise invariant only captures the relationship
between two measurements, while some relationships might
involve multiple measurements. In large-scale distributed
systems, we often deploy multiple replicas to scale up appli-
cations. For example, as shown in Figure 2, user requests are
processed by three parallel web servers, which forward their
results to a single application server for further processing.
The resource usage of the application server is proportional
to the weighted summation of three web servers’ workloads.
Therefore, it is common to have the summing up/splitting
up relationships among multiple components. Such relation-
ships motivate us to search the invariants among multiple
measurements.

Second, pairwise invariant networks may not have enough
connectivity to build the relationships among all compo-
nents, while such connectivity of invariant networks could
be important for system management tasks such as capacity
planning [2]. As shown in Figure 1, the pairwise invariant
networks contain several disconnected subnets (denoted as
A, B and C). Our previous work [2] can only propagate
the relationship within a subnet. For example, within the
subnet A in Figure 1, assuming that x2 = 𝑔(x1) and
x4 = ℎ(x2), we can derive x4 = ℎ(𝑔(x1)). However,
there is no relationship between the nodes/measurements2

in A and the nodes in B or C, since there is no connection
between A and B or A and C.

Introducing invariants with multiple measurements over-
comes the above two drawbacks. First, they are more ap-
propriate to model the summing up/splitting up relationship
among multiple components. Second, they might be able
to connect originally separated subnets. For example, in
Figure 1, the invariant x8 = x3+x11 connects A, B and C, as
shown by the dotted arrows. Through the pairwise invariants

2We will use “measurements” and “nodes” interchangeably.
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within each subnet, we may also build the relationship
among other nodes in A, B and C through propagation.
For example, if we know x3 = 2x6, x11 = x12 + 5, and
x8 = 3x7, we can have another relationship as 3x7 =
2x6 + x12 + 5. The invariants like x8 = x3 + x11 are
on the upper layer of pairwise invariant networks, acting
like bridges to connect originally separated subnets. We
therefore refer to these invariants as overlay invariants. In
this paper, we propose an algorithm to automatically extract
overlay invariants, which can characterize the relationships
among multiple measurements and significantly improve the
connectivity of invariant network.

The rest of the paper is organized as follows: In Section II,
we give a brief overview of the preliminaries and related
work. In Section III, we propose the algorithm for extracting
overlay invariants. Section IV discusses the use of such
invariants for autonomic system management. We present
the experimental results in Section V and conclude in
Section VI.

II. BACKGROUND AND RELATED WORK

A. Background

We give a brief introduction on the background of our
algorithm: pairwise invariant networks and least angle re-
gression algorithm.

1) Pairwise invariant networks: Our previous work [1][2]
proposed an algorithm to automatically extract pairwise
linear relationships between system measurements. For sim-
plicity, we use the same notation x𝑖 for both the name and
the value of resource consumption measurements, such as
CPU usage, memory usage, network traffic volume, etc.. For
every pair of measurements (x𝑖,x𝑗), a linear model is con-
structed in the form of x𝑖 = 𝑤1x𝑗+𝑤0 and evaluated with a
fitness score. For any measurement x = 𝑥(1) . . . 𝑥(𝑇 ) over
time 𝑡 = 1 . . . 𝑇 , given the estimation x̂ = 𝑥̂(1) . . . 𝑥̂(𝑇 )
generated from the model, the fitness score is defined as

𝑓 =

⎡
⎣1−

√√√⎷
∑𝑇

𝑡=1 ∣𝑥(𝑡)− 𝑥̂(𝑡)∣2∑𝑇
𝑡=1 ∣𝑥(𝑡)− 𝑥̄∣2

⎤
⎦ , (1)

where 𝑥̄ is the mean of real 𝑥(𝑡) over 𝑡 = 1 . . . 𝑇 . The range
of fitness score is (−∞, 1]. A higher fitness score indicates
a better pairwise model x𝑖 = 𝑤1x𝑗 + 𝑤0. We further
evaluate the models with many windows of new monitoring
data. Only those models with fitness scores higher than a
threshold in all time windows are considered as pairwise
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invariants. Since most resource consumption measurements
are driven to go up and down by the same external factor -
the volume of user workload, we verified that such invariant
relationships widely exist in large computing systems [1]. As
shown in Figure 1, the combination of measurements (nodes)
and invariants (edges) form a pairwise invariant network.

2) Least angle regression: In this paper we use least
angle regression (LAR) [3] for variable selection. LAR
selects the relevant inputs for predicting the response y from
a set of the candidate inputs, and builds a linear relationship
between y and the inputs. Given a response, LAR selects
one input at a time. The selection is based on the correlation
between the candidate inputs and the response, as well as the
correlation between the candidate inputs and the previous
selections. Therefore, the first selected input is the most
important one in term of determining the value of response,
and it affects all the following selections. The result of LAR
is a regression model as

y = 𝑤0 + 𝑤1x𝑗1 + . . .+ 𝑤𝑠x𝑗𝑠 ,

where x𝑗1 . . .x𝑗𝑠 are the selected inputs, and 𝑤0 . . . 𝑤𝑗𝑠 are
the coefficients. For the details of the algorithm, please refer
to [3].

LAR is closely related to least absolute shrinkage and
selection operator (Lasso) [4], which minimizes the residual
sum of squares, subject to a constraint on the 𝑙1 norm of
regression coefficients, i.e.,

min ∥ y − (𝑤0 +
∑
𝑗

𝑤𝑗x𝑗) ∥22

subject to
∑
𝑗

∣𝑤𝑗 ∣ ≤ 𝜏 .

The 𝑙1 penalized regression forces most of the coefficients
𝑤𝑗 to become zero. Only the inputs with non-zero coeffi-
cients are selected for regression. These inputs are consid-
ered as factors that really affect the response.

B. Related work

Queueing models have been widely used for system
performance analysis. Urgaonkar et al. [5] used a closed
queueing network to model multi-tier Internet applications
and used mean value analysis to calculate the response
time of multi-tier distributed systems. Stewart et al. [6]
characterized workloads with a transaction mix vector and
exploited nonstationarity for performance prediction in dis-
tributed systems. However, it is not clear how to profile
large-scale complex systems with queueing models. In this
paper, we automatically extract overlay invariant networks as
well as pairwise invariant networks from system monitoring
data to support system management.

Machine learning algorithms have also been used in
system modeling. Cohen et.al. [7] used a tree-augmented
naive (TAN) Bayesian network to learn the probabilistic
relationship between SLA violations and resource usages.

current response?

Overlay invariants
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Done with the

Figure 3. Workflow of extracting overlay invariants.

They further used this learned Bayesian network to identify
performance bottlenecks during SLA violations. In the Elba
project, Parekh et.al. [8] compared the TAN Bayesian net-
work with other classifiers like decision trees in performance
bottle detection. In addition, regression models have also
become popular in system performance analysis. Our pre-
vious work [2] proposes an exhaustive search algorithm to
extract pairwise relationships between system measurements
for capacity planning. Given a workload, we follow the
invariant network to estimate the capacity needs of various
components. Jiang et al. [9] proposes a greedy algorithm to
identify three-variable relationships based on ordinary least
square regression guided by non-constant error variance.
Zhang et al. [10] proposed a regression-based analytical
model for performance analysis of multi-tier applications.
In this paper, we take a systematic and automated approach
to search the multiple-variable relationships across the sub-
nets in pairwise invariant networks for system management
purpose.

III. EXTRACTING OVERLAY INVARIANTS

As discussed in Section II-A1, we extracted pairwise
invariants from system measurements (system monitoring
data). The combination of these pairwise invariants forms
a pairwise invariant network as shown in the bottom part
of Figure 1, where each node represents a measurement and
each solid line represents a pairwise invariant. Since the pair-
wise invariant does not exist in every pair of measurements,
as we can see from Figure 1, the pairwise invariant network
usually contains several separated subnets and a number of
isolated nodes. In this section, we propose an algorithm to
extract overlay invariants, which connect subnets as well as
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Algorithm 1 Minimal redundancy maximal relevance
Input: Response measurement x𝑖

Candidate inputs {x1 . . .x𝑖−1x𝑖+1 . . .x𝑛}
𝑓(⋅, ⋅) between each pair of measurements
Number of inputs to be selected 𝑘

Output: The selected mRMR Set 𝑆
1: Add x𝑗1 with the largest 𝑓(x𝑖,x𝑗1) to 𝑆 = ∅.
2: for 𝑐 = 2 to 𝑘 do
3: 𝑥𝑗𝑐 = argmax

𝑥𝑗∈𝑋−𝑆

(
𝑓(x𝑖,x𝑗)− 1

∣𝑆∣
∑

x𝑙∈𝑆 𝑓(x𝑙,x𝑗)
)

4: Add x𝑗𝑐 to 𝑆.
5: end for

isolated nodes. In particular, the overlay invariants are in a
form of a regression model

x𝑖 = 𝑤0 + 𝑤1x𝑗1 + 𝑤2x𝑗2 + . . .+ 𝑤𝑠x𝑗𝑠 , (2)

where {x𝑗1 . . .x𝑗𝑠} are in different subnets of pairwise
invariant network, so the overlay invariant connects origi-
nally separated subnets together. To discover such regression
models, our goal includes two aspects:

1) Discover the set of measurements {x𝑗1 . . .x𝑗𝑠} which
together have a relationship with the response variable
x𝑖.

2) Estimate the coefficients {𝑤0, . . . , 𝑤𝑠}, such that
we build a mathematic model between x𝑖 and
{x𝑗1 . . .x𝑗𝑠}.

The main workflow of our algorithm is illustrated in
Figure 3: Given the pairwise invariant network, we first
select a representative node for each subnet. Each repre-
sentative is then used as the response variable in turn,
and the rest are used as the candidate inputs. We run
“minimal redundancy maximal relevance” (mRMR) subset
selection [11] and LAR [3] alternately to extract overlay
invariants. The following subsections describe the details of
each step respectively.

A. Selecting subnet representatives

All measurements within a pairwise subnet have strong
linear relationships with each other, directly or indirectly.
Therefore, as we have discussed, if one node in subnet A
is connected by an overlay invariant with nodes in subnets
B and C, we can build connection among all nodes in A,
B and C through propagation. In that case, we can pick
one measurement from each subnet as the representative and
find overlay invariants among the representatives. Later the
representative serves as a gateway to reach other nodes in
its subnet. While there are thousands or even millions of
measurements in large-scale systems, choosing representa-
tives dramatically reduces the search space and speeds up
the computation.

In principle, the representative could be any node in the
subnet since we can reach all other nodes in the subnet
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Figure 4. An example of mRMR subset selection.

through propagation. However, each invariant contains a
certain amount of modeling error, and the error gets ac-
cumulated during propagation. Generally, more propagation
hops needed, more estimation error will be introduced.
Therefore, we have the following two criteria to choose the
representatives:

1) In the pairwise invariant subnet, the representative
should have as many immediate neighbors as possible,
so the overlay invariant could be propagated to reach
as many nodes as possible in one hop.

2) The pairwise invariants between the representative and
other nodes should be accurate to reduce the propaga-
tion error. Since the accuracy is measured by the fitness
score shown in Eq.1, the representative should have the
highest fitness scores with all other measurements in
the same subnet. To reduce the computational cost, the
fitness scores with each node’s immediate neighbors are
used instead.

Based on the above criteria, we take the following ap-
proach to select a representative for each subnet: For each
node, we calculate the summation of fitness scores 𝑓𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟
with all its immediate neighbors, we then pick the node with
the largest 𝑓𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟 as the representative for the subnet.
All the selected subnet representatives and all the isolated
nodes together constitute the Representative Set of the whole
dataset. We only work on the Representative Set in the
following steps.

B. mRMR subset selection

Given the Representative Set, to find an overlay invariant
as in Eq.2, we pick one measurement each time as the
response variable, and take the remaining measurements as
the Candidate Set of inputs. We need to select the set of
measurements which have a relationship with the response
variable and determine the corresponding coefficients. In
principle, as we have introduced in Section II-A2, least angle
regression can give us such results directly. However, we will
encounter the following two issues with a direct application
of LAR:
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Algorithm 2 Extracting overlay invariants

Input: Representative Set 𝑋 = {x1 . . .x𝑛}
𝑓(⋅, ⋅) between each pair of representatives
An upper bound 𝑢 on num. of inputs in invariants
Number of times 𝑚(=10) to run mRLR
A threshold 𝜉(=0.9) on 𝑓(⋅, ⋅) for verification

Output: Overlay invariants and corresponding 𝑓(⋅, ⋅)
1: Take first 80% of 𝑋 as the training set 𝑋𝑡𝑟𝑎𝑖𝑛, and

whole 𝑋 as the validation set.
2: for 𝑖 = 1 to 𝑛 do
3: Take x𝑡𝑟𝑎𝑖𝑛

𝑖 as the response variable, and 𝑋𝑡𝑟𝑎𝑖𝑛 −
{x𝑡𝑟𝑎𝑖𝑛

𝑖 } as the Candidate Set 𝐶.
4: for 𝑞 = 1 to 𝑚 do
5: Use mRMR to select mRMR Set 𝑆𝑞 of 2𝑢 mea-

surements from 𝐶.
6: Center x𝑡𝑟𝑎𝑖𝑛

𝑖 and normalize the inputs in 𝑆𝑞 .
7: Use LAR(x𝑡𝑟𝑎𝑖𝑛

𝑖 , 𝑆𝑞, 𝑢) to get the regression model
𝜆𝑖𝑞 , and the first variable 𝑎 on LAR’s path.

8: 𝐶 = 𝐶 − {𝑎}.
9: Apply 𝜆𝑖𝑞 to 𝑋𝑡𝑟𝑎𝑖𝑛 and 𝑋 to get fitness score

𝑓 𝑡𝑟𝑎𝑖𝑛𝑖𝑞 and 𝑓𝑖𝑞 . 𝜆𝑖𝑞 is verified only if 𝑓 𝑡𝑟𝑎𝑖𝑛𝑖𝑞 > 𝜉
and 𝑓𝑖𝑞 > 𝜉.

10: Mapping verified 𝜆𝑖𝑞 to unnormalized space.
11: end for
12: Select invariants from verified 𝜆𝑖𝑞 and keep the cor-

responding 𝑓𝑖𝑞 .
13: end for

1) In large-scale systems, even the Candidate Set may
contain thousands of measurements. LAR tends to be
very slow in such a high dimensional search space.
Moreover, the size of the Candidate Set is even signif-
icantly larger if we consider any temporal dependency.

2) Multicollinearity will affect LAR’s accuracy. Multi-
collinearity refers to a situation where a subset of
inputs are highly correlated. It introduces redundancy
and decreases prediction accuracy. In our case, for
example, among 10 variables x1 . . .x10, if we have
x2 = x3 + x4, when we consider x1 as the response
variable and x2 . . .x10 as the Candidate Set, a subset
of the candidate inputs, i.e. {x2,x3,x4}, are highly
correlated given their linear relationship. In such cases,
it introduces perfect multicollinearity.

Therefore, before applying LAR, we take a subset selection
to break multicollinearity and reduce the size of Candidate
Set to speed up the algorithm .

Given a response variable, the criterion of subset selection
is to find a set of measurements which jointly have the
largest dependency on the response variable. While this
strategy is computationally difficult to implement, we take
an alternative strategy called “minimal redundancy maximal
relevance” (mRMR) [11]. Its main idea is to search a
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Figure 5. An example of extracting overlay invariants using mRLR.

subset which has high relevance with the response variable
but low redundancy within itself. Instead of using mutual
information as in [11], we use the fitness score as the metric
to measure relevance and redundancy. Our algorithm based
on mRMR is illustrated in Algorithm 1, where the fitness
score of pairwise invariant 𝑓(⋅, ⋅) is already calculated during
pairwise invariant search. At each step 𝑐, for each measure-
ment x𝑗 , its relevance (𝑅1) with the response variable x𝑖 is
the fitness score 𝑓(x𝑖,x𝑗), and its redundancy (𝑅2) to the
selected set is defined as the mean of the fitness scores with
all previously selected inputs.

At each step, the measurement maximizing 𝑅1 − 𝑅2 is
selected. For example, as shown in Figure 4, x1 is the
response variable and x2 . . .x𝑛 are the Candidate Set. At
step 1, x3 is selected because it has the largest fitness score
with x1. At step 2, x9 is selected because it maximizes
𝑅1 − 𝑅2 where 𝑅1 = 𝑓(x1,x9) and 𝑅2 = 𝑓(x3,x9). At
step 3, x2 is selected because it maximizes 𝑅1 −𝑅2 where
𝑅1 = 𝑓(x1,x2) and 𝑅2 = [𝑓(x3,x2) + 𝑓(x9,x2)]/2. We
continue the process until 𝑘 variables are selected.

mRMR gives us a much smaller set of candidates named
as “mRMR Set”. In the next step, LAR algorithm will
further remove the unrelated measurements from mRMR
set. Though there is no guarantee that the mRMR subset
selection will remove all multicollinearities in the Candidate
set, it can greatly ease the problem.

C. Extracting invariants with mRLR

mRMR Set is fed to LAR to further reduce the number of
inputs and determine the regression coefficients. However,
LAR selects a set of inputs sequentially based on “least
angle” rule. As we have discussed in Section II-A2, each
selection is dependant on all previous selections. If we
consider the order of selected inputs as “a path”, the first
selected input actually affects all the rest of selection.
If the first selection is wrong, the whole path would be
misled. Therefore, a conservative strategy is to run LAR
from different start points. The overlay invariant extraction
algorithm mRLR which runs mRMR and LAR alternately
is presented in Algorithm 2.

We only consider the Representative Set obtained from
Section III-A as the algorithm input. The user needs to
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specify the following parameters: an upper bound 𝑢 on the
number of inputs in each invariant, which is usually set using
domain knowledge; a threshold 𝜉 of fitness score (𝜉 = 0.9 by
default) used to verify invariants; and the number of times
𝑚 (𝑚 = 10 by default) to run mRLR for each response
variable. A larger 𝑚 leads to more extracted invariants but
also more computational time. For each x𝑖 as a time series,
we take the first 80% of data points to construct a training
set 𝑋𝑡𝑟𝑎𝑖𝑛 to discover the overlay invariants and use the
whole dataset 𝑋 as the validation set. Before we run LAR,
the response variable is centered to have zero mean, and the
inputs are normalized to have zero mean and unit length.

For each response x𝑡𝑟𝑎𝑖𝑛
𝑖 and the corresponding Candidate

Set 𝐶, we run mRMR and LAR successively. After each
run, we remove the first variable on LAR’s path from 𝐶
and then run mRMR and LAR again, totally for𝑚 times. By
removing the first input in the previous run, we actually force
LAR to find a different input to start, leading to a totally
different path and a regression model. Therefore, if the
default LAR’s path does not generate a good invariant, there
are still chances to find another one in the following runs. We
can track the error terms each time a new variable is selected,
and remove from LAR’s path the last few variables which do
not significantly reduce the modeling error. The regression
models with fitness scores larger than 𝜉 on both 𝑋𝑡𝑟𝑎𝑖𝑛 and
𝑋 are considered as invariants. For each response variable,
we can either keep all verified invariants or only pick the
one with the highest fitness score. The invariants are mapped
back to the unnormalized space.

In mRLR, we reduce the search space dramatically
through mRMR subset selection, but meanwhile, we also
explore more search space by running the algorithm multiple
times under the guidance of previous search results. To
illustrate the mRLR process, we give an example in Figure 5.
Given a response x1 and the candidate set {x2 . . .x7}, if
we set 𝑢 = 2, the first two iterations 𝑞 = 1, 2 are proceeded
as follows: At 𝑞 = 1, we first run mRMR and LAR to
get one LAR path—x3 → x5 as well as the corresponding
coefficients. The extracted regression model will be validated
with new data. Meantime, the first input on the previous
LAR path, x3, is removed to yield a reduced Candidate Set
{x2,x4,x5,x6,x7}. The mRMR and LAR run again on the
new set to yield a new path x2 → x6. In the same way the
algorithm runs for 𝑚 iterations.

Due to system delay or unsynchronized data logging, the
response variable x𝑖 at time 𝑡 may not only depend on other
variables at time 𝑡, but also their previous values at 𝑡−1, 𝑡−2
etc.. Algorithm 2 could be extended to incorporate such time
dependency. At step 7, for each response x𝑖(𝑡), we originally
feed LAR with the measurements at the same time 𝑡 from
𝑆𝑞 , i.e., {x𝑗1(𝑡) . . .x𝑗2𝑢(𝑡)}. When taking time dependency
into consideration, we will include the inputs from time 𝑡−
𝑑 to 𝑡, where 𝑑 is the maximum time lag for each input,
i.e., we now feed LAR with {x1(𝑡−𝑑) . . .x1(𝑡), . . .x2𝑢(𝑡−
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Figure 6. An example for capacity planning process

𝑑) . . .x2𝑢(𝑡)}. LAR will then choose the proper inputs at the
proper time.

IV. APPLICATION OF INVARIANTS

Each invariant is able to capture some local properties of
its related components, which are governed by the physical
properties or logic of system components. The overlay
invariants, together with the pairwise invariants, form an
invariant network to effectively characterize large, dynamic
and complex systems. Essentially we extract a ”virtual net-
work of invariants” from the physical systems, which keeps
monitoring the activities of various system components. By
tracking any changes of invariants, we can obtain a deep
situation awareness on system states, which is critical for
autonomic system management. Since the main purpose of
this paper is to extraxt overlay invariants from distributed
systems, we briefly discuss two applications of invariants
for autonomic system management.

A. Fault detection and diagnosis

A lot of real time transaction systems require high system
reliability and availability. Even minutes of service down
time in transaction systems could lead to severe loss. There-
fore, it is critical to perform fault detection and diagnosis
effectively and efficiently. Invariants can be very useful for
fault detection and diagnosis.

Given an invariant, e.g. x1 = x2 + x3, such invariant
should always hold when system runs normally. In other
words, ∣𝑥1(𝑡) − 𝑥̂1(𝑡)∣ < 𝜖, where 𝑥1 is the real value at
time 𝑡 for node 1, 𝑥̂1(𝑡) is the predicted value for node 1
at time 𝑡 according to the invariant, and 𝜖 is the threshold
of modeling error. By keeping on checking whether the
real output deviates the predicted value, i.e., whether the
invariant is violated, we can support fault detection. In case
the invariant is violated, by looking at the measurements
involved in the invariant, and tracing the other invariants
involving these measurements recursively, we may pinpoint
the cause of the fault.

Since we extract a large number of invariants from
monitoring data to profile complex distributed systems, we
can track the change of these invariants in real-time to
support fault detection and diagnosis [12]. Our invariant-
based solutions were tested in many large-scale commercial

46



Table I
RESULTS OF LAR AND MRLR ON SYNTHETIC DATA.

LAR mRLR
precision recall F1-measure precision recall F1-measure

𝜎2 = 0 1 1 1 1 1 1
𝜎2 = 0.3 1 0.97 0.98 1 1 1
𝜎2 = 0.6 0.93 0.87 0.89 1 1 1
𝜎2 = 0.9 0.80 0.80 0.80 0.90 0.90 0.90

systems and were proved to be very effective for problem
determination. Therefore, we have commercilized our tech-
nology and developed a product - ”Invariant Analyzer” [13].

B. Capacity planning

In the internet services, on one side, users expect high
Quality of Service which requires service providers to de-
ploy sufficient hardware resources. On the flip side, an over-
sized system with scale could significantly waste resources
and increases service provider’s total cost of ownership.
Therefore the ideal case is to match resource assignment
for each component with its capacity need in large scale
distributed systems.

The overlay invariants and pairwise invariants build a
relationship between the component measurements and user
workloads, either directly or indirectly. In practice, we
usually predict the long-term growth of user workloads
with trend analysis. For example, estimating the growth of
transaction volumes of an E-commerce website for next 3
months. However, it is not clear on how to map the growth
of user workloads into the requirement of various system
resources. Given the estimated volume of user workloads,
we can estimate the capacity needs for system components
using the invariants. By comparing the predicted capacity
needs with the actual system resources, the service provider
could upgrade or downgrade the components’ capacity ac-
cordingly. For example, given the predicted volume of online
customers for next 3 months, an Internet service operator can
follow those invariants (i.e., the equations) to estimate the
capacity needs of the backend database servers and further
check their current resource configurations to decide whether
to upgrade these servers.

Figure 6 shows an example to illustrate this process. Be-
fore the algorithm starts, we have three estimated volumes of
incoming workloads: {x1,x2,x3} (complex systems usually
have multiple inputs), and all extracted invariants including
pairwise and overlay invariants. For those invariants only
taking these three available inputs, we calculate their re-
sponse variables, which are x8 and x5 (shaded) in this case.
x8 and x5 are then added to the set of available nodes,
making another invariant with response x4 active. Similarly,
x4 becomes a new available input for the next iteration.
We keep on doing this process until all reachable nodes are
calculated.

V. EXPERIMENTS

Since the ground truth on the invariants in real data is
unknown, we run experiments on both synthetic and real
data to demonstrate the effectiveness of our algorithm.

A. Results on synthetic data

For synthetic data, we generate 100 measurements and
each is a time series with 125 data points. These measure-
ments are generated from a multivariate Gaussian distribu-
tion 𝑁(𝝁, 𝐼+𝜎2(1−𝐼)), where 𝐼 is the identity matrix and
𝜎2 ∈ [0, 1] is a scaler controlling the correlation between
each pair of measurements. These measurements are used
to simulate the system monitoring metrics from different
components. From these measurements, we take 10 groups
of 2 measurements, 10 groups of 3 measurements, and 10
groups of 4 measurements, and sum up the measurements
in the same group to generate 30 invariants, whose response
variables (denoted as the set 𝑄) are also added to the
measurement set. As a result, we have 130 measurements
in total. In the experiments, we take different values of 𝜎2

as {0, 0.3, 0.6, 0.9} to generate four synthetic datasets.
We compare invariants extraction using LAR and mRLR.

For simplicity, we only extract invariants which have the
measurements in 𝑄 as the response variables. For each
response variable, we only keep the verified invariant with
the highest fitness score. In this case, precision, recall and
F1-measure are defined as follows:

precision =
∣correct invariants extracted∣
∣all invariants extracted∣ ,

recall =
∣correct invariants extracted∣

∣𝑄∣ ,

F1-measure =
2× precision × recall

precision + recall
,

where ∣ ⋅ ∣ denotes the number of elements in the set, and a
“correct” invariant refers to the extracted invariant with the
same inputs as the real one. Table I compares the results
of LAR and mRLR. When the correlation among input
measurements is low, both algorithms achieve high precision
and recall. mRLR gradually outperforms LAR when such
a correlation increases. The F1-measure stays as high as
0.9 for mRLR even when 𝜎2 = 0.9. Such results indicates
that when there are high correlation among the system
components (which is the case in most systems since the
system is a whole with multiple components functioning
together), mRLR performs much better than LAR alone.
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Figure 7. Number and percentage of extracted invariants with 𝑓 𝑡𝑒𝑠𝑡 > 0.9 using BEST and ALL.
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Figure 8. Number and percentage of extracted invariants with 𝑓 𝑡𝑒𝑠𝑡 > 0.9 for LAR and mRLR.

B. Results on real data

We also run experiments on two data sets collected from
real commercial systems. MOB is a resource usage data
set collected from a mobile infrastructure. It contains 254
measurements and each measurement is a time series with
126 data points. The data collected on two different days are
used for training and testing respectively. Another resource
usage data set BANK is collected from a typical three tier
internet banking system. It contains 983 measurements and
each is a time series with 533 data points. The measurements
during time window 𝑡 = 1 : 200 are used for training and
the remaining data points during 𝑡 = 201 : 533 are used
for testing. For both datasets, pairwise invariants and their
fitness scores have been extracted as in [2]. Moreover, since
the sampling rate for MOB and BANK monitoring data is
very low (one sample in several minutes), we do not consider

any time dependency in our experiments.
1) mRLR using ALL and BEST: Given the pairwise in-

variants, we generate the Representative Set and run mRLR
with different choices of 𝑚 to extract overlay invariants,
which are applied to a test set to get the predicted values of
the measurements. The predicted values are then compared
to the real values collected from real systems to derive
the fitness score 𝑓 𝑡𝑒𝑠𝑡. A higher 𝑓 𝑡𝑒𝑠𝑡 indicates a better
prediction, hence a better overlay invariant.

Given all extracted invariants for each response variable,
we can either keep the one with the highest fitness score
or keep all invariants with fitness scores above a threshold.
Here we refer to the first strategy as “BEST” and the second
as “ALL”. Note that when 𝑚 = 1, the two strategies are the
same since we only extract one invariant for each response
variable. If we consider the invariants with 𝑓 𝑡𝑒𝑠𝑡 > 0.9 as
the “good” invariants, the number and percentage of good
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Table II
RUNNING TIME (SEC) USING LAR AND MRLR WITH DIFFERENT CHOICES OF 𝑚.

LAR mRLR
𝑚 = 1 𝑚 = 5 𝑚 = 10 𝑚 = 1 𝑚 = 5 𝑚 = 10

MOB 19.98 95.04 248.31 9.74 44.36 79.81
BANK 495.57 2683.62 5330.72 49.59 238.53 474.22

0 2 4 6 8 10 12
0

2

4

6

8

10

12

Number of subnets connected

N
u

m
b

er
 o

f 
in

va
ri

an
ts

(a) MOB

0 2 4 6 8 10 12
0

10

20

30

40

50

Number of subnets connected

N
u

m
b

er
 o

f 
in

va
ri

an
ts

(b) BANK
Figure 9. Histogram of connected subnets. Each bar 𝑛 shows the number of invariants which connect 𝑛 subnets from pairwise invariants

invariants extracted by BEST and ALL are presented in
Figure 7, where “percentage” refers to the percentage of
“good” invariants in the testing process among all extracted
invariants from the training process. Since we do not have
the ground truth for real invariants, we can not calculate
the precision and recall explicitly. However, we can use the
number and percentage of good invariants in Figure 7 to
compare the precision and recall of different algorithms. A
larger number of good invariants indicates a higher recall,
and a higher percentage of good invariants indicates a higher
precision. The observations are as follows:

1) ALL yields much more invariants than BEST, espe-
cially on BANK, i.e., ALL has a higher recall than
BEST. The result also indicates that there could be
multiple qualified regression models for each response
variable, but with different inputs.

2) BEST has a higher precision than ALL on MOB and a
similar precision with ALL on BANK.

3) Overall, BEST tends to yield a higher precision and
ALL tends to yield a higher recall. Therefore, we
may choose to use BEST or ALL depending on the
application. If we want to connect more measurements,
we may use ALL, and if we want to extract accurate
invariants, we may use BEST.

2) mRLR vs. LAR: LAR can not be directly compared
to our approach which includes extra steps in search space
exploration. To have a fair comparison, we also run LAR
𝑚 times for each response variable in Representative Set,
following a similar way as we run mRLR, i.e., each time we
force LAR to find a new path by removing the first input in
the previous search. The results of “good” invariants from
LAR and mRLR are presented in Figure 8. As discussed

earlier, though we can not calculate the recall and precision
directly, we can compare them between two algorithms. In
terms of precision, LAR and mRLR win a same number
of times. In terms of recall, mRLR win most of the times,
especially on BANK, where mRLR extracts a significantly
larger number of good invariants using ALL. In practice, a
high recall is preferable if good precision and recall can not
be both achieved. This is because the incorrect invariants
could be easily removed in sequential validation with more
monitoring data, where we continue to collect the runtime
monitoring data from 24*365 operational systems to validate
invariants.

In terms of computational time, mRLR is much more
efficient than LAR. The total invariant extraction time of
LAR and mRLR on two datasets are given in Table II. With
a same 𝑚, mRLR is 2-3 times faster on the small dataset
MOB, and more than 10 times faster on the larger dataset
BANK. LAR becomes significantly slower when the size of
Candidate Set becomes very large. The efficiency of mRLR
makes it applicable to the large amount of monitoring data
from large-scale systems.

C. mRLR properties

The main goal of extracting overlay invariants is to con-
nect separated pairwise subnets and increase connectivity.
As shown in Figure 9, we analyze the number of subnets
connected by each overlay invariants. Each bar with x-
coordinate 𝑛 denotes the number of invariants that connect 𝑛
subnets. For example, the bar on 𝑛 = 0 denotes the number
of invariants only connecting the isolated nodes, the bar
on 𝑛 = 1 denotes the number of invariants connecting the
isolated nodes and 1 invariant subnet, and the bar on 𝑛 = 2
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Table III
NUMBER OF MEASUREMENTS IN THE LARGEST SUBNET BY USING DIFFERENT ALGORITHMS.

Pairwise
LAR mRLR

Total
𝑚 = 1 𝑚 = 5 𝑚 = 10 𝑚 = 1 𝑚 = 5 𝑚 = 10

MOB 26 206 200 205 183 216 216 527
BANK 18 513 658 655 697 733 736 983

denotes the number of invariants connecting 2 invariant
subnets. We can see that a majority of overlay invariants
connect more than two subnets, which can significantly
improve the reachability and coverage.

Table III shows the number of invariants in the largest
subnet resulted from pairwise invariant, LAR, and mRLR,
and it also shows the total number of measurements as
a reference. The observations are as follows: First, using
overlay invariants yields a much larger subnet than using
pairwise invariants only, which indicates that overlay invari-
ants indeed increase the connectivity of invariant networks.
Second, LAR and mRLR on MOB yield similar size subnets,
but mRLR on BANK yields a larger subnet, which includes
more than 70% of total measurements. Therefore, mRLR is
not only faster than LAR as in Table II, but it also connects
more subnets. Third, even with a small number of runs (e.g.
𝑚 = 1), mRLR can connect a large number of measurements
on BANK, which makes is very efficient given the running
time with different choices of 𝑚 from Table II.

VI. CONCLUSION

In this paper, we proposed an algorithm to extract over-
lay invariants based on pairwise invariant networks. The
algorithm is a combination and improvement of minimal
redundancy maximal relevance subset selection and least
angle regression. In particular, the algorithm first selects
the representatives from each pairwise subnet, and then
runs mRMR and LAR alternatively to explore the overlay
invariants. The overlay invariants can connect the separated
pairwise invariant subnets and significantly improve the
reachability and measurement coverage of the invariant
network. Experimental results from both synthetic data and
real commercial systems demonstrated the effectiveness and
efficiency of our algorithm. Extracted overlay invariants,
together with pairwise invariants, can be used in a wide
variety of applications such as fault detection and diagnosis,
capacity planning, and so on. Since both the pairwise
invariants and overlay invariants represents only the linear
relationships among system measurements, future work in-
cludes extracting the invariants for non-linear relationships.
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