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ABSTRACT
Reference based analysis (RBA) is a novel data mining tool
for exploring a test data set with respect to a reference data
set. The power of RBA lies in it ability to transform any
complex data type, such as symbolic sequences and multi-
variate categorical data instances, into a multivariate con-
tinuous representation. The transformed representation not
only allows visualization of the complex data, which can-
not be otherwise visualized in its original form, but also
allows enhanced anomaly detection in the transformed fea-
ture space. We demonstrate the application of the RBA
framework in analyzing system call traces and show how
the transformation results in improved intrusion detection
performance over state of art data mining based intrusion
detection methods developed for system call traces.
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1. INTRODUCTION
System call trace monitoring has been the focus of many
research articles over the past decade [7, 8, 4, 7, 12, 10, 9, 6,
5, 13]. The focus of these techniques is to apply data mining
and machine learning based solutions to detect intrusions in
the computer system behavior by analyzing the system call
traces.
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A key challenge associated with analysis of system call traces
is that each trace is a long sequences of discrete events, where
each event is a system call. Each trace is list of system calls
issued by a single process in an operating system. Depend-
ing on the nature of the program that calls the process,
the traces can have varying lengths. For example, a single
daemon process that runs continuously results in very long
traces. Moreover, different executions of the same program
can results in traces with widely varying lengths. This, along
with the fact that the system calls are discrete values with
no relationship to each other, makes visual analysis of trace
data a challenging task. For example, consider a hypothet-
ical set of traces shown in Figure 1. It is clear that it is
not possible to visualize the long traces and identify which
traces contain intrusions in the raw form.

open, read, mmap, mmap, open, read, mmap . . .
open, mmap, mmap, read, open, close . . .
open, close, open, close, open, mmap, close . . .

Figure 1: A sample data set comprising of three
operating system call traces.

Recently, we proposed a data driven analysis framework,
called Reference Based Analysis (RBA) [2, 1], that can be
used to analyze a given data set, with respect to a reference
data set. The strength of the RBA framework is that it can
be used to analyze complex types of data, for which limited
analysis techniques exist. The key property of RBA is that
it maps data instances to a multi-dimensional space such
that the data instances that are similar to the reference set
and data instances that are different from the reference set
are easily distinguishable in the transformed space.

In this paper, we show how RBA can be used to analyze sys-
tem call traces. We use the analysis for two tasks: (i) visu-
alizing normal and intrusive test traces with respect to a ref-
erence set of normal traces, and (ii) using the RBA induced
transformation as features to be used within an anomaly
detection algorithm to detect intrusions. We present our re-
sults on benchmark data sets and show that the RBA based
visualization is a novel way of analyzing system call traces
and identifying various properties of a database of system
call traces. Moreover, we also show that when the RBA
induced features are used within a nearest neighbor based
anomaly detection algorithm, it outperforms all state of art
intrusion detection methods.



2. REFERENCE BASED ANALYSIS FOR DIS-
CRETE SEQUENCES

The key aspect of RBA is that it maps data into a multivari-
ate continuous space. This mapping is done with respect to
a reference data set. The reference data set is assumed to
contain instances of one class, also known as the reference
class, while the test data set can contain instances belonging
to reference class as well as other classes. For this paper the
reference class is also referred to as normal class. The test
data is assumed to contain normal traces as well as anoma-
lous (or intrusive) class.

Let the reference data set be denoted with S, such that S
is a collection of traces, S1, S2, . . . , Sm. The test data set
is denoted with T, such that T is a collection of traces,
T1, T2, . . . , Tn.

For a given trace, T , one can define a set of features as
follows. We first extract all k-windows1 from T . For each
k-window, wi, we compute the number of times it occurs (as
a substring) in all sequences in the reference set S, denoted
as fwi . Thus for a sequence T of length l, one can compute
(l− k + 1) frequencies. For each k-window we also compute
the number of times its (k − 1) length prefix occurs in all
sequences in the reference set S, denoted as f ′wi

. Thus each
window is characterized by two frequencies, fwi and f ′wi

.
Each window is then binned into a two dimensional his-
togram, with p equi-width bins along each dimension, based
on the two frequencies. The bin values are then normalized
by dividing each bin value with the total sum of all bins.
Note that fwi ≤ f ′wi

, since the frequency of a window is
always upper bounded by the frequency of its prefix. Thus
only half of the 2-D histogram can be non-zero. The 2-D

histogram is then “flattened” to construct a p(p+1)
2

vector.
This vector is used as the multivariate continuous represen-
tation of the original test trace. In a similar manner, each
trace in the reference data set can also be converted into a
multivariate continuous representation.

3. INTRUSION DETECTION BENCHMARK
DATA SETS

The validation data sets were collected from two reposito-
ries of benchmark data generated for evaluation of intrusion
detection algorithms. One repository was generated at Uni-
versity of New Mexico2. The reference sequences consisted
of sequence of system calls generated in an operating system
during the normal operation of a computer program, such as
sendmail, ftp, lpr etc. The anomalous sequences consisted of
sequence of system calls generated when the program is run
in an abnormal mode, corresponding to the operation of a
hacked computer. We experimented with a number of data
sets available in the repository but are reporting results on
two data sets, viz, snd-unm and snd-cert. For each of the
two data sets, the original size of the reference as well as
anomaly data was small, so we extracted sliding windows of
length 100, with a sliding step of 50 from every sequence to
increase the size of the data sets. The duplicates from the
anomaly data set as well as sequences that also existed in the
reference data set were removed. The data sets from these

1Substrings of length k that occur in the sequence
2http://www.cs.unm.edu/∼immsec/systemcalls.htm

repositories have been used in many papers to evaluate the
proposed anomaly detection techniques [7, 8, 4, 7, 12, 10, 9,
6, 5].

The other intrusion detection data repository was the Basic
Security Module (BSM) audit data, collected from a victim
Solaris machine, in the DARPA Lincoln Labs 1998 network
simulation data sets [11]. The repository contains labeled
training and testing DARPA data for multiple weeks col-
lected on a single machine. For each week we constructed
the reference data set using the sequences labeled as normal
from all days of the week. The anomaly data set was con-
structed in a similar fashion. The data is similar to the sys-
tem call data described above with similar (though larger)
alphabet. The three data sets thus created are called bsm-
week1, bsm-week2, and bsm-week3.

The details of the validation data sets are provided in Table
1.

Source Data Set |Σ| l̂ |SN| |SA| |S| |ST|
UNM

snd-cert 56 803 1811 172 811 1050
snd-unm 53 839 2030 130 1030 1050

DARPA
bsmweek1 67 149 1000 800 10 210
bsmweek2 73 141 2000 1000 113 1050
bsmweek3 78 143 2000 1000 67 1050

Table 1: System call data sets used for experimental
evaluation. l̂ – Average Length of Sequences, SN –
Reference Data Set, SA – Anomaly Data Set, S –
Training Data Set, ST – Test Data Set.

4. USING RBA FEATURES FOR SYSTEM
CALL TRACE ANALYSIS AND INTRU-
SION DETECTION

The RBA framework is used to convert each system call
trace into a multidimensional vector of continuous values.
Figures 2 and 3 show the two dimensional plots using top two
principal components of the transformed multidimensional
data for snd-cert and bsm-week3 data sets, respectively. It is
evident from both figures that RBA mapping results in sep-
aration of the reference and intrusive sequences. The two
figures reveal several insights regarding the two data sets,
which are not apparent in the raw data. First, is that for
snd-cert data set, the two types of sequences are different,
with little overlap, while for the bsm-week3 data set, the
overlap between reference and intrusive sequences is more.
This is the reason why the RBA based technique performs
relatively poorly on bsm-week3 (See Table 2). Second in-
sight is that both data sets exhibit clusters for the reference
sequences. For the snd-cert data set, the clusters are fewer
and well separated, while for the bsm-week3 data set, the
clusters are more in number as well as closer to each other

For intrusion detection, we used the RBA features in a
nearest neighbor based anomaly detection technique [14]
and compared the performance against several existing tech-
niques. We used the precision on the anomaly class as
our evaluation metric; higher value indicates better perfor-
mance. For more details about the existing techniques and
the evaluation metric the reader is refered to our earlier work
[3].
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Figure 2: Reference vs. Intrusive Sequences for the
snd-cert Data Set using RBA Mapping.

The comparative results for the precision metric are pro-
vided in Table 2. The results show that the RBA based
technique either outperforms or is equal to best among all
other techniques across all data sets.

UNM DARPA
snd- snd- bsm- bsm- bsm-
unm cert week1 week2 week3 Avg

tstd 0.58 0.64 0.20 0.36 0.60 0.63
fsa 0.82 0.88 0.40 0.52 0.64 0.70
fsaz 0.80 0.88 0.50 0.56 0.66 0.73
pst 0.28 0.10 0.00 0.10 0.34 0.31
rip 0.72 0.70 0.20 0.18 0.50 0.48

hmm 0.00 0.00 0.00 0.02 0.20 0.07
rba 0.84 0.88 0.50 0.60 0.66 0.78

Table 2: Comparing precision of RBA based tech-
nique against existing techniques.

5. CONCLUSIONS
In this paper, we have shown how the RBA framework can
be used to analyze system call traces. Visualization of long
traces is a challenge especially to highlight the presence of
traces corresponding to different behaviors, such as normal
vss. intrusive. RBA provides an informative visualization
which not only captures the relationship between the nor-
mal and intrusive traces, but also allows one to explore
other characteristics of the data, such as presence of mul-
tiple modes, separability of two types of traces, etc. Besides
the visualization capabilities, RBA also allows one to trans-
form data into a feature space in which the difference be-
tween normal and intrusive traces is highlighted and results
in enhanced intrusion detection.
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