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Abstract— Static broadband wireless networks, due to their In other words, the state of a link may vary frequently between
ease of deployment, are likely to proliferate in the near future. good channel conditions and noisy channel conditions, while
The major stumbling block, however, is that wireless links are  1hq gat of potential neighbors of a node changes rarely. Most of

prone to external interference, channel fading, inclement weather, the wirel i h 216 din the literat
etc. Therefore scalable and reliable routing despite frequent link e wireless routing schemes [4]-[6] proposed in the literature

quality fluctuations is needed for accelerating the growth of these have been designed primarily forobilead hoc networks with
networks. Most of the wireless routing schemes proposed in dynamic and unpredictable topologies, and thus are not ideally
the literature are less suitable for these networks, as they are suited for static networks. These schemes in general assume
designed primarily for mobile ad hoc networks with dynamic ha¢ individual wireless devices are responsible for discovering

and unpredictable topologies. In this paper, we propose a novel d intaini h devi h
link-state-based blacklist-aided forwarding(BAF) approach, that and maintaining routes to other peer devices, hence energy

takes advantage of the fact that the nodes and therefore their @nd mobility are major concerns. Though some schemes [7],
adjacencies are relatively static, for scalable packet delivery [8] have been proposed recently for wireless mesh networks,
in static wireless networks. Under BAF, each packet carries a their route discovery and packet forwarding mechanisms are
blacklist a minimal set of degraded-quality links encountered - gimjjar 1o mobile ad hoc routing schemes. We believe schemes

along its path, and the next hop is determined based on both . . . .
its destination and blacklist. BAF provides loop-free delivery of Pas€d on traditional link state routing are better suited for

packets to reachable destinations regardless of the number of Static multihop wireless networks provided they do not incur
degraded links in the network. We evaluate the performance of the expense of frequent link state updates.

BAF and show that it is not only reliable but also scalable. In this paper, we propose and develop a novel link-state
based routing approachblacklist-aided forwarding BAF) —
. INTRODUCTION for scalable packet delivery in static multihop mesh networks.

There is a general trend towards wireless connectivity i€ proposed approach aims to balance the trade-offs in
eliminate the costs and delays associated with building af@liability (high packet delivery rate), optimality (routing along
maintaining a wired infrastructure. Static multihop wirelesthe best quality paths) and scalability (routing overheads)
networks are emerging as the technology of choice for coy taking advantage of the unique characteristics of static
necting the communities and for providing broadband aBiultihop mesh networks. The central idea behind the BAF
cess to the Internet [1]-[3]. In such static multihop wirelesgpproach is to let link state packets disseminatefarence
networks, routers (“nodes”) are connected through wirelet@pology reflecting the adjacencies of nodes and their long-
channels (“links”) instead of wired links, and are responsibl€rm qualities to the entire network, while regular data packets
for forwarding packets from/to various wireless end systenggnvey negativé information on links withdegradedshort-
such as laptops, PDAs, etc. For these wireless networks tot@gn quality (w.r.t. the reference topology) to the nodes in a
a viable alternative, they should offer similar level of servicBeighborhood. Under BAF, each packet carridslacklis?, a
availability and reliability as wired networks. Unfortunatelyset of currently degraded links, and it is forwarded along a
apart from the component failures that are common in wirégute based on both the destination and blacklist information.
networks, wireless links have additional sources of degradatibnpacket's blacklist is normallyemptyand the next hop is
such as external interference, channel fading, and incleméhpsen along a path wittecreasing cosfaccording to the
weather. Therefore, reliable and scalable routing despite stieference topology) to the destination. But when sgedy
fluctuations is essential for overcoming a potential hurdle ferwardingis not possible at a node due to the degradation of
widespread deployment of static wireless networks. an adjacent link, that link iaddedto the packet’s blacklist and

A key characteristic of the aforementioned networks is thfgrwarded to an alternate next hop. The blacklist of a packet
the nodes and theadjacenciegpotential neighbors) are rela-is resetto empty when the next hop has lower cost to the
tively static, whereas the state of links can be quite dynamfestination than any of the nodes visited so far by the packet.

This work was supported in part by the National Science Foundation under'If a link’s short-term quality is better than its long-term quality, forwarding
the grants ITR-0085824, CNS-0435444, and CAREER award CNS-04482pger it is loop-free even without informing any other node of its current state.
Any opnions, findings, and conclusions or recommendations expressed in thidThe notion of blacklist here is different from that in [9], [10]. We use
paper are those of the authors and do not necessarily reflect the views offitaeklist as a way of propagating link state locally and packets may be
National Science Foundation. forwarded over a blacklisted link as explained in Section VI.



The proposed blacklist-aided forwarding approach has sev-
eral attractive features: (i) it guarantees loop-free delivery to
reachable destinations regardless of the number of degraded
links; (ii) when there are no degraded links, BAF behaves just
like conventional shortest path forwarding; (iii) only the nodes
in the vicinity of a degraded link need to be informed of the
link being blacklisted, resulting in localized link state updates;
(iv) BAF amounts to on-demand creation of a few alternate Fig. 1. Topology used for illustration
routing entries at nodes around vulnerable links, making it a
scalable scheme for reliable delivery.

The remainder of the paper is organized as follows. Wecket drops or forwarding loops. For example, in the topology
describe the problem setting in Section Il and propose ogf Fig. 1, suppose all the nodes know the cost of each link
solution, BAF, in Section Ill. We present the formal algorithmgut only the nodes adjacent to a disrupted link are aware of
and implementation details of BAF approach in Section IMgs current state and other nodes are not informed. Assume A
The performance of the proposed approach is evaluatedidnthe source and C is the destination for a packet. Knowing
Section V. In Section VI, the proposed approach is extendgfht the link to its next hop C is currently disrupted, A can
to handle more fine-grain link state changes than just good agiher drop the packet or forward it along the alternate shortest
bad. The related work is discussed in Section VII. Finally, V\lﬁath via D. If A forwards to D, since D is not aware of
conclude the paper in Section VIII. the disruption of A-C, it will forward back to A, along its
usual shortest path for C, resulting in a loop. This is certainly
undesirable particularly when all the nodes are reachable from

The problem scenario addressed in this paper can be ggch other without disrupted links. On the other hand, always
scribed as follows. Consider a multihop wireless netwoligaintaining accurate view of the network, to avoid looping or
where nodes (wireless routers) are deployed in fixed locatiofépping of packets, is either expensive or infeasible when
and they are responsible for routing and forwarding packeife timescale at which link state varies is relatively small
from/to wireless end systems within their radio range teompared to the time required for global dissemination of link
other wireless end systems in the network (or gateways dgate updates and route recomputations.

the wired Internet). In such networks, theljacenciesof a  geyeral approaches for reducing the overhead of link state
node (the set of neighbors that could be next hops from “?fl?uting have been suggested for both ad hoc and wired
node to some destination) are relatively static, since nodes gg\vorks [12]-[16]. Fisheye State Routing (FSR) [12] and
not “join” or “leave” the r_letwork dynamically_. On the OtherHazy Sighted Link State (HSLS) routing are such ad hoc
ha_nd, th(_a state of the W|rele_ss channel or link between_tvyguting schemes that update the nearby nodes at a higher
neighboring nodes may oscillate frequently, due to variog$guency than the remote nodes. An algorithm proposed
causes. For simplicity, first we represent link state as eith@r[13) performs local restoration by informing only the routers
goodor disrupted A link is considered to be g.ood if packets, the neighborhood about link failure events instead of all
can be forwar_ded successfully_over that link; otherwise it |$) ters. Failure insensitive routing approach [15] provides
regarded as disrupted. We motivate and develop the propoggdy rerouting for IP networks through interface-specific for-
approach based on this two-state model and later extend 'WQrding and failure inferencing. All these approaches may

Section VI to handle fine-grain degradation in the quality Qfork fine for individual and independent link disruptions
links . Aside from thenstantstate of good or disrupted,@st ¢ cannot handle simultaneous disruptions of multiple links

(e.9. ETX [11] or ETT [8]) is associated with each link thafyhich is quite likely in wireless networks. Therefore, a new
represents itsong-termthroughput or channel capacity. Th&qting scheme is needed that ensures loop-free delivery to any
state (good or disrupted) of a link may fluctuate frequentlysachaple destination regardless of the number of disrupted
whereas its cost varies much slowly. For example, in theys without requiring accurate state of the network. In this

topology shown in Fig. 1 where each edge is labeled wiflhper, we propose and evaluate such a scheme that is ideally
its cost and disrupted links are indicated Bgshededges, ¢ited for static multihop wireless networks.

the link A—C has a cost of 1 but it is currently disrupted.
Given this scenario, our goal is to design a scalable scheme

Il. PROBLEM SETTING

that always attempts to forward packets along low cost links, I1l. OUR APPROACH
while routing around those that are currently disrupted, so as
to attain high packet delivery rate and throughput. In this section, we start with how greedy forwarding can

Although traditional link state routing schemes can be ape performed to locally route around disrupted links. We
plied to such static multihop networks, they suffer the problethen present our blacklist-aided forwarding approach that
of poor scalability, while without necessarily ensuring higlovercomes the limitations of greedy forwarding and provides
packet delivery rate: any discrepancy between the previousdliable delivery despite transient disruptions without frequent
updated state and the current state of the network could cagkhal link state updates.



A. Greedy Forwarding packet itself so that the nodes along the packet’s flight utilize

) o this information in forwarding the packet. That is precisely
Consider the topology shown in Fig. 1 and suppose that glhat is done undeblacklist aided forwarding
the nodes know the cost of each link through global updates,

but only the nodes adjacent to a disrupted link are aware of Bs Blacklist Aided Forwarding

current state. Now assume that A is the source and H is the nder blacklist aided forwarding (BAF), a packet can be
destination for a packet. The usual shortest path from A tOtHought of as being forwarded in two modegreedy and
is via C. But since A-C link is currently disrupted, we need torecovery A packet is normally forwarded in greedy mode to a
find an alternate next hop. We want to choose a next hop syt hop along the path with decreasing cost to the destination.
that the packet does not get caught in a forwarding loop. Ofghen there is no discrepancy between the previously updated
way to guarantee loop-freedom is to forward the packet aloggte and the current state of the network, greedy forwarding
the path withdecreasing costo the destination, i.e., at eachyjone ensures delivery. However, in the presence of disrupted
hop ensurdorward progressgowards the destination. Only thejj ks a packet may arrive at a deadend node. When a packet
neighbors of a node with forward progress to the destinatigfts 5 deadend in greedy mode, instead of discarding the
are considerefkasiblenexthops. The process of forwarding dacket, it is forwarded in recovery mode. In recovery mode,
packet to a feasible nexthop withaximumforward progress packets carry dlacklist a set of disrupted links encountered
is referred to agreedy forwarding It is important to note along the path. A node while forwarding a packet chooses a
that for greedy forwarding to be loop-free, costs of shortegkxt hop along a route that does not include blacklisted links.
paths need to be determined consistently at all ndieed The forwarding of a packet is switched back to greedy mode
only on the global link state updatedisregarding any local yhen it arrives at a node with lower cost to the destination than
knowledge of disruptions. the node at which it entered recovery mode. This approach
For example, in the topology of Fig. 1, the cost to reach Guarantees loop-free reliable delivery even in the presence of
from A, B, D are 5, 6, and 4 respectively. To reach H from Amany disrupted links.
node B is not a feasible next hop since its cost to H is 6 whichBAF requires that each packet carries an additional field
is greater than the cost from A to H. The other neighbor of Alist, the set of blacklisted links, apart from thiest field
node D is a feasible next hop since its cost to H is 4 whiddr the purpose of forwarding. There is actuatlp explicit
is less than 5. So A forwards the packet to D which in turfdrwarding mode Instead, the next hop is determined based
forwards to G. Again at G, the adjacent link-Gl associated on both dest and blist fields of the packet. For ease of under-
with the usual next hop is disrupted. So G looks for a feasib#anding, however, we can imagine that packet is forwarded
next hop and finds that F is feasible with its cost to H beingith greedy mode when its blist i and in recovery mode
which is less than G to H cost of 2. This way, a packet fromtherwise. Apart from the dest and blist fields, for convenience
A is delivered to H successfully with greedy forwarding evesf explanation (though not necessary for forwarding as we will
though some links along the path are currently disrupted agge in the next section), let each packetave another field
all nodes do not have the accurate view of the network.  costto keep track of the smallest costpalest seen so far by
The greedy forwarding described above does not guaranted his p.cost would be the same as the cospitest from the
delivery of a packet to its destination even if there exists a patast deadend node if the packet is in recovery mode. Otherwise
A packet is discarded when forward progress is not possibiewould be the same as the cost to the destination from the
i.e., it reaches aleadendnode whose cost to the destinatiorturrently forwarding node.
is smaller than any of the possible next hops. For example, inConsider again the example scenario of Fig. 1, where a
Fig. 1, suppose the source of a packet is A and its destinatiopéacketp is being forwarded from its source A to destination
C. Given that A-C is currently disrupted, A drops the packeC. We have seen that under greedy forwarding, A would not
since it cannot find a next hop to C with cost smaller than be able to find a feasible next hop and therefore drops the
Note that a packet encounters deadend only when there ispaicket. With blacklist-aided forwarding, instead of dropping
unannounced disrupted link adjacent to the deadend nodethé packet, A includes the link-AC in the packet's blacklist
all other nodes are made aware of that disrupted link, thesimce the usual nexthop to reach C is C itself, getost
would be forward progress and this node would not beta 1 and forwards it to alternate next hop D. The node D
deadend. For example, if every node is aware thatCAis would compute the next hop without the blacklisted link-&
down, D becomes a feasible next hop for A to reach C. Bahd finds that the next hop is C itself. Since the cost to
triggering a global update upon every link state change causes destination C from the next hop C is 0 and therefore
significant overhead due to network-wide flooding of link statemaller than the current.cost of 1, thep.blist is reset tof
packets. It would be ideal to inform only those nodes in thend p.cost is set to 0. The packet thus arrives at C along
neighborhood of the disrupted link that would be affected kthe alternate path AD—C. The contents of the.blist field
the disruption. But it is not easy to determine the right scopehile p is traversing the links A-D and D—C are A—~C and
for an update in the presence of multiple simultaneous @respectively. The corresponding values of theost field are
overlapping disruptions in the network. An alternate approadhand 0. This example, though quite trivial, demonstrates how
is to include such disrupted links that cause a deadend in #n@acket is forwarded reliably with the aid of a blacklist.



. . . TABLE |
Now consider another scenario where B is the source and

E is the destination for a packet Since B—E is currently NOTATION

disrupted, B would forwargh to A. It will set p.cost to 3 and v set of all nodes as per last global update
include B—E in p.blist since the cost from A to E is not less il set of all edges as per last global update
than 3. Then, A adds AC to p.blist and forwards to D. The EA cost of edgei—j as per last global update
node D determines C as the next hop baseg.blist. Before B set of disrupted adjacent edges known to |
forwarding, it resets.blist to () since the cost of 2 from C to E Br set of disrupted non-adjacent edges known to i
is less tharp.cost which is 3. Thus, the path taken pyould wad(g) shortest path fromi to d w.r.t. edge sef

be B~A—D—C—E. The corresponding values pfcost a’F Cioa(€)  cost of the shortest path fromto d wrt. €
egch of thes_e hops would be 3, 3, 2, and 0O respectively. p.dest destination address in packet

Similarly, _p.blISt would be {BHE}i {A—C,B—E}, 0 and p.cost smallest cost tp.dest seen so far by

() respectively. Thus the blacklist of a packgtows when p.blist set of blacklisted edges i

necessary, and shrinks if possibthuring the flight to its
destination so as to ensure loop-free delivery.

These examples demonstrate the reliability and scalabilitye set of all edge§ and the set disrupted edgBsis shown
of BAF. It is easy to see that BAF delivers a packet th Alg 1. A neighbor; is considered a feasible next hop with
its destination if there exists a path without disrupted link$erward progress if the cost of the shortest path frpro d
Moreover, under BAF, only a few nodes in the vicinity of ds smaller than that fromi to d (line 4). GF returng) when
disrupted link need to be notified of the link being blacklistedhere is no such feasible next hop. If more than one feasible
amounting to localized link state updates. In our exampigndidate exist, it picks the neighbgt via which i has the
topology, packet to any destination is delivered by BAkhortest path tad (lines 5-8). We need to point out that GF is
without nodes G, F and H being informed of the disruptiog variant of classic greedy forwarding as it does not always
of A—C or B-E, and likewise nodes A, B, C, D and E of thechoose a next hop with maximum forward progress. Instead,
disruption of G-H. Such anon-demand propagation of stateGF chooses a next hop such that it amounts to shortest path
makes BAF a scalable scheme for reliable delivery. forwarding when there are no disrupted edges. Under greedy
forwarding, a nodé forwards a packep to next hopk, where
k = GF(i,p.dest&, Bl). Here it is assumed that nodeis

In this section, we first provide a formal description of theware of only its adjacent disrupted edg@s When there is
greedy forwarding algorithm and then build upon it to develogg feasible next hop, i.e., if = (), the packet is discarded. It
BAF algorithm. We prove that BAF guarantees loop-freg easy to show that since the forward progress is consistently

delivery to any reachable destination regardless of the exteRtertained w.r.t. the same set of edgedorwarding using
of disruptions. We also show that blacklist-aided forwardingf is loop-free [17].

can be performed by a simple table lookup based on both

destination and blacklist fields of a packet. Finally, we extenslg 1 : Greedy Forwarding : G&, d, £, B)

blacklist-aided forwarding to include learning which offers a;. = —7

trade-off between continual exploration of shortest paths angl 1* < oo

early avoidance of disrupted links. 3: for all j € neighbor¢:, £ \ B) do
Before we present formal procedures, we introduce somg  If Ci~a(€) < Civ.a(€) then

notation used in this paper and listed in Table I. We denotéf h <= Gy + Cja(E)

IV. ALGORITHMS AND IMPLEMENTATION

= ) : if h < h* then
by &, the set of all edges in the network and &y,;, the cost - =
of an edgei—j according to the most recent global updates: h* < h

It is assumed that the set of all edgésand their costs do  9: return j~

not change often and any changes are updated globally. All

edges ing are considered to be igood state by default. Due . ) .

to causes such as interference, an edge may lemporarinBoeBlaCk“St Aided Forwarding

in the disruptedstate. Among the set of all edgés the set  Under BAF, the blist field of a packet is initialized tb

of edges that are adjacent (local) Zcand currently in the at the source and it is updated along the path. The formal
disrupted state are denoted BY. Similarly the set of edges description of the BAF procedure for forwarding a pagkéty

that are non-adjacent (remote) #@ndlearnedby i to be in nodei is shown in Alg 2. Under BAF, we first look for a next
the disrupted state are denoted By. We useP;..s(£) to hop with the smallest path cost and forward progress without
refer to the shortest path fromto d with edges in€ and the the edges in the packet's blacklist (line 1). If no such next

corresponding cost is denoted By_.q4(&). hop is found, at least one adjacent link of nadeust be in
] disrupted state. Hence we need to update the packet’s blacklist
A. Greedy Forwarding by adding the disrupted link(s) to the blacklist. The disrupted

The procedure GF for selecting a next hop along the shortésks adjacent ta that need to be blacklisted are identified as
path with forward progress from nodeo destinationi given follows. First, we find the neighbor with the smallest path cost



using only the edges iE\ p.blist (line 3). If the link to that £. Note that (p.destp.blist) uniquely determinegp.cost, i.e.,
neighbor is currently disrupted, then it is added to the blackligtcost= min{Cy.,.4es:(£) | Yu—Vv € p.blist}. So, there is10
(line 4-5). This process is repeated until either i) we find meed for an explicit cost fielih the packet. This mapping from
next hop, the link from nodeéto which is not disrupted, or i) (p.destp.blist) to (j,p.blist) can be computed on-demand and
there is no such next hop (lines 4-6). In the latter cgse-( remembered when nodefirst encounters thigp.destp.blist)

(), the destination izinreachableand the packet is dropped.pair. Once the mapping is done, thereafter any packet with
Otherwise, it is forwarded tg. Before forwarding, if the next that (p.destp.blisty combination can be forwarded simply by
hopj has smaller cost to the destination than any node visitadable look up. This mapping has to be recomputed only when
so far byp, its blacklistp.blist is reset td) (lines 8-10). Thus, B! changes which is local and whe&hchanges which is rare.
only during the recovery till forward progress can be made, a

packet is forwarded with the aid of a non-empty blacklist. C. Blacklist Aided Forwarding with Learning

Under the BAF scheme described above, blacklist informa-

Alg 2 : Blacklist Aided Forwarding : BAFi, p) tion carried in a packet is used to forward that packet only
1: j < GF(i, p.dest& \ p.blist, BY) and does not influence the forwarding of any other packet.
2: if i= 0 the_n _ _ Each packet gets forwarded along the usual shortest path till
S GF(Z,pde?IS_\p-El“SL 0) it encounters a disrupted link and gets rerouted. While this
4 Whll%l'] t# 0 &bfT] € B; do approach delivers packets along the shortest paths when avail-
> p-DIS% < pDIS Uil_ﬂ}. able, it could make packets traverse longer paths. For example,
6: j < GF(i,p.dest & \ p.blist, ) - : . L
7. if j # 0 then in Fig. 1 suppose A is the source and E is the_ destination for
8 if Cjup.aest(E) < p.coStthen a packet. Since A-C and B—E are currently disrupted, the
9: p.blist < 0 _ path taken by that packet would be-88—A—D—C—E.

10: p.cost<= Cj.q(€) The corresponding values of blist field at each of these hops
11: return j would be {A—C}, {A—C,B—E}, {A—C,B—E}, 0 and

respectively. As long as links AC and B—E are disrupted,
The rules for updating the blacklist of a packetp.blist, according to BAF procedure, every packet from A to E
at nodei can be summarized as follows: follows the same path AB—A—D—C—E. Instead, a node
« link i—7 is addedto p.blist if can learn from the blacklists of packets arriving at it and
utilize this knowledge abouton-adjacentdisrupted links in

— i—j is currently in disrupted staté-(j € B! ) .
J y P S ) forwarding other packets. In this example, once A learns

— hadi—j; been good; would be the next hopj(e

GF(i pdestg\p blist, ) about B—E being disrupted from a packet’s blacklist, then
_ no 7fe'asible néxt 7hop exists  withouti—j onwards packets to E can be forwarded along a shorter path
(GF(i p.destg\p.blist {imj}) = 0) A—D—C—E. We refer to this approach dsdacklist-aided

poblist is resetto 0 if forwarding with learning(BAFL).

— there exists a feasible next hgp
(j € GH(i, p.dest & \ p.blist, 5;))

Alg 3 : Blacklist Aided Forwarding with Learning: BARL, p)

. Whi i ; Bl A
— cost top.dest fromj is smaller than any other node 1 While (Piwp.aest(€°\ p-blist) A (B; U B;)) # 0 Qf’ _
Fa3 © p.blist < p.blistU (Pivp.dest (€ \ p.blist) A (B; U B;))

visited so far Cj.p.dest (£) < p.cost :
P . CJ. pdest(E) <p . ) 3: j <= NeX(Piwp.dest (€ \ p.blist))
In other words, blacklist-aided recovery is ended and greedy. it ; £ () then
forwarding is resumed as soon as the packet arrives at a nogle if p.blist | = §) then

with forward progress. Such a revision of a packet’s blackliss: k <« lastdeaden(.dest p.blist, £)
makes it carry the minimal set of disrupted links to ensure that: if Cjop.dest(E) < Chop.dest(E) then
its forwarding is loop-free. A formal proof of loop-freedom gi ; p-blist <= 0

: return j

can be found in [18].
The description of blacklist-aided forwarding so far focused
on its functionality in terms of how a next hop is selected A node under the BAFL scheme learns about non-adjacent
for a packet based on its blacklist and how the blacklist @isrupted links from the blacklists of packets arriving at that
updated along the path to destination. Consider the operatiomsle. Let3] be the set of remote edges thalearnt to be
performed by a nodé under BAF while forwarding a packetdisrupted. BAFL uses this information in addition to its local
p. It has to select a next hop after excluding the links in knowledge of adjacent disrupted link3} while determining
p.blist and also update the.blist. The p.blist may remain the next hop and new blacklist of a packet. The formal
unchangedor getresetto () or grow with the addition of description of BAFL procedure is given in Alg 3. It first
adjacent links ofi that are currently disrupted. In all thesecomputes the shortest path galest and checks if any of the
cases, thdforwarding operation amounts to mappingdest edges along the shortest path are blacklisted, i.e3!in 7.
and p.blist to a next hopj and newp.blist based on the If so, those edges are addedptblist. This process is repeated
current local state at, B!, and the last updated global statetill a path without any blacklisted edges is found or no such




TABLE I TABLE Il

PARAMETERS OFBAFL SCHEME SUMMARY OF DIFFERENCES IN FORWARDING SCHEMES
n limit on the size of a blacklist Scheme Forwarding Operation
5 max transmission tries before rerouting SPE (i, p.dest §> o
7t refresh interval for adjacent links GF . destE. Bl )
.des d

77 refresh interval for non-adjacent links Gi.p t~’ ~Z> =J

BAF (i,p.dest &, B, p.blist) — (4, p.blist)

BAFL | (i,p.dest&, B, p.blist BT) — (j, p.blist)

path exists (lines 1-2). Here we abuse the notation and use

Pi.q to refer to both the sequence and the set of edges along

the shortest path. Once the next hop is found, the shortgst refreshed within a time interval”. Whenr" is set to O,
path cost top.dest from the last deadend node (which can BRAFL behaves like BAF. Otherwise, these values are set such
uniquely determined based on the p.blist) is compared withat™" > 7', i.e., local links are probed more frequently than
that from the next hop. If the latter is smaller, then the packefgmote links. It should be noted that learning and unlearning
blacklist is reset (lines 6-8). Thus, BAFL ensures that blackligf blacklists can be done using data packets only.
information carried in a packet remains the same as bef(Be
under BAF. For example, values of blist field at each of the’ . . _ o
hops of the path A>-D—C—E would be{A—C,B—E}, ) and  The various forwarding schemes described so far differ in
0 respectively. Essentially, under the same set of disruptiohde information they use in determining the next hop for a

both BAF and BAFL provide loop-free delivery while BAFL Packet. These differences are summarized in Table Ill. The
routes around disrupted links sooner than BAF. conventional shortest path forwarding (SPF) scheme computes

next hops based solely on the globally updated link state
information £. It does not use any knowledge it has about
the changes in the state of its adjacent edges until they are

Summary

Alg 4 : Processing of a packet under BAFL: rétw)
1: if p.dest=1 then

2. touppeti, p) globally notified lest it could cause forwarding loops. The GF

3: Bl = B U p.blist scheme uses a node’s awareness of the state of its adjacent
4: j <= BAFL(4,p) edgesB! and avoids forwarding loops by choosing only those

5: Whﬂf J 751(3 and |p.blist] < 7 and failedsendj, p, 7)) do next hops that ensure forward progress. GF would be same

?f Bigslg,&:L{(g_})]} as SPF when there are no adjacent disrupted edges, i.e.,
g drép(p) P B! = (). Our BAF scheme makes the packet carry a blacklist

when forward progress is not possible and uses this additional
. _ information p.blist to recover from deadends. Finally, BAFL
The actions taken by nodeunder BAFL upon reception of scheme learns about the remote disrupted edges from packets

a packet are abstracted and shown in Alg 4 and its configurablgcklists and takes advantage of this acquired knowldgjge
parameters are listed in Table II. If the packet is destined f@r early rerouting around disrupted edges.

i, it is passed to the upper layer. Otherwise it needs to be
forwarded. Before forwarding, the set of blacklisted remote V. PERFORMANCEEVALUATION
edgesB; is updated to include this packet's blacklist (line 3). We now evaluate the performance of blacklist-aided for-
Then the next hop is determined using the BAFL procedure.ffarding approach in terms of its reliability, optimality and
there is no next hop or if the size of the resulting blacklist afcalability. We show that BAF delivers packets reliably along
the packet is greater than a preset limBAFL = GF when near-optimal paths with minimal overhead even when many
n = 0), packet is discarded. Otherwise, attempt is made to sajiks and nodes are disrupted.
the packet to the chosen next hgplf a certain number of e first discuss our evaluation methodology. We randomly
attemptsy fail, that link i— is blacklisted and added to thegenerate a wireless network of 200 nodes in a 3i&km field
set of blacklisted local edge8; (line 6). Another next hop such that no two nodes are too close (at least 70m apart).
is chosen and this process is repeated till either the packef\le assume that the wireless transmission range of a node
successfully forwarded or discarded. is 300m. Each link between two nodes that are within the
The above description of packet processing shows howransmission range is assigned a cost (a measure of its long-
node learns about new local and remote disrupted edges. Siggen throughput) randomly chosen from 100 to 300. This base
an edge may be in disrupted state temporarily, a node neesgisology €) is assumed to be known to all the nodes in
to unlearn blacklisted edges periodically. For the purpose ahe network (via global link state updates). To simulate the
unlearning the blacklist knowledge, a time stamp is associatgffect of disruptions, a certain fraction of the links in the base
with each edge in these sets. ligt; be the time an adjacenttopology are randomly chosen and designated as disrupted.
link i— is added to the blackligs.. Then it is removed from We then run our BAF and BAFL schemes on the resulting
Bl at timet,; + 7!, wherer! is a configurable parameter.topology for forwarding packets between every node pair and
Similarly a non-adjacent linku—v is removed fromB; if collect various statistics. Each such experiment is run with 5
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Fig. 2. Reliability of BAF: delivery ratio with (a) link disruptions; (b) node disruptions

: : : : blacklist-aided forwarding approach. As expected, when there
is no constraint on the blacklist size £ o), we have perfect

avg (BAFL) % delivery. The strength of BAF is that similar reliability can be

4 | max(BAFL) —-@-- 1 achieved even when blacklist size is limited to 3.

In some scenarios, a disruption could be such that a node

a{/g (BAF) ——

< can not communicate with any of its neighbors, i.e., all its links
© 3y 1 are disrupted. To see the effect of such correlated disruptions
? B L = - S - B | of links on BAF, we evaluated its reliability in the face of
node disruptions. Roughly speaking, disruptionzofraction
2 o8 . 1 of nodes corresponds to disruption of 2raction of links.
Fig. 2(b) shows the delivery ratio of BAF when the fraction
S| of disrupted nodes is varied from 1% to 5%. Once again there
1 ’12? """" 4 5 65 7 8 9 10 is a significant improvement between Gk £ 0) and BAF
, . NN (n > 1). Compared to Fig. 2(a), in Fig. 2(b), the delivery ratio
fraction of disrupted finks (%) of BAF with node disruptions is relatively lower than that
Fig. 3. Optimality of BAF: stretch with individual link disruptions. This is not surprising since

BAF does not distinguish between node and link disruptions
and therefore would have to blacklist many adjacent links of
different seeds and we report the aggregate results. Note thad idisrupted node when that node is along the best path to
this setting, BAF and BAFL differ only in terms of optimality. the destination. Consequently, a packet’s blacklist may reach
Therefore we refer to both by BAF unless it is necessary the limit and get dropped. However, with only = 3, the
distinguish them. delivery ratio is more than 98% even when 5% of the nodes are
— disrupted. As before, when the blacklist size is not constrained,
A. Reliability the delivery ratio is 100%. These results demonstrate that BAF
We measure the reliability of BAF by the percentage of nodmn deal with disruptions of many links and nodes without
pairs between whom packets can be forwarded successfully gigbal link state updates.
ing BAF among all reachable (having a path without disrupted o
links) node pairs. Fig. 2(a) shows the reliability of BAF withB: Optimality
differenty values when the fraction of disrupted links is varied Under BAF, a packet takes the usual shortest path till
from 1% to 10%. Withn = 0, BAF would be same as GF.it encounters a disrupted link and then gets rerouted along
As the fraction of disrupted links increases, the delivery ratihe alternate path. Consequently, in the presence of link
under GF falls off steeply. This shows that greedy forwardindjsruptions, BAF may forward packets along longer paths
alone is incapable of handling disruptions. In contrast, tttmmpared to the optimal paths computed based on the global
delivery ratio improves dramatically under BAF even whelink state updates. BAFL improves upon BAF by having a
a packet’s blacklist is limited to at most one link. BAF withnode learn from the blacklists of packets arriving at it and
n = 1 has a delivery ratio of more than 92% even though 10#iilize this knowledge about non-adjacent disrupted links in
of the links are disrupted, which demonstrates the power f@rwarding other packets. For example, in the topology of
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Fig. 4. Scalability of BAF: (a) blacklist propagation distance; (b) size of a packet's blacklist; (c) size of a node’s blacklist.

Figure 1, packets from A to E are forwarded along the patess than 2 hops regardless of the fraction of disrupted links
A—B—A—D—C—E while BAFL forwards them along the while the maximum distance goes up to 9 with 10% link
path A-~D—C—E. Still, forwarding paths under BAFL may disruptions. This points out the limitation of schemes such
not be optimal. For example in the topology of Figure 1, due &s [12] based on locally scoped updates with a fixed scope.
the disruption of A-C, both BAF and BAFL forward packets The chosen scope could be more than sufficient in some
from F to A along the path #C—D—A. Had node F been cases and less than necessary in other cases resulting in either
made explicitly notified of the disruption of -AC, packets unnecessary overhead or packet drops and forwarding loops.
would be forwarded along the shorter path-E—D—A. On the other hand, BAF localizes the blacklist propagation
However, we show that the extent of this elongation due whenever possible and propagates the blacklist to distant nodes
BAF and BAFL is not significant. when necessary for ensuring loop-free packet delivery.

Let stretchof a path between a pair of nodes be the ratio Next, in Fig. 4(b), we plot the average and the maximum
of the lengths of the path under BAF (BAFL) and the optimalizes of a packet's blacklist at each hop. The average is
shortest path. When the weights of all the links are not santdpse to O and increases only slightly as the fraction of
path length is said to be the sum of the weights of its linksglisrupted links increases, i.e., most of the packets do not
Note that without any link disruptions, there is no differencearry non-empty blacklist. Even the maximum blacklist size
between the BAF or BAFL paths and the optimal shortest patissonly 5. This shows that per packet overhead due to BAF
and so the stretch is. The stretch for packets from F to Ais negligible. Finally, Fig. 4(c) gives the the number of non-
due to BAF or BAFL is%. On the other hand, the stretch foradjacent disrupted links learned by a node through packet's
packets from A to E due to BAF i% while it is % (optimal) blacklists. We considered only the nodes that see any blacklist
under BAFL. The average and the maximum stretch due @ball. The average number of blacklisted links seen by a node
BAF and BAFL (; set tooco) for the pairs of nodeaffectedby is close to 1 and increases slowly as the fraction of disrupted
link disruptions is shown in Figure 3. The average stretch dliaks increases. The fact that a node would see on the average
to BAF, across varying fraction of disrupted links, is less thaonly 1 and at the most 8 blacklisted links out of around 59
1.1 while the maximum is 4.3 when 10% links are disrupte@10%) disrupted links while ensuring reliable delivery is a
BAFL improves the average stretch slightly compared to BAfestimony of the effectiveness of on-demand state propagation
but brings down the maximum stretch significantly to arounapproach of BAF. These results confirm that communication
2.5. 1t is worth pointing out that blacklist aided forwardingand computational overheads due to BAF are quite small and
decouples optimality from reliability. It ensures reliable delivestablish BAF as a scalable scheme for reliable delivery.
ery even under severe conditions. Optimality can be controlled
by adjusting amount of resources used for update traffic. In VI. FINE-GRAIN BAF
other words, BAF allows a trade-off between scalability and We have so far shown that the BAF approach is suitable
optimality of routing without impacting its reliability which is for static multihop wireless networks where the state of a link

not the case with many other routing protocols. changes frequently betwegood andbad due to disruptions.
- In this section, we demonstrate that the BAF approach can
C. Scalability effectively handle even fine-grain fluctuations in link quality.

We measure the scalability of BAF in terms of: i) how faiThe problem scenario addressed in this section can be de-
the information about a disrupted link is propagated via scribed as follows. Acost(e.g. ETX [11] or ETT [8]) is asso-
packet's blacklist; ii) how large is the blacklist of a packet; andiated with each link that represents its quality or throughput.
iii) how many total blacklisted links a node sees under BAR. he short-termcost of a link may vary considerably while
First, we show in Fig. 4(a) the average and the maximuits averagelong-term cost is relatively stable. According to
distance from a disrupted link to the farthest notified nodbe BAF approach, the long-term cost of a link is conveyed
measured in hops. Average blacklist propagation distancegisbally, whereas its short-term cost, if worse than the long-
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term cost, is propagated only locally. This contrasts withlg 5 : Fine-grain Blacklist Aided Forwarding: FBAF, p)
our earlier formulation of the problem where it is assumed.: ¢ < ¢ _ ~
that the state of a link is either good or bad, i.e., when i& While ((Pivp.dest(€,¢") A Bi) \ p.blist) # 0 do
is in good state, it has a finite cost representing its long®  for all b € (Pivp.aest(€,¢) A Bi) \ p-blist) do
term throughput, whereas its cost is infinity when it is in4f Cbb<|i25tczz blistU b
bad state. Here, we propose an extension to BAFL referreéj j <:Ir)1.exl(79- p;j J(E )

. - e : inop.dest (€
to asfine-grain blacklist-aided forwardindFBAF) that can  7: if j + () then
deal with more fine grain variations in link quality. In the 8: if p.blist! = 0 then

following, we discuss the implementation FBAF and evaluaté: k < lastdeadentp.dest p.blist, £,¢)

its performance. 10: if Cjop.dest(E,€) < Chop.dest(€, ) then
11: p.blist<= 0

A. Implementation 12: return j

The main difference between BAFL and FBAF is that along
with a blacklisted link, its current short-term cost is also , L
included under FBAF. We introduce some additional notatighjacklist. The rest of the procedure is similar to BAFL.
to help describe the operation of FBAF. As befafedenotes
the set of all edges, ang, the long-term cost of an edge :
according to the most recent global update. Due to causes sukhfor all b € p.blist do

as interference, the short-term cost of an edge may be wor%;a if b.time > ¢ then

Alg 6 : Processing of a packet under FBAF: régy)

. ' \ o Je I t;, < b.time
than its long-term cost in which case it is considedétupted 4. ¢ < b.cost
and it may be blacklisted. The short-term cost of an eege s: Bi<=B;Ub

according to a node is denoted byl. Among the set of all 6: j < FBAF(4, p)

edgest, the set of edges (both non-adjacent and adjacent) that send(, p)

are known toi to be in the disrupted state are denoteddy

We useP,..q4(&, c) to refer to the shortest path fromto d One of the details not mentioned above is that a timestamp

given the set of edge$ and their costs. Similarly, the cost i is associated with each link at nodei. This timestamp

of the shortest path is denoted By..4(&, ¢). reflects the last time that link’s state is measured and updated
Under FBAF, an edge may be blacklisted, by a node either globally or locally through a packet's blacklist. It is

if its current costc?, according toi, is worse than globally assumed that this value is monotonically increasing. A larger

updated cosg resulting in the selection of an alternate neximestamp indicates more recent state of a link. Whenever

hop. The procedure for computation of a packet’s blacklist ardlink b is included in the blacklist of a packet by a node

its next hop are shown in Alg. 5. We first compute the shortest both its timestampt; and its current cost; are also

path based on globally known set of costflines 1-2). If it included. We use the notatidntime to refer to the timestamp

contains any of the blacklisted edges, they are included in tbkea blacklisted link and.cost, its corresponding cost. The

packet’s blacklist (line 5). Also a new path is computed agaprocessing of a packet under FBAF is shown in Alg. 6. Based

after revising the cost of those blacklisted edges (line 4). This the packet’s blacklist, we update the blacklist cache at node

process is repeated till no new edges are added to the packet®nly if the timestamp of a link in the packet's blacklist is
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larger, the blacklist at nodeis updated. The FBAF procedurea node under FBAF in both cases is insignificant considering
is then used to compute the blacklist and next hop for thieat there are 308 links in the network. It is worth noting that
packet, and it is forwarded to that next hop. increasing the global update interval from 10 sec to 30 sec has
B. Evaluation little impact on the overall pe_rformance of_ FBAF. Once aga_in

: these results illustrate the efficacy of localized on-demand link

The performance of FBAF is evaluated using the link-levekate propagation effected by the BAF approach.
measurements data from MIT Roofnet project [1]. The Roofnet

is a 38-node multi-hop wireless mesh network spread across VII. RELATED WORK
approximately six square kilometers where each node consistiany routing schemes are conceivable for multihop net-
of a PC with an 802.11b card connected to an omni-directiongbrks with static nodes and dynamic links. An ideal scheme
antenna mounted on the roof. The corresponding measuremglivers packets to destinations (reliable), along the shortest
trace records a delivery ratio for each of the 352 uni-directionghths (optimal), with minimal overhead (scalable). In this
links every 200 ms for 90 sec. A detailed description of theection, we discuss various possible routing alternatives and
measurement setup and data collected can be found in [I&hue that link state routing with blacklist-aided forwarding is
It is observed that this network has many intermediate qualifie most suitable one for static multihop wireless networks.
links and thus making it suitable for evaluating FBAF. There have been several proposals for making link state
The FBAF formulation is based on the notion of short-terffouting scale for ad hoc networks. They are categorized into
cost and long-term cost which are determined in our evaluatigfficient disseminatiompproaches antimited dissemintation
setting as follows. Based on the forward delivery rafigof approaches [20]. OLSR [16] is an efficient dissemination based
link i— ) and backward delivery ratid(of link j—1) given by approach that propagates updates through the entire network
the trace, the short-term cost or ET¥f link i—j is computed put more efficiently than traditional flooding. Fisheye State
as# [11]. The short-term cost of a link is determined everrouting (FSR) [12] and Hazy Sighted Link State (HSLS)
200 ms based on the corresponding delivery ratios. The longuting [20] are limited dissemination based schemes that
term cost of a link is computed as the average ETX since thgdate the nearby nodes at a higher frequency than the remote
last global update. The global update interval under FBAF jfpdes that lie outside a certain scope which is static and
set to 10 sec or 30 sec. therefore could be more than sufficient in some cases and less
To evaluate the optimality of FBAF, we measure the stret¢Ran necessary in other cases for ensuring loop-free packet
under FBAF w.r.t the optimal routing. Fig. 5(a) and Fig. 5(bjielivery. Blacklist-aided forwarding can be catergorized as a
show the average stretch among all the node pairs under FBffiited dissemination approach, but unlike FSR and HSLS it
with global update interval of 10 sec and 30 sec. For bodffectively notifies only the nodes in the vicinity of a disrupted
scenarios, the average stretch is quite close to 1 and alwfyg that need to be informed and delivers reliably despite
less than 1.25. To demonstrate the scalability of FBAF, we plgiultiple simultaneous disruptions.
the number of blacklisted links learned by a node in Fig. 6(a) It is interesting to contrast ideas of blacklist-aided for-
and Fig. 6(b). The average size of a blacklist maintained Ryarding with similar ideas in other schemes. Blacklist-aided
3Since ETX is defined only for bidirectional links, we discard unidirecforv\/ard!ng works along the similar I|ne§ of position based
tional links such as—j with no correspondingi—i. A total of 44 such forwarding [6] and can be thought to switch between greedy
unidirectional links exist and our experiments include the rest 308 links. and recovery modes. But it does not have the same deficiencies



as position based forwarding in terms of optimality and The main limitation of this paper however is that we
reliability. Blacklist aided forwarding is similar in spirit but have only presented preliminary evaluation results of BAF
opposite in effect to loose source routing. While a pack&t demonstrate its features. We have not compared its per-
under loose source routing carries a list of nodes itmast be formance against similar schemes such as LQSR [21] and
traversed under blacklist aided forwarding it contains a list oHSLS [20]. We are currently simulating these schemes using
links thatmust not be traversed\so, a packet’s loose sourceNS2 [22] and performing a thorough evaluation of BAF and
route is determined at its source while its blacklist is updatedher schemes that are targeted for static multihop wireless
during the flight to its destination. It is suggested that DSR [®letworks. We will also be implementing BAF and conducting

can benefit from caching “negative” information about linkseal-world experiments to further bolster the case of BAF.

that are currently providing highly “variable” service. Also,
DSR allows backtracking but prevents a packet from bein
salvaged more than once. Our approach lets each pac ét
explicitly carry a blacklist and allows both backtracking and
salvaging multiple times during a packet’s flight. (3]
Link Quality Source Routing (LQSR) is scheme proposeq4]
recently [21] specifically for static multihop wireless networks.
LQSR is based on DSR but uses a link cache instead of route
cache and is essentially a link state routing protocol. Undé?
LQSR, each packet carries the source route and intermediate
node updates the source route with the current metric fdfl
outgoing link. The receiver has to send either a gratuitous
reply back to the source or piggyback it on data packet ifv]
which case it effectively carries two source routes. In addition,
LQSR uses a proactive background mechanism to maintaj
the metrics of all links. This is done by piggybacking the link
info on route requests and sending a dummy route requeSt
message. In contrast under BAF, forwarding is done hop by
hop and each packet carries only the blacklist in addition to
the destination address. (10]
Blacklist-aided forwarding can be categorized as on-demand
table-driven link-state routing scheme. The advantages and
disadvantages of table-driven, pro-active, link-state routing for,
mobile ad-hoc networks are well studied [4]. They avoid t
route discovery latency at the expense of route maintenance
overhead. It is said that proactive routing protocols suffé¥l
the disadvantage of repairing a broken route even though
no applications are using them. That would not be the case]
with blacklist-aided forwarding. When a failed link were not
to be traversed by a packet, that failed link would not b[é4]
blacklisted and doesn't cause any overhead under blacklist-
aided forwarding. [15]
VIIl. CONCLUSIONS ANDFUTURE WORK (16]
In this paper, we focused on the design of a scalable scheme
for reliable delivery in static multihop wireless networks witht !
frequent disruptions. We proposed a link-state-based blacklist-
aided-forwarding approach that provides loop-free delivef#l
despite disruptions through on-demand propagation of infor-
mation on disruptions via blacklists carried in data packets
while taking advantage of static adjacencies of nodes. BAFI
guarantees delivery of packets to all reachable destinations
irrespective of the extent of disruptions. We have evaluatemb]
BAF and demonstrated that it is not only reliable but also near-
optimal and highly-scalable. We have also shown that BA
approach can be extended to effectively handle link quality
variations at a finer scale than just good and bad. [22]
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