
Chapter 3

The MINDS - Minnesota
Intrusion DetectionSystem
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Abstract:
ThispaperintroducestheMinnesotaIntrusionDetectionSystem(MINDS), whichuses
asuiteof datamining techniquesto automaticallydetectattacksagainstcomputernet-
worksandsystems.While thelong-termobjective of MINDS is to addressall aspects
of intrusiondetection,in this paperwe focuson two speci�c contributions. First, we
show how thebehavior-basedanomalydetectionapproachof MINDS is suitablefor de-
tectingnew andpreviouslyunknown typesof intrusions,whichoftenindicateemerging
threats.Speci�cally, we presentan anomalydetectionalgorithmthat assignsa score
to eachconnectionbasedon its probabilityof beinganintrusion.Experimentalresults
on livenetwork traf�c at theUniversityof Minnesotashow thatouranomalydetection
techniquesare very promisingand are successfulin automaticallydetectingseveral
novel intrusionsthat couldnot be identi�ed usingpopularsignature-basedtoolssuch
asSNORT. Many of thesehavebeenreportedontheCERT/CClist of recentadvisories
andincidentnotes.Second,we show how associationpatternanalysiscanbeusedto
summarizeandcharacterizeanomalousnetwork connections.Giventheveryhighvol-
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umeof connectionsobserved per unit time, suchcharacterizationof novel attacksis
essentialin enablinga securityanalystto understandemerging threats.Experimental
evaluationshowsthattheMINDS approachis usefulin creatingaccuratesummariesof
attacks.
Keywords: network intrusiondetection,rareclassmodels,novel attacks,anomaly/
outlierdetection,associationpatternanalysis

3.1 Intr oduction

Traditionalmethodsfor intrusiondetectionarebasedonextensiveknowledgeof attack
signaturesthatareprovidedby humanexperts.Thesignaturedatabasehasto beman-
ually revisedfor eachnew typeof intrusionthatis discovered.A signi�cant limitation
of signature-basedmethodsis thatthey cannotdetectnovel attacks.In addition,oncea
new attackis discoveredandits signaturedeveloped,oftenthereis asubstantiallatency
in its deployment.Theselimitationshave led to anincreasinginterestin intrusionde-
tectiontechniquesbasedupondatamining [3,4,20,23,25], which generallyfall into
oneof two categories:misusedetectionandanomalydetection.

In misusedetection,eachinstancein adatasetis labeledas`normal' or `intrusive'
anda learningalgorithmis trainedover the labeleddata. Researchin misusedetec-
tion hasfocusedmainly on detectingnetwork intrusionsusingvariousclassi�cation
algorithms[3, 7,11,20,22,23], rareclasspredictive models[13–16,18], association
rules[3,20,25] andcostsensitive modeling[10,14]. Unlike signature-basedintrusion
detectionsystems,modelsof misusearecreatedautomatically, andcanbemoresophis-
ticatedandprecisethanmanuallycreatedsignatures.In spiteof the fact that misuse
detectionmodelshave high degreeof accuracy in detectingknown attacksandtheir
variations,their obvious drawback is the inability to detectattackswhoseinstances
have not yet beenobserved. In addition,labelingdatainstancesasnormalor intrusive
mayrequireenormoustime for many humanexperts.

Anomalydetectionalgorithmsbuild modelsof normalbehavior andautomatically
detectany deviation from it [8,12]. Themajorbene�t of anomalydetectionalgorithms
is their ability to potentiallydetectunforeseenattacks.In addition,they maybeable
to detectnew or unusual,but non-intrusive, network behavior that is of interestto a
network manager, thatneedsto beaddedto thenormalpro�le. A major limitation of
anomalydetectionsystemsis a possiblehigh falsealarmrate. Thereare two major
categoriesof anomalydetectiontechniques,namelysupervisedandunsupervised.In
supervisedanomalydetection,givena setof normaldatato train on, andgivena new
setof testdata,the goal is to determinewhetherthe testdatais `normal' or anoma-
lous. recently, therehave beenseveralefforts in designingsupervisednetwork-based
anomalydetectionalgorithms,suchasADAM [3], PHAD [24], NIDES [2], andother
techniquesthat useneuralnetworks [27], information theoreticmeasures[21], net-
work activity models[6], etc. Unlike supervisedanomalydetectionwherethemodels
arebuilt only accordingto thenormalbehavior on thenetwork, unsupervisedanomaly
detectionattemptsto detectanomalousbehavior without usingany knowledgeabout
the training data. Unsupervisedanomalydetectionapproachesarebasedon statisti-
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cal approaches[?,30,31], clustering[9], outlier detectionschemes[1,5,17,26], state
machines[28], etc.

This paperintroducestheMinnesotaIntrusionDetectionSystem(MINDS), which
usesa suite of datamining techniquesto automaticallydetectattacksagainst com-
puternetworks andsystems.While the long-termobjective of MINDS is to address
all aspectsof intrusiondetection,in this paperwe presentdetailsof two speci�c con-
tributions: (i) an anomalydetectiontechniquethat assignsa scoreto eachnetwork
connectionthat re�ects how anomaloustheconnectionis, and(ii) anassociationpat-
ternanalysisbasedmodulethatsummarizesthosenetwork connectionsthatareranked
highly anomalousby theanomalydetectionmodule.

We alsoprovide an evaluationof our anomalydetectionandassociationsumma-
rizationschemesin thecontext of reallife network dataat theUniversityof Minnesota.
In theabsenceof labelsof network connections(normalvs. intrusive),weareunableto
provideany estimateof detectionrate,but nearlyall connectionsthatarerankedhighly
by our anomalydetectionalgorithmsarefoundto beinterestingandanomalousby the
network securityanalyston our team. In particular, during the pastfew monthsour
techniqueshavebeensuccessfulin automaticallydetectingseveralnovel intrusions.In
fact,many of theseattackshavebeenreportedontheCERT/CC(ComputerEmergency
ResponseTeam/CoordinationCenter)list of recentadvisoriesandincidentnotes.Fi-
nally, experimentsonrealnetwork datademonstratethatassociationpatternanalysisis
successfulin creatingusefulsummariesof many novel attacksdetectedby ouranomaly
detectionalgorithms.

3.2 The MINDS project

TheMinnesotaIntrusionDetectionSystem(MINDS) is adataminingbasedsystemfor
detectingnetwork intrusions.Figure3.1 illustratesthe processof analyzingreal net-
work traf�c datausingthesystem.Input to MINDS is Net�ow version5 datacollected
using�o w-tools [29]. Flow-toolsonly capturepacket headerinformation(i.e., it does
not capturemessagecontent),andbuild oneway sessions(�o ws). We areworking
with Net�ow datainsteadof tcpdumpbecausewe curentlydo not have thecapacityto
collectandstorethe tcpdump.Net�ow datafor 10 minutewindows, which typically
resultsin 1–2million �o ws,arestoredin �at �les. TheanalystusesMINDS to analyze
these10-minutedata�les in abatchmode.Thereasonthesystemis runningin abatch
modeis not dueto the time it takesto analyzethese�les, but it is convenientfor the
analystto do so. Beforedatais fed into theanomalydetectionmodule,a data�ltering
stepis performedby theanalystto remove network traf�c thattheanalystis not inter-
estedin analyzing.For example,data�ltered mayincludetraf�c from trustedsources
or unusual/anomalousnetwork behavior thatis known to beintrusionfree.

The�rst stepin MINDS is extractingfeaturesthatareusedin thedatamininganal-
ysis. BasicfeaturesincludesourceanddestinationIP adresses,sourceanddestination
ports,protocol,�ags, numberof bytesandnumberof packets.Derivedfeaturesinclude
time-window andconnection-windows basedfeatures.Tiem-window basedfeatures
areconstructedto captureconectionswith similarcharacteristicsin thelastT seconds.
A similarapproachwasusedfor constructingfeaturesin KDD Cup'99data[20]. Table
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Figure3.1: MINDS System

Table3.1: Time-window basedfeatures
Featurename Featuredescription
count-dest Numberof �o ws to uniquedestinationIP addressesinside the

network in thelastT secondsfrom thesamesource
count-src Numberof �o wsfrom uniquesourceIP addressesinsidethenet-

work in thelastT secondsto thesamedestination
count-serv-src Numberof �o ws from thesourceIP to thesamedestinationport

in thelastT seconds
count-serv-dest Numberof �o wsto thedestinationIP addressusingsamesource

port in thelastT seconds

3.1summarizesthetime-windowsbasedfeatures.
“Slow” scanningactivities, i.e., thosethatscanthehosts(or ports)andusea much

largertimeinterval thanafew seconds,e.g.onetouchperminuteor evenonetouchper
hour, cannotbeseparatedfrom therestof thetraf�c usingtime-window basedfeatures.
To do so,we alsoderive connection-window basedfeaturesthatcapturesimilar char-
acteristicsof connectionsastime-window basedfeatures,but arecomputedusingthe
last N connectionsoriginatingfrom (arriving at) distinct sources(destinations).The
connection-window basedfeaturesareshown in Table3.2.

After the featureconstructionstep,the known attackdetectionmoduleis usedto
detectnetwork connectionsthat correspondto attacksfor which signaturesareavail-
able,andthento remove themfrom furtheranalysis.For resultsreportedin thispaper,
thisstepis notperformed.

Next, thedatais fedinto theMINDS anomalydetectionmodulethatusesanoutlier
detectionalgorithmto assignananomalyscoreto eachnetwork connection.A human
analystthenhasto look at only themostanomalousconnectionsto determineif they
areactualattacksor otherinterestingbehavior.

MINDS associationpatternanalysismodulesummarizesnetwork connectionsthat
arerankedhighly anomalousby theanomalydetectionmodule.Theanalystprovidesa
feedbackafteranalyzingthesummariescreatedanddecideswhetherthesesummaries
arehelpfulin creatingnew rulesthatmaybeusedin theknownattackdetectionmodule.
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Table3.2: Connection-window basedfeatures
Featurename Featuredescription
count-dest-conn Numberof �o ws to uniquedestinationIP addressesin-

sidethenetwork in thelastN �o wsfrom thesamesource
count-src-conn Numberof �o ws from uniquesourceIP addressesinside

thenetwork in thelastN �o ws to thesamedestination
count-serv-src-conn Numberof �o ws from thesourceIP to thesamedestina-

tion port in thelastN �o ws
count-serv-dest-conn Numberof �o wsto thedestinationIP addressusingsame

sourceport in thelastN �o ws

3.3 MINDS Anomaly DetectionModule

In this section,we only presentthedensitybasedoutlier detectionschemeusedin our
anomalydetectionmodule. For moredetailedoverview of our researchin anomaly
detection,thereaderis referredto [19].

MINDS anomalydetectionmoduleassignsa degreeof being an outlier to each
datapoint, which is calledthe local outlier factor(LOF) [5]. The outlier factorof a
datapoint is local in the sensethat it measuresthe degreeof being an outlier with
respectto its neighborhood.For eachdataexample,the densityof the neighborhood
is �rst computed.TheLOF of a speci�c dataexamplep representstheaverageof the
ratiosof thedensityof theexamplep andthedensityof its neighbors.To illustratethe
advantagesof theLOF approach,considera simpletwo-dimensionaldatasetgivenin
Figure3.2. It is apparentthat thedensityof clusterC2 is signi�cantly higherthanthe
densityof clusterC1. Dueto thelow densityof clusterC1, for mostexamplesq inside
clusterC1, thedistancebetweentheexampleq andits nearestneighboris greaterthan
the distancebetweenthe examplep2 andits nearestneighbor, which is from cluster
C2, andthereforeexamplep2 will notbeconsideredasoutlier.

Hence,thesimplenearestneighborapproachbasedoncomputingthedistancesfail
in thesescenarios.However, the examplep1 may be detectedasan outlier usingthe
distancesto the nearestneighbors. On the otherhand,LOF is able to captureboth
outliersdueto thefactthatit considersthedensityaroundexamples.

LOF requiresthe neighborhoodaroundall datapoints be constructed.This in-
volvescalculatingpairwisedistancesbetweenall datapoints,which is anO(n2) pro-
cess,whichmakesit computationallyinfeasiblefor millions of datapoints.To address
this problem,we samplea training set from the dataandcompareall datapoints to
this small set,which reducesthe complexity to O(n � m) wheren is the sizeof the
dataandm is thesizeof thesample.Apart from achieving computationalef�ciency by
sampling,anomalousnetwork behavior will not beableto matchenoughexamplesin
thesampleto becallednormal. This is becauserarebehavior will not berepresented
in thesample.
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Figure3.2: 2-D OutlierExample

3.4 Evaluation of MINDS Anomaly Detection Results
on RealNetwork Data

This sectionreportsresultsof applying MINDS anomalydetectionmoduleon live
network traf�c attheUniversityof Minnesota.Whendescribingresultsonrealnetwork
data,wearenotableto reportthedetectionrateandfalsealarmratedueto dif�culty in
obtainingthecompletelabellingof network connections.

Sincea humananalystneedsto manuallyevaluateoutliers,it wasnot practicalto
investigateall of theoutlierdetectionalgorithmsontherealnetwork data.For thispur-
posewe have selectedtheLOF approach,sinceit achievedthemostsuccessfulresults
on publicly availableDARPA '98 datasetand it is morerobust thanotheranomaly
detectionschemesthat we used. The LOF techniquealso showed greatpromisein
detectingnovel intrusionson realnetwork data.

Figure3.3showstheoutputof thesystemonJanuary27th for a10-minutewindow.
Most of the top ranked connectionsshown belongto the SQL Slammer/ Sapphire
worm. This is despitethe fact that for this period(which was2 daysafter the worm
started)network connectionsdueto theworm wereonly about2% of thetotal traf�c.
This shows theeffectivenessof theMINDS anomalydetectionschemein identifying
connectionsdueto worms. Theconnectionsdueto theworm arehighlightedin light
gray. It canbeobserved that thehighestcontributionsto theanomalyscorefor these
connectionsweredueto features9 and11. This wasdueto the fact that the infected
machinesoutsideour network werestill tryingto communicatewith many machines
insideournetwork. In Figure3.3,it canalsobeobservedthatduringthis time interval,
thereisanotherscanningactivity (pingscan,highlightedin darkgray)thatwasdetected
mostlydueto features9 and11. Thetwo non-shaded�o ws arerepliesfrom “half-life
gameservers”, which were�agged anomaloussincethosemachinesweretalking to
only port27016/udp.For webconnections,it is commonto talk only onport80,andit
is well representedin thenormalsample.However, sincehalf-life connectionsdid not
matchany normalsampleswith highcountson feature15, they becameanomalous.

The University of Minnesotanetwork securityanalysthasbeenusingMINDS to
analyzethenetwork traf�c sinceAugust2002. During this period,MINDS hasbeen
successfulin detectingmany novel network attacksandemerging network behavior
thatcouldnot bedetectedusingsiganturebasedsystemssuchasSNORT. In general,
MINDs is ableto routinelydetectvarioussuspiciousbehavior (e.g.policy violations),
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Figure3.3:Mostanomalousconnectionsfoundby theMINDS anomalydetectionmod-
ule in a 10-minutewindow, 2 daysafter the “slammerworm” started(January27th ,
2003)

worms,aswell asvariousscanningactivities. In the following, we presenta few ex-
amplesfrom eachof thesegroupsthat demonstratethe effectivenessof the MINDS
anomalydetectionalgorithm,in additionto theexampleshown before.

Wormdetection

� On October10th 2002,our anomalydetectionmoduledetectedtwo activities
of theslapperworm thatwerenot identi�ed by SNORT sincethey werevaria-
tions of an existing worm code. Oncea machineis infectedwith the worm, it
communicateswith othermachinesthatarealsoinfectedandattemptsto infect
othermachines.Themostcommonversionof thewormusesport2002for com-
munication,but somevariationsuseotherports. Our anomalydetector�agged
theseconnectionsasanomalousfor two reasons.First, the sourceor destina-
tion portsusedin the connectionmay not have beenrare individually but the
source-destinationportpairswerevery rare(theanomalydetectordoesnotkeep
trackof thefrequency of pairsof attributes;however, while building theneigh-
borhoodsof suchconnections,mostof their neighborswill not have the same
source-destinationportpairs,whichwill contributeto thedistance).Second,the
communicationpatternof theworm lookslike a slow scancausingthevalueof
thevariablethatcorrespondsto thenumberof connectionsfrom thesourceIP to
thesamedestinationport in thelastN connectionsto becomelarge.SNORT has
a rule for detectingwormthatusesport2002(anda few otherports),but not for
all possiblevariations.A singlegeneralSNORT rulecanbewritten to detectthe
variationsof thewormat theexpenseof ahigherfalsepositive rate.
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ScanningandDoSactivities

� On August9th 2002,CERT/CC issuedan alert for “widespreadscanningand
possibledenialof serviceactivity targetedat the Microsoft-DSserviceon port
445/TCP” as a novel Denial of Service(DoS) attack. In addition, CERT/CC
alsoexpressed“interestin receiving reportsof this activity from siteswith de-
tailed logs and evidenceof an attack.” Network connectionsdue to this type
of scanningwerefoundto be the top rankedoutlierson August13th , 2002,by
ouranomalydetectionmodulein its regularanalysisof Universityof Minnesota
traf�c. Theport scanmoduleof SNORT couldnot detectthis attack,sincethe
port scanningwasslow. A rule to catchthis type of attackwasaddedlater in
Septermber2002.

� OnAugust13th , 2002,ouranomalydetectionmoduledetected“scanningfor an
Oracleserver” by rankingconnectionsassociatedwith this attackasthesecond
highestrankedblock of connections(top rankedblock of connectionsbelonged
to theDoSactivity targetedat theMicrosoft-DSserviceon port 445/TCP).This
typeof attackis dif�cult to detectusingothertechniques,sincetheOraclescan
wasembeddedwithin a muchlargerWebscan,andthealertsgeneratedby Web
scancould potentiallyoverwhelmthe analysts. On June13th , CERT/CC had
issuedanalertfor theattack.

Policy Violations

� OnAugust8th and10th 2002,ouranomalydetectiontechniquesdetectedama-
chinerunninga Microsoft PPTPVPN server, andanotheronerunninga FTP
serveronnon-standardports,whicharepolicy violations.Bothpolicy violations
werethetoprankedoutliers.Ouranomalydetectormodule�agged theseservers
asanomaloussincethey arenotallowed,andthereforevery rare.

� On February6th , 2003,unsolicitedICMP echoreply messagesto a computer
previouslyinfectedwith Stacheldractworm(aDDoSagent)weredetectedbyour
anomalydetectiontechniques.Althoughtheinfectedmachinehasbeenremoved
from thenetwork, otherinfectedmachinesoutsideour network werestill trying
to talk to thepreviously infectedmachinefrom ournetwork.

3.4.1 SNORT versusMINDS anomalydetectionmodule

In additionto attacksdetectedonly by ouranomalydetectionmodule,thereareattacks
thatweredetectedequallywell by SNORT, andsomeattacksfor which SNORT was
moresuccessful.In orderto comparegeneralcapabilitiesof SNORT andMINDS in
detectingnovel anomalousbehavior, severalcategoriesof anomalousnetwork behavior
areconsidered:

� Content-basedattacks

� Scanningactivities

� Policy violations
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3.4.1.1 Content-basedattacks

Theseattacksare out of scopefor our anomalydetectionmodulesinceit doesnot
considercontentof thepackets,andthereforeSNORT is superiorin identifying those
attacks.However, SNORT is ableto detectonly thosecontent-basedattacksthathave
known signatures/rules.Despitethe fact thatSNORT is moresuccessfulin detecting
the contentbasedattacks,it is importantto note that oncea computerhasbeenat-
tacked successfully, its behavior could becomeanomalousandthereforedetectedby
ouranomalydetectionmodule,asseenin previousexamples).This typeof anomalous
behavior will befurtherdiscussedin “policy violations”section.

3.4.1.2 Scanningactivities

When detectingvariousscanningactivities SNORT and MINDS anomalydetection
modulemay have similar performancefor certaintypesof scans,but they have very
differentdetectioncapabilitiesfor othertypes.In generaltherearetwo typesof scans:
inboundscanswhen an attacker outsidethe network is scanningfor vulnerabilities
within themonitorednetwork, andanoutboundscan,whensomeonewithin themoni-
torednetwork is scanningoutside.Therearetwo categoriesof inboundscanningactiv-
ities,whereSNORT andouranomalydetectionmodulemighthavedifferentdetection
performance:

� Fast(regular)scans

� Slow scans

Whendetectingregular inboundscansfrom an outsidesource,SNORT portscan
modulekeepstrackof thenumberof destinationIP addressesaccessedby eachsource
IP addressin a given time window (default value is 3 seconds). Let's denotethis
variablecount-dest,alreadyde�ned in Table3.1. Whenever the valueof count-dest
is above a speci�ed threshold(SNORT default value is 4), SNORT raisesan alarm,
thusindicatinga scanby thesourceIP address.Our anomalydetectionmoduleis also
ableto assignhigh anomalyscoreto suchnetwork connections,sincefor mostnormal
connectionsthevalueof count-destis low. In addition,connectionsfrom many types
of scanningactivities tendto have otherfeaturesthatareunusual(suchasvery small
payload),whichmake additionalcontributionsto theanomalyscore.

An inboundscancanbedetectedby SNORT providedthescanis fastenoughfor
chosentime window (default valueis 3 seconds)andcountthreshold(default valueis
4). If a scanningactivity is not fastenough(outsidespeci�ed parameters),it will not
be detectedby SNORT. However, SNORT canstill detectsuchactivities by increas-
ing the time window and/ordecreasingthenumberof eventscountedwithin the time
window, but this will tendto increasefalsealarmrate.On theotherside,our anomaly
detectionmoduleis moresuitablefor detectingslow scanssinceit considersbothtime-
window basedandconnection-window basedfeatures(asopposedto SNORT thatuses
only time-window basedfeatures),aswell asotherfeaturesof theconnectionssuchas
numberof packets,numberof bytesperpacket,etc.

SNORT is unableto detectoutboundscanssimply becauseit doesnot examine
them. Contrary, our anomalydetectionmodule is able to detectboth inboundand
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outboundscans.Reversingthe inputs to the portscanmodulewill allow SNORT to
detectoutboundscansaswell. However, this will increasethememoryrequirements,
andSNORT will still have thesameproblemwith slow outboundscansasit haswith
slow inboundscans.

3.4.1.3 Policy violations

MINDS anomalydetectionmoduleis muchmoresuccessfulthanSNORT in detecting
policy violations (e.g. rogueand unauthorizedservices),sinceit looks for unusual
network behavior. SNORT maydetectthesepolicy violationsonly if it hasa rule for
eachof thesespeci�c activities. Sincethe numberandvariety of theseactivities can
be very large and unknown, it is not practicalto incorporatethem into SNORT for
thefollowing reasons.First,processingof all theseruleswill requiremoreprocessing
time thuscausingthedegradationin SNORT performance.It is importantto notethat
it is desirablefor SNORT to keepthe amountof analyzednetwork traf�c small by
incorporatingrulesasspeci�c aspossible.On theotherhand,very speci�c ruleslimit
thegeneralizationcapabilitiesof a typical rulebasedsystem,i.e.,minorchangesin the
characteristicsof anattackmightcausetheattackto beundetected.

Second,SNORT's static knowledgehasto be manuallyupdatedby humanana-
lysts eachtime a new suspiciousbehavior is detected.In contrast,MINDS anomaly
detectionmoduleis adaptive in nature,and it is particularlysuccessfulin detecting
anomalousbehavior originating from a compromisedmachine(e.g. attacker breaks
into a machine,installsunauthorizedsoftwareandusesit to launchattackson other
machines).Suchbehavior is oftenundetectedby SNORT'ssignatures.

3.5 MINDS Module for Summarizing AnomalousCon-
nectionsUsingAssociationRules

In thepastdecade,mining associationruleshasbeenthesubjectof extensive research
in datamining. Techniquesfor mining associationrules were originally developed
to analyzesalestransactiondata,whereanalystsare interestedto know what items
are frequentlybought togetherin the sametransaction. In general,an association
rule is an implication expressionof the form X ) Y , whereX andY aresetsof
binary features. An associationrule can be usedto predict the occurrenceof cer-
tain featuresin a recordgiven the presenceof other features.For example,the rule
f B r ead;B utter g ) f M il kg indicatesthatmostof thetransactionsthatcontainbread
andbutteralsoinvolve thepurchaseof milk. Thesetsof itemsor binary featuresare
known asitemsetsin associationrule terminology.

Given a setof records,the objective of mining associationrules is to extract all
rulesof the form X ) Y that satisfya user-speci�ed minimum supportandmini-
mum con�dencethresholds.Supportmeasuresthe fraction of transactionsthat obey
the rule while con�denceis an estimateof the conditionalprobability P(Y jX ). For
example,suppose10% of all transactionscontainbreadand butter, and 6% of the
transactionscontainbread,butter, andmilk. For this example,thesupportof therule
f B r ead;B utter g ) f M il kg is 6% andits con�denceis 6%=10% = 60%. If the
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minimumsupportthresholdis chosento be1%andtheminimumcon�dencethreshold
is 50%, thenthis rule would beextractedby theassociationrule mining algorithm. In
thisexample,thesetf B r ead;B utter ; M il kg is alsoreferredto asa frequentitemset.

Associationpatterns,oftenexpressedin theform of frequentitem setsor associa-
tion rules,havebeenfoundto bevaluablefor analyzingnetwork traf�c data[3,20,25].
Thesepatternscanbeusedfor thefollowing purposes:

� To constructa summaryof anomalousconnectionsdetectedby the IDS. Often
times, the numberof anomalousconnections�agged by an IDS can be very
large, thusrequiringanalyststo spenda large amountof time interpretingand
analyzingeachconnectionthathasa high anomalyscore.By applyingassoci-
ationpatterndiscovery techniques,analystscanobtaina high-level summaryof
anomalousconnections.For example,scanningactivity for a particularservice
canbesummarizedby a frequentset:

srcIP=X , dstPort=Y
If mostof theconnectionsin thefrequentsetarerankedhighby theanomalyde-
tectionalgorithm,thenthefrequentsetmaybeacandidatesignaturefor addition
to asignature-basedsystem.

� Toconstructapro�le of thenormalnetwork traf�c behavior in anomalydetection
systems[3,25]. As previouslynoted,ananomalydetectionsystemrequiressome
informationabouthow thenormalnetwork traf�c behavesin orderto ascertain
theanomalousconnections.Associationpatternscanprovide thenecessaryin-
formationby identifyingsetsof featuresthatarecommonlyfoundin thenormal
network traf�c data. For example,a Webbrowsingactivity, (almostalwayson
port80andusestheTCPprotocolwith asmallnumberof packets)couldgener-
atethefollowing frequentset:

protocol=TCP, dstPort=80, NumPackets=3.. .6
In addition,associationpatternsgeneratedatdifferenttimeframescanbeusedto
studythesigni�cant changesin thenetwork traf�c atvariousperiodsof time[20]

� Recurrentpatternsin normalor anomalousconnectionscanserve assecondary
featuresto be augmentedto theoriginal datain orderto build betterpredictive
modelsof thenetwork traf�c data.

Mining associationpatternsin network traf�c datais a challengingtaskdueto the
following reasons:

� Imbalancedclassdistribution. Standardassociationpatterndiscoverytechniques
rely on a user-speci�ed minimum supportthresholdto eliminatepatternsthat
occur infrequentlyin the data. For network intrusion data, the proportionof
network traf�c that correspondsto an attackis considerablysmaller than the
proportionof normaltraf�c. As a result,onehasto applya very low minimum
supportthresholdto detectpatternsinvolving theattackclass.This will degrade
the performanceof associationpatterndiscovery algorithmsconsiderablyand
producesanoverwhelminglylargenumberof patternsfor thenormalclass.

Connectionsthat have high anomalyscoresaremostly likely to be attacksand
thosewith low anomalyscoresaremostlikely to benormaltraf�c. For associa-



12 CHAPTER THREE

tion patternanalysis,we chooseconnectionsthatappearin thetop few percent-
ageof anomalyscoresto be the attackclassandthe bottomfew percentageof
anomalyscoresto bethenormalclass.Connectionswith intermediateanomaly
scoreswill be ignored.We thenminethefrequentpatternsfor eachclasssepa-
ratelyusingdifferentminimumsupportthresholds,dependingon thenumberof
connectionsthatbelongto eachclass.If theclassis small,thena low minimum
supportthresholdis chosen. Finally, a vertical associationrule mining algo-
rithm [20,32] is appliedto ef�ciently discover frequentpatternsof eachclass.

� Binarizationandgroupingof attributevalues.Thenetwork intrusiondatacon-
tainsseveralcontinuousattributessuchasnumberof packets,numberof bytes,
anddurationof eachconnection.Theseattributesmustbe transformedinto bi-
nary features�rst beforeapplyingstandardassociationpatternalgorithms.The
transformationcanbeperformedusingavarietyof supervisedandunsupervised
discretizationtechniques.Usingtheoutputscoresof theanomalydetectorasits
groundtruth,MINDS employsasupervisedbinningstrategy to discretizetheat-
tributes.Initially, all distinctvaluesof a continuousattributeis put into onebin.
Worstbin in termsof purity is selectedfor partitioninguntil thedesirednumber
of bins is reached.Gini index is usedto determinethebestsplit. Binning for a
continuousattributeis illustratedin Table3.3.

Table3.3: Discretizationof acontinuousattribute
Class v1 v2 v3 v4 v5 v6 v7 v8 v9

Anomalous 0 0 20 10 20 0 0 0 0
Normal 150 100 0 0 0 100 100 150 100

bin1 bin2 bin3

In addition,thesourceanddestinationIP addressescanbegroupedtogetherby
applyingvaryingsizesof net-masks.For example,thegroup160.94.*.* repre-
sentstheclassB addressfor all IP addresseswhose�rst two octetsare160and
94. However, by doing so, an IP addresswill now belongto multiple groups,
whichmaygiveriseto multiplepatternsdescribingsimilar typesof connections.
For example,if the pattern(SourceIP= I P1, Protocol=TCP)is frequent,then
thepattern(SourceIP= I P10, Protocol=TCP)whereI P1

0
= I P1&mask given

anet-masksize,mustalsobefrequent.

� Pruning the redundantpatterns. Although associationpatternscandetectsets
of featuresthatoccurfrequentlyin thenetwork traf�c data,thenumberof pat-
ternsextractedcanbequitelarge,dependingon thechoiceof minimumsupport
threshold. Someof the patternsareredundantbecausethey correspondto the
subsetsof otherpatterns.For example,giventwo frequentsets:

Protocol=TCP, DstPort=8888,TCP�ags=SYN
DstPort=8888,TCP�ags=SYN

the�rst oneis moredescriptive thanthesecond.If thesupportof thesetwo item
setsis very close,thenthesecondrule is redundant.MINDS appliesa �e xible
pruningschemeto eliminateredundantpatternsby comparingthe supportand
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con�denceof patternsthatsharesimilar features.If thesupportandcon�dence
of suchpatternsarealmostidentical,themoredescriptivepatternis retained.

� Finding discriminatingpatterns.Eventually, thegoalof mining associationpat-
ternsis to discover patternsthatoccurregularly in thenormalclassor anomaly
class,but not both. To do this, we needa measurethat can rank the patterns
accordingto their discriminatingpower. MINDS allows the usersto rank the
discoveredpatternsaccordingto variousmeasures,asillustratedin Figure3.4.
Considera setof featuresX thatoccurc1 timesin theanomalousclassandc2

Figure3.4: Measuresfor orderingpatterns

timesin thenormalclass.Also, let n1 andn2 bethenumberof anomalousand
normalconnectionsin thedataset.Assumingthatweareonly interestedin �nd-
ing pro�les of theanomalousclass,theratioc1=n1 to c2=n2 would indicatehow
well thepatterncoulddiscernanomalousconnectionsfrom normalconnections.
If the proportionof samplesin eachclassis the same,i.e., n1 = n2, thenthe
ratio measureis a monotonefunction of precision. Ratio or precisionaloneis
insuf�cient becausethey often characterizeonly a small numberof anomalous
connections.In theextremecase,a rarepatternthatis observedonly oncein the
anomalousclassanddoesnot appearin thenormalclasswill have a maximum
valueof ratio andprecision,andyet, maynot besigni�cant. To accountfor the
signi�canceof a pattern,the recallmeasurecanbe usedasanalternative. Un-
fortunately, a patternthathashigh recallmaynot necessarilybediscriminating.
TheF1-measure,which is theharmonicmeanof precisionandrecall,providesa
goodtrade-off betweenthetwo measures.

� Groupingthediscoveredpatterns.It is worth noting thatsomeof theextracted
patternscandescribea similar setof anomalousconnections.For example,a
probeor scanmaygiveriseto multiplepatternsthatareverysimilarto eachother
(e.g.,thesepatternsmayinvolvethesamesourceIP addressandportnumber, but
differentdestinationIP addresses).Thus,it is usefulto grouptogethertherelated
patternsbeforepresentingthemto theanalysts.

Theoverall architectureof ourassociationanalysismoduleis shown in Figure3.5.
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As previously noted,MINDS would usetheanomalyscoresof theconnectionsto de-
terminewhetheraconnectionbelongsto thenormalor attackclass.In ourexperiments,
we chooseconnectionsthathave the top 10%anomalyscoreto be theanomalyclass
andthe bottom30% anomalyscoreto be the normalclass. Connectionswith inter-
mediateanomalyscoresareignored.Next, theassociationpatterngeneratoris applied
to eachclassandthepatternsarerankedaccordingto thevariousmeasuresdescribed
above. Theextractedpatternscanbeusedto createsummariesandpro�les for normal
andanomalyconnections.Oncethepro�le for theattackclassis created,a follow-up

Figure3.5: MINDS associationanalysismodule

analysisis oftenperformedto studythenatureof theanomalousconnections.A typi-
cal follow-up analysisinvolvesconnectingvia telnetto thesuspectedcomputerat the
speci�c portandexaminingthereturnedinformation.Anotherpossibilityof analyzing
thesuspectedcomputeris to startcapturingpacketson thatmachineat theparticular
portandto investigatethecontentsof thepackets.

3.5.1 Evaluation of attack summarieson realnetwork data

In this section,we report someof the highestranked (mostdiscriminative) patterns
generatedby the our associationpatternanalysismodule. Thesepatternsrepresenta
summaryof themostfrequentlyoccurringanddiscriminatinganomaloustraf�c �agged
by MINDS anomalydetectionmodule.A typical outputof thesummarizationmodule
for a 10-minutewindow on May 21st is shown in Figure3.4. In additionto theinfor-
mationreportedby theanomalydetectionmodule,thesummarizerhastwo additional
columnsc1 andc2, which areusedto evaluatethequality of rulesdiscovered.Given
a rule, c1 denoteshow many timesthis rule occurredamonganomalousconnections,
while c2 denoteshow many times this rule occurredin normalconnections.Single
network connectionsthatarenot partof a summaryhave dashesin thesecolumns.In
Figure 3.4, light gray coloredconnectionscorrespondto a University of Minnesota
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computerconnectingto a remoteFTP server, which happensto be running on port
5002.Furtherinvestigationof thelocalmachineshowedthatit is alsorunningmultiple
peer-to-peer�le sharingapplications.Theseconnectionswerenot summarizeddueto
thelargenumberof similarconnectionshadlow scores.Thesecondline is asummary
of TCP resetpacketsreceived from 64.156.X.74.This computeris believed to have
beenthe victim of a DoS attack,andwe wereobservingbackscatter, i.e. repliesto
spoofedpackets.Thedarkgraylinesaresummariesof connectionsinvolvedin anFTP
scanfrom a computerin Columbia(200.75.X.2).Thesummaryinvolving destination
port 113, is a summaryof IDENT lookups,wherea remotecomputeris trying to get
the usernameof a user. The summarywith destinationport 119, is a summaryofa
USENETserver transferringa largeamountof data.

Table3.4: Outputof MINDS summarizationmodule
score c1 c2 srcIP sPort dstIP dPort protocol �ags packets bytes 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
31.17 - - 218.19.X.168 5002 134.84.X.1294182 6 27 [5,6) [0,2045) 0 0.01 0.01 0.03 0 0 0 0 0 0 0 0 0 0 1 0
3.04 138 12 64.156.X.74 —– xx.xx.xx.xx —– xxx 4 [0,2) [0,2045) 0.12 0.48 0.26 0.58 0 0 0 0 0.07 0.27 0 0 0 0 0 0
15.41 - - 218.19.X.168 5002 134.84.X.1294896 6 27 [5,6) [0,2045) 0.01 0.01 0.01 0.06 0 0 0 0 0 0 0 0 0 0 1 0
14.44 - - 134.84.X.129 4770 218.19.X.1685002 6 27 [5,6) [0,2045) 0.01 0.01 0.05 0.01 0 0 0 0 0 0 1 0 0 0 0 0
7.81 - - 134.84.X.129 3890 218.19.X.1685002 6 27 [5,6) [0,2045) 0.01 0.02 0.09 0.02 0 0 0 0 0 0 1 0 0 0 0 0
3.09 4 1 xx.xx.xx.xx 4729 xx.xx.xx.xx —– 6 —— ——— ——— 0.14 0.33 0.17 0.47 0 0 0 0 0 0 0.2 0 0 0 0 0
2.41 64 8 xx.xx.xx.xx —– 200.75.X.2 —– xxx —— ——— [0,2045) 0.33 0.27 0.21 0.49 0 0 0 0 0 0 0 0 0.28 0.25 0.01 0
6.64 - - 218.19.X.168 5002 134.84.X.1293676 6 27 [5,6) [0,2045) 0.03 0.03 0.03 0.15 0 0 0 0 0 0 0 0 0 0 0.99 0
5.6 - - 218.19.X.168 5002 134.84.X.1294626 6 27 [5,6) [0,2045) 0.03 0.03 0.03 0.17 0 0 0 0 0 0 0 0 0 0 0.98 0
2.7 12 0 xx.xx.xx.xx —– xx.xx.xx.xx 113 6 2 [0,2) [0,2045) 0.25 0.09 0.15 0.15 0 0 0 0 0 0 0.08 0 0.79 0.15 0.01 0
4.39 - - 218.19.X.168 5002 134.84.X.1294571 6 27 [5,6) [0,2045) 0.04 0.05 0.05 0.26 0 0 0 0 0 0 0 0 0 0 0.96 0
4.34 - - 218.19.X.168 5002 134.84.X.1294572 6 27 [5,6) [0,2045) 0.04 0.05 0.05 0.23 0 0 0 0 0 0 0 0 0 0 0.97 0
4.07 8 0 160.94.X.11451827 64.8.X.60 119 6 24 [483,-) [8424,-) 0.09 0.26 0.16 0.24 0 0 0.01 0.91 0 0 0 0 0 0 0 0
3.49 - - 218.19.X.168 5002 134.84.X.1294525 6 27 [5,6) [0,2045) 0.06 0.06 0.06 0.35 0 0 0 0 0 0 0 0 0 0 0.93 0
3.48 - - 218.19.X.168 5002 134.84.X.1294524 6 27 [5,6) [0,2045) 0.06 0.06 0.07 0.35 0 0 0 0 0 0 0 0 0 0 0.93 0
3.34 - - 218.19.X.168 5002 134.84.X.1294159 6 27 [5,6) [0,2045) 0.06 0.07 0.07 0.37 0 0 0 0 0 0 0 0 0 0 0.92 0
2.46 51 0 200.75.X.2 —– xx.xx.xx.xx 21 6 2 ——— [0,2045) 0.19 0.64 0.35 0.32 0 0 0 0 0.18 0.44 0 0 0 0 0 0
2.37 42 5 xx.xx.xx.xx 21 200.75.X.2 —– 6 20 ——— [0,2045) 0.35 0.31 0.22 0.57 0 0 0 0 0 0 0 0 0.18 0.28 0.01 0
2.45 58 0 200.75.X.2 —– xx.xx.xx.xx 21 6 —— ——— [0,2045) 0.19 0.63 0.35 0.32 0 0 0 0 0.18 0.44 0 0 0 0 0 0

In thefollowing, wepresentseveralexamplesof summarizationoutput.

� Example1
srcIP=IP1,dstPort=80,Protocol=TCP, Flag=SYN,NumPackets=3,
NumBytes=120.. .180(c1=256,c2=1)
srcIP=IP1,dstIP=IP2,dstPort=80,Protocol=TCP, Flag=SYN,NumPackets=3,
NumBytes=120.. .180(c1=177,c2=0)

The �rst rule indicatesthat thesourceof theanomalousconnectionsoriginates
from IP1,thedestinationport is 80, theprotocolusedis TCPwith tcp�ags setto
SYN, thenumberof packetsis 3, andthetotal numberof bytesis between120
and180. Furthermore,this patternis observed256times(c1 = 256)amongthe
anomalousconnectionsandonly once(c2=1)in thenormalconnections.There-
fore, it hasa high ratio andprecision,which is why it is rankedamongthe top
few patternsfoundby thesystem.

At �rst glance,the �rst rule indicatesa Webscansinceit appearsmostly in the
anomalyclasswith a �x edsourceIP addressbut not with a �x eddestinationIP
address.However, thesecondrule suggeststhatanattackwaslater launchedto
oneof the speci�c machinessincethe patternoriginatesfrom the samesource
IP addressbut hasa speci�c destinationIP addressandcoversonly anomalous
connections.Furtheranalysiscon�rms thata scanhasbeenperformedfrom the
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sourceIP addressIP1, followedby anattackonaspeci�c machinethatwaspre-
viously identi�ed by theattacker to bevulnerable.

� Example2
dstIP=IP3,dstPort=8888,Protocol=TCP(c1=369,c2=0)
dstIP=IP3,dstPort=8888,Protocol=TCP, Flag=SYN(c1=291,c2=0)

This patternindicatesa high numberof anomalousTCP connectionson port
8888to a speci�c machine.Follow-up analysisof the connectionscoveredby
thepatternindicatespossibleexistenceof amachinethatis runningavariationof
theKaZaA �le-sharing protocol. KaZaA �le sharingsoftwareis typically used
for sharingaudio,video,andsoftware�les, whichareveryoftenillegal copies.

� Example3
srcIP=IP4,dstPort=27374,Protocol=TCP, Flag=SYN,NumPackets=4,
NumBytes=189200(c1=582,c2=2)
srcIP=IP4,dstPort=12345,NumPackets=4,NumBytes=189200(c1=580,c2=3)
srcIP= IP5, dstPort=27374,Protocol=TCP, Flag=SYN,NumPackets=3,Num-
Bytes=144(c1=694,c2=3)

The patternsabove indicatea numberof scanson port 27374(which is a sig-
naturefor theSubSevenworm) andon port 12345(which is a signaturefor the
NetBusworm). Furtheranalysishasshown thatthereareno fewer than� vema-
chinesscanningfor oneor bothof theseportswithin anarbitrarytimewindow.

3.6 Conclusionsand Futur eWork

Ouroverallgoalis to developMINDS into anoverall framework for defendingagainst
attacksandthreatsto computersystems.Datageneratedfrom network traf�c moni-
toring tendsto have very high volume,dimensionalityandheterogeneity, makingthe
performanceof serialdatamining algorithmsunacceptablefor on-lineanalysis.In ad-
dition, cyberattacksmaybe launchedfrom severaldifferentlocationsandtargetedto
many differentdestinations,thuscreatinga needto analyzenetwork datafrom several
networks in orderto detectthesedistributedattacks.Therefore,developmentof new
classi�cationandanomalydetectionalgorithmsthatcantakeadvantageof highperfor-
mancecomputersandbecomputationallytractablefor on-lineanddistributedintrusion
detectionis a key componentof this project. To detectknown attacks,our approach
will usethe public-domainsignature-basedtechniques,while unknown andnovel at-
tackswill bedetectedusingour anomalydetectionschemes.Accordingto our initial
analysis,the intrusionsdetectedby MINDS arecomplementaryto thoseof SNORT,
which impliesthat they couldbecombinedto increaseoverall attackcoverage.In ad-
dition, MINDS will have a visualizationtool to aid theanalystin betterunderstanding
anomalous/suspiciousbehavior detectedby theanomalydetectionengine.
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The anomalydetectionapproachusedby MINDS is suitablefor detectingmany
typesof threats.Figure3.6 shows threesuchtypes. First typeof threatscorresponds
to outsiderattacksthatrepresentdeviationsfrom normalconnectionbehavior. Second
threattypeis insiderattack,whereanauthorizeduserlogsinto asystemwith malicious
intent.However, themaliciousbehavior shown by suchauseris oftenatvariancewith
normalprocedures,andcanbepickedupasanomalousbehavior by ourscheme.Since
nosecuritymechanismis fool proof,anundetectedsuccessfuloutsiderattackcreatesis
equivalentto aninsiderattack,andthesameideasapply. Third threattypecorresponds
to a situationwherea virus/worm hasenteredanenvironment- eitherundetectedby a
perimeterprotectionmechanismsuchasvirusscanof attachments,or throughbringing
in of aninfectedportablehardwaredevice,e.g.a laptop.Theunusualbehavior shown
by suchamachinecanpotentiallybedetectedby ourapproachof analyzinganomalous
behavior.

MINDS Research


 
 Defining normal behavior

 
 Feature extraction

 
 Similarity functions

 
 Outlier detection

 
 Result summarization

 
 Detection of attacks


Outsider attack


Insider attack


Worm/virus detection

after infection


Figure3.6: Threetypesof threatsthatcanbedetectedby MINDS anomalydetection
module

A numberof applicationsoutsideof intrusiondetectionhavesimilarcharacteristics,
e.g. detectingcredit card and insurancefrauds,early signsof potentialdisastersin
industrialprocesscontrol,earlydetectionof unusualmedicalconditions- e.g. cardiac
arrhythmia,etc.Weplanto exploretheuseof our techniquesto suchproblems.
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