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Summary
• It’s not different from offline 

research
– Except where it is!

• Evaluation follows the same principles
– But may bring forward different 

questions



Dividing Up the Space
• Online Recruitment of Subjects
• Online Surveys
• Observing Online Behavior
• Experimenting in Online Environments
• Delivering Experiments Online
• … and plenty more

Online Recruitment
A Researcher Proposes to:
• Conduct a study of Gay men seeking 

sex online, recruiting subjects via:
– Keyword-linked Google ads
– Advertisements on Gay sex sites
– Researchers entering Gay chat rooms to 

recruit subjects individually
What are the issues here?



Recruitment Issues
• Is this the right subject pool?

– Risk of bias (lack of random sample)
• Consider alternatives to validate subject pool

– Minors or others who should be ineligible
• Appropriate informed consent

– Understanding how people read online
– What degree of risk?  What degree of consent process?

• Risks of fraud
– Repeat subjects seeking multiple payments

• Risks of subject confidentiality
– What trail is left behind on subject’s computer?  Logs?

Some Lessons from 
MINTS

• Men’s Internet Study
– Internet-recruited Latino men who have 

sex with other men



Informed Consent Online
• Online reading different from print

– Jumping around, hypertextual
– Skimming, not reading
– Bullets, not sentences
– Nobody reads long consent forms
– Harder to read on screen

• Solution:  Chunked consent with 
active consent statements

Chunking Consent: How Internet consent differs from conventional

Design considerations: Note common use 
large portions of white space to focus



Chunk 2:

Chunk 3:



Links to more detailed page:

Section 1: how we will treat the personal information provided



Section 2: Explaining a “Certificate of Confidentiality” and 

limits of confidentiality

Chunk 6: Ways of asking questions prior to participation



MINTS-I Data

Online Surveys
A Researcher Proposes to:
• Conduct an online survey, of existing 

research subjects, through 
SurveyMonkey

What are the concerns?



Online Survey Concerns
• Data integrity and security

– Can you trust SurveyMonkey site?
• Doesn’t require secure link
• Many routes through which data can be 

obtained and/or changed
– What alternatives exist?

• Professional survey tools run by your IT 
group (e.g., limesurvey)

• Outsource surveying to reliable vendor who 
is experienced with research integrity

But There’s More!
• Survey design may raise ethical 

questions:
– Are there options to skip questions?
– Can these be invoked after an initial 

answer
– Potential coercion later in a paid survey

• And what other identifying 
information do you receive?



Observing Online 
Behavior

• A Researcher Proposes to:
– Study online social networks in FaceBook

• Joining Facebook networks and groups 
where possible

• Collecting data about what people make 
visible to those they haven’t “friended”

Issues To Consider
• Expectations of Privacy vs. Reality

– This is a tough one; research continues 
to show that users are surprised when 
information they make public is later 
used.

– A useful line:  what is actually public 
behavior vs. behavior normally only seen 
by a limited group



Experimenting in Online 
Environments

• Researcher 1 wants to:
– Pose sets of questions in online Q&A 

sites, paying for answers when 
appropriate, and studying the answers

• Researcher 2 wants to:
– Repost old messages in online cancer 

support discussion groups, varying the 
rhetoric and observing the results

Issues to Consider
• Is there any risk here at all?

– May depend on how much the research 
activity risks perturbing the group
• Small percentage, unnoticed, no risk
• High percentage, notices, possible risk

– Is there ever a need to inform 
“subjects?” Is this human subjects 
research at all?



Internet Delivery
A researchers proposes to:
• Deliver an innovative HIV-prevention 

system online, logging user actions 
and behaviors.

Risks to Consider
• How is the data protected?

– On the client end (monitoring, 
encryption, etc.)

– On the server end (OS protection from 
viruses, account access limitations, 
hacking, firewalls, and more)

This is not something for the non-
expert to undertake:  Involve IT 
experts at your university.



A Few General Rules
• Don’t Over-React

– If it would be OK to do the research in 
a public park or mall, it’s probably ok 
onlne

• Don’t Under-Prepare
– If you’d require a “locked file cabinet”

then you need equivalent (and perhaps 
more extensive) computer guidelines.

More General Rules
• Flexibility is Necessary

– Online consent, online payment 
mechanisms are very different from 
conventional

– The online environment changes very 
rapidly

• Make sure research teams have the 
needed expertise (co-PI, IT staff)



Some Useful Principles
• Anonymity has trade-offs against

– Inducements (payment trails)
– Data integrity

• Security that makes work too hard 
gets circumvented!

• There are significant cost/benefit 
trade-offs

Q&AQ&AQ&A


