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Abstract. Given a collection of sensors monitoring a flow network, thebem
of discovering teleconnected flow anomalies aims to idgmstifongly connected
pairs of events (e.g., introduction of a contaminant anckitsoval from a river).
The ability to mine teleconnected flow anomalies is impdrfan applications
related to environmental science, video surveillance,teamtsportation systems.
However, this problem is computationally hard because efléihge number of
time instants of measurement, sensors, and locations.pHpisr characterizes
the computational structure in terms of three critical $ag#t) detection of flow
anomaly events, (2) identification of candidate pairs ofnéseand (3) evalua-
tion of candidate pairs for possible teleconnection. Thst fask was addressed
in our recent work. In this paper, we propose a RAD (Relatign#\nalysis of
spatio-temporal Dynamic neighborhoods) approach forss2egind 3 to discover
teleconnected flow anomalies. Computational overheacdisght down signifi-
cantly by utilizing our proposed spatio-temporal dynaneghborhood model as
an index and a pruning strategy. We prove correctness angle@ness for the
proposed approaches. We also experimentally show the@ffafaour proposed
methods using both synthetic and real datasets.

1 Introduction

This section first presents the application domain, folldg the problem statement,
challenges, related work, contributions, and the scopeatithe of this paper.
Application Domain: A teleconnection represents a strong interaction between

paired events that are spatially distant from each otherekknown example of tele-
connected event pair involves the warming of the easterifipaegion (i.e. El Nifio)
and unusual weather patterns throughout the world [1]. énUhited States, telecon-
nections often occur in air travel when a local weather ¢isom of a single airport
(e.g., Chicago) causes other major airports (e.g., New Witk Atlanta, etc.) to delay
or cancel flights. Indeed, many events in everyday life digplatterns related to other
events occurring a distance away. One type of teleconnesteat of special interest
to scientists occur in environmental systems when a contambienters a river (e.g.,
an oil spill) and then vanishes (e.g., the removal of the @ilnatural or man-made)



Fig. 1. Dead Zone, Gulf of Mexico [5] (Best Viewed in Color)

downstream. Identifying these teleconnections in envirental systems is important
to maintain high water quality, one of the major global chatjes facing humanity ac-
cording the the United Nations [2]. When contaminants emier networks, they create
problems for drinking water sources and point to the needeatify when and where
the contaminant entered and exited the river network [3, 4].

For the past several years, environmental engineers aedtists have been ac-
tively studying contaminants in water by placing advancedissrs along streams or
rivers [6]. One of the greatest challenges in this field, h@weis to understand how
contaminante&merge(i.e., when and where a contaminant may enter) and how they
vanish(i.e., when and where a contaminant is removed). Paiesrargingandvanish-
ing events may be teleconnected. A single contaminantemagrgeas a result of rain
fall and thenvanishdownstream in natural catchments (e.g., Dead Zone in thedsul
Mexico in Figure 1). For example, nitrate (a component dilfieer) may emerge from
storm water runoff (i.e., process of nitrification) and \s&indownstream as a result of
biological transformation (i.e., process of denitrificaf]. Although there exist several
known locations for vanishing events, studies using masarze methods show that
only a fraction of the entering contaminants are “caugh}’ Petermining when and
where all of these contaminantanishin the river is an open area of study in environ-
mental science with many potential benefits. For exampleh sesearch is possible to
reduce economic costs and the environmental impact of gon&ion by limiting the
location of man-made remedies [7] to areas where naturalegees are shown to be
inadequate for removing contamination. Thus several enuiental scientists (e.g. our
collaborators Novak and Arnold) have expressed the needrfafficient and robust
method to discover teleconnections between tle@sergingandvanishingevents.

There are other important and interesting applicationstHerdiscovery of tele-
connected events outside the realm of environmental seiagevell. In transportation
systems, identifying the time and the location o telecotetecongestion may be im-
portant for commuters when choosing the best route to takeideo surveillance,
authorities want to be able to determine the time and souremuasual events such
as unattended bags being left (ieenergé or picked up (i.e.yvanishing at an airport
terminal. Monitoring thousands of surveillance video @tns may result in expensive
manual investigations to identify these events. Thusgtisea need to efficiently detect
these teleconnected relationships.



Problem Statement: Given a collection of sensors where each sensor has a time
series of measured variables, the teleconnected flow agalisabvery problem identi-
fies strongly connected pairs of events. We are mostly istedan flow anomaly events
and pairs oemergingandvanishingevents. We define this notion informally here and
formally in Section 2. Flow anomalies represent time-pasiwith a (user-defined) high
fraction of time-instants having significantly differeadings across pairs of adjacent
sensors. For example, if no pollution events exist withiiverrthen all the observations
seen at each sensor along the river will be similar. If a piolifuevent occurs between a
pair of sensors at a single time instant, then a transientdlowmaly has been found. A
persistent flow anomaly may consist of several transientdloamalies and several ob-
servations that appears to be normal. A persistent flow alydimand between sensors
is considered dominant if it is not a subset of any other floanaaly event occurring at
this location. Anemergingflow anomaly may be found upstream (e.g., at an industrial
outfall) whereas &anishingflow anomaly event may be found downstream (e.g., as a
result of degradation).

Mining teleconnected flow anomaly events is computatigr@hbllenging for many
reasons. First, a single flow anomaly event may consist ofefalthat may not be
anomalous, but are important for the event itself. This makadifficult to use the dy-
namic programming principle for designing an algorithmc@&wd, the temporal length
of each flow anomaly may vary. This makes fixed window-baseddigms unnatural.
Third, there may be a large number of possible location®fergingandvanishing
flow anomaly events across all node paths and time paths inefveork and all paths
and time-instant paths must be searched to identify tefeaxted relationships. In addi-
tion, teleconnected flow anomalies may consist of one-&-ome-to-many, or many-to-
many relationships betweamergingandvanishingflow anomaly events. Identifying
the relationships between flow anomaly events creates a tangber of combinations
across the entire network. Finally, the length of time semy be very large due to the
potentially infinite nature of time.

Related Work: To the best of the authors’ knowledge, no techniques have bee
reported in the literature to find flow anomalies across ainesnétwork and then iden-
tify the relationship between these events. The most iklahnique, called SWEET,
is our preliminary work [8] that introduced the problem ocidvering flow anomalies
for a pair of adjacent sensors addressing the first critasi tdentified in the abstract
for the overall problem of discovering teleconnected flowraalies. Computation time
for SWEET was reduced significantly by introducing the cqtsef a smart counter
and a pruning strategy. Briefly, the smart counter allowed=EWto scan the time se-
ries once to identify the transient flow anomalies and thaipigstrategy reduced the
number of candidates (i.e., time periods) to be analyzedsé&hlgorithmic innovations
reduced computation time costs by orders of magnitude. ¥ample, for a long time
series, SWEET reduced the execution time from hours to siscétowever, SWEET is
limited to finding flow anomalies between only two sensorsaarthot identify the tele-
connected relationship between multiple flow anomaliesioowy at different locations
and time periods.



In order to make this paper complete, the related work on floenzalies presented
in our previous work [8] is also presented here. Relatedalitee to flow anomalies
may appear to occur in string matching, time series analglsig stream correlations,
clustering, and outlier detection. In string matching, Aeti al. uses an inverse string
matching method that maximizes and minimizes the numberisinaiches [9], and
Lee et al. proposes a similar method using wild cards [10lvéler, these techniques
use an exact matching technique whereas flow anomalies ané fgsing a statistical
measure because an exact match may not occur in our problemimldn time series
analysis, several methods assume that the basic propedgnaimic programming of
sub-optimal substructure exists in their problem domaig.(gd1]). However, a per-
sistent flow anomaly may have subsets that may not be anomataich violates this
basic principle of dynamic programming. In data streamalations, relationships be-
tween streams are identified using a correlation measure dixéd sliding window.
Chan et al. found local correlations between multiple daass using a sliding win-
dow [12]. Global relationships between data streams wes@ falund using a sliding
window to summarize the entire data stream [13]. Multiple-gefined sliding win-
dows were used to find correlations based on a query [14]tyRand similarity of data
streams were found using a fixed sliding window [15]. Howeuse of a fixed win-
dow presupposes that the domain specialist knows the darafithe unexpected event
(e.g. Rain Events). Also, there may be multiple events aaugibetween multiple data
streams having anomalous events of variable sizes. Inecingt methods that focus
on moving clusters (e.g. [16]) or cluster transitions (€1@]) often require the need of
spatially dense datasets to identify each cluster. Howé@eer anomalies may exist in
spatially sparse datasets, limiting the ability of thesestdring techniques to discover
each event. Basic outlier detection techniques (e.gt {A8% may detect transient flow
anomalies and persistent flow anomalies (at 100% missnithe instants) if flow is
considered (e.g. [19, 20]). However, these techniquesraitet in finding all persistant
flow anomalies since they may miss several patterns whenigreatched time instants
is less than 100%.

Identifying relationships across multiple sensors pressaveral challenges such
as identifying whether a pair of flow anomaly events that mayspatially distant are
in fact related based on their spatio-temporal neighbathBaisting approaches have
modeled these relationships as a spatial neighborhood asircepts such as modeling
vector fields (e.g. [21]). However, teleconnected relatiops cannot be found using
these models to find pairs @&mergingand vanishingflow anomaly events because
neighborhoods are only defined by their spatial proximifyat®-temporal relation-
ships have been discovered while assuming that the temgionahsion is fixed [22].
Whereas in the teleconnected flow anomaly problem, thereexiy spatio-temporal
relationships having variable temporal lengths.

Contributions: In this paper, we propose a Relationship Analysis of spatioporal
Dynamic neighborhoods (RAD) approach for steps 2 and 3 {ifileshin abstract) of the
overall problem of that utilizes several inherent progsrtif the problem to efficiently
identify teleconnected flow anomaly events across an eméitwork. In summary, this
paper makes the following contributions:



1. We define new key concepts that utilize our proposed spatiporal dynamic
neighborhood model.

2. We propose a new interest measure to discover telec@thiéoiv anomalies

3. We propose a novel RAD method to discover teleconnecteddimmalies.

4. We propose several design alternatives: “On the Fly"tisgamporal Dynamic
Neighborhood, and a pruning strategy.

5. We prove the correctness and completeness of all proamgedaches.

6. We experimentally evaluate our proposed methods usimysiic and real datasets.

Scope and Organization:The following issues are beyond the scope of this pa-
per: (i) inferring the travel time from the dataset, thatlig travel time is given as part
of the input for the teleconnected flow anomaly problem,g@hsor placement within
the network (e.g. [23]), (iii) non-point source flow anonesli(1:M and M:N) are not
discovered, that is, flow anomalies only occur between adjasensors, (iv) complex
networks, that is, only a tree network is examined in thisgpa) only singleton neigh-
borhoods are explored, (vi) anomalies occurring beyondé¢hef known sensors in the
network, and (vii) arbitrary event relationships, thatasly emerging and vanishing
event types are explored.

The rest of the paper is organized as follows. Section 2 ptegbe basic con-
cepts and the problem statement of discovering telecoad@oiv anomalies. Section 3
presents our proposed RAD method, its design decisionghaiodetical analysis. Sec-
tion 4 gives the experimental evaluation and Section 5 ecmted the paper and discusses
future work.

2 Key Concepts and Problem Statement

In this section, we first introduce key concepts for modetimg spatio-temporal dy-
namic neighborhood relationship and then, introduce dfirs to characterize telecon-
nected flow anomalies. Finally, we give a formal descriptibthe problem statement.
Figure 2 illustrates the spatio-temporal dynamic neighbod model with six spatio-
temporal locations where the distance between each spetgiibor is one unit length.
Figure 3 depicts the discovery BfnergingandVanishing=low Anomalies respectively.
In this example, the input and output is simplified for illagton by using a unit length
of 1 between each sensor and assuming the travel time atrestahtiis given.

2.1 Key Concepts

A spatio-temporal sefT is denoted as$T = {st1, sta, ..., st }, Wherest; =
{si,t;} ands; represents a spatial location atydrepresents a time instant. Figure 2
gives an example of six location§sy, s2, . . ., s¢ }. A sensor observatiorf,(st;), may
be associated witl;, t;).

A vector (e.g. velocity) field}/ (st) or V (s, ), is also associated withT' wheres
is the spatial location of the sensor anid a time instant that maps ea¢h;,¢;} to a
velocity vector.
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Fig. 2. Spatio-Temporal Dynamic Neighborhood Example

Definition 1. A spatio-temporal dynamic neighborhood relationship esdlssociation
between tw'T locations.

Definition 1 can be formally expressed by the direcdeB (st;, st;, ti) wherest; =
(si,t;) is a neighbor okt; = (s, ;) if and only if a particle ak; in time instant; will
be propelled by the velocity field (s, t) to reach location; on time instant;.

Figure 2 illustrates an example of a spatio-temporal dynareighborhood. For il-
lustrative purposes only, suppose the velocity field inéismple is a constant function
valuedd, i.e., it is a uniformly flowing field with a unit speed dowresaim of 1 and the
unit length between each spatially adjacent neighbor ot 1; A 1, suppose we drop a
particle at each spatial location and wait one second {j.e=, 2). Based on the veloc-
ity field, the particle at each spatial location will traveleounit in length downstream
and reach its adjacent neighbor. For example, at time insfar 1 andt; = 2, the
neighbor fors; is sq, i.e., NB((s1, 1), (s2,2)). Likewise, the neighbor fos, is s3 and
the neighbor o, s3 is s4, and the neighbor of, is s5. Suppose we wait an additional
second {; = 3) after we initially drop the particle a; = 1 at each sensor. Then,
the spatio-temporal neighborhood changes and the pastickeavel an additional unit
length. Thus, as shown in Figure 2b, the neighbor whena 1 andt; = 3 for s; is s3
andsg, so IS s4, andss is s5 where the total distance traveled is 2 units in length. This
simple example illustrates that a spatio-temporal neighdimd can change over time
due to the flow within the network.

NeighborsN (st;, t) of a ST location based on a spatio-temporal dynamic neigh-
borhood relationship can be formally characterizefisag|st; € ST, N B(st;, st;j,t) =
True}, wheret;, represents the travel time frospto s;. Figure 2 gives an example of
where the neighbor ¢f; is s, when the velocity starting at = 1 (i.e.,V (s,¢) = 1) and
we wait one second { = 2). N (st;, tx) is considered a singleton neighborhoodif it has
only one element. Identifying neighborhoods for all pathd eime-instant paths may
be very challenging because a directed acyclic graph magevaerd disperse, creating
an exponential number of paths and time-instant paths dileto

A spatial neighborhood gives the relationship of adjacecationss; ands;, whereas
a spatio-temporal dynamic neighborhood gives the relakigmof a pair of locations;
ands; at different travel times. For example, the spatial neighlods; in Figure 3a is
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Fig. 3. DiscoveringEmergingand VanishingFlow Anomalies Example (Best Viewed in Color),
TT(ss,t;) represent/|V (si, t;)|, i.e. travel time to downstream sensor at unit distance.

s2, whereas the spatio-temporal neighbosphaving a travel time of 2 (i.et; — t;)
aress andsg.

Definition 2. A transient Flow Anomaly (tFA) is a triplest;, ¢, ©.) where the differ-
ence between corresponding observations (i.e., accagftdirthe velocity field) from a
sensor and its neighboring sensors is larger than the givesr ¢hreshold,©..

Definition 2 can be formally expressed in Equation 1.

tFA(Sti, tk, 96) — {f(stl) — AVG(f(Stj)lstj S N(Sti,tk)) > 96} (1)

There are two types of transient flow anomalies, nametyergingandvanishing
An emergingtFA (etFA) is defined by F A(st;, t,) < —6. whereas aanishingtFA
(VtFA) is defined byt F A(st;, ti.) > ©.. For simplicity, Figure 3b gives examples of an
emergingandvanishingtFAs for singleton neighborhoods. As can be seerraarging
tFA occurs at time instant 1 between and ss having a value of -90 when the error
threshold is 10 and @anishingtFA occurs at time instant 3 betweesands,.

Definition 3. A persistent Flow Anomaly (pFA) is a 6-tuple;, tx, ts, te, Oc, Op) if
and only if(s;, t5, ©.) and(s;, t., ©.) are transient flow anomalies, and @, fraction

of time instantg in time-intervallt,, t.] are associated with transient flow anomalies
(< Si,t >, tk, @e)-

Definition 3 can be formally expressed in Equation 2.

pFA[si, ti,ts,te,Oc, Op] = (tFA((Si,ts),tr)) & (FA((si,ts),tk)) &

te

> tFA((si,t), tr)
(s >6,) (@

time interval length(te — ts) —

Persistent flow anomalies are classified as ei#reergingwhen its tFAs are all
etFAs, vanishingwhen its tFAs are all vtFAs; otherwise, they are neitheruFeg3b



gives an example of an epFA for the time interval from 1 to 3Jaetns, ands, having
three etFAs and no vtFAs when thg, = 0.5.

Definition 4. A dominant persistent Flow Anomaly (dpFA) is a pFA that issxstibset
of any other dpFA.

A dpFA may be characterized as either @mergingdpFA (denoted as eFA) or
a vanishingdpFA (denoted as vFA) based on the type of its pFA. Figure 8ggan
example of aremergingdpFA during time instants 1 to 3 between ST locatiens
andss. According to the persistent flow anomaly definition, timstamts 1 and 3 each
satisfy the persistent threshold and its definition. Howdime instants 1 and 3 are not
a dpFA because they are a subset of a larger dpFA for perio@1 to

Definition 5. A teleconnected Flow Anomaly (telFA) is an eFA and a vFA pheit are
related via a velocity field.

Intuitively, a telFA may represent a contmination (an eH&poed up later (VFA) by
a natural or man-made process. Definition 5 can be formaflyessed in Equation 3.

telFA(eFA(s] g, th, 1L, 08, 0)), vF A(s] 13,12, 12, 02, 02))V (s, 1}), <=

ssler sy bes PR

J(s?,t3) s.t. {t; € [t5, ]y AND {7 € [t2, %]}

AND {NB(< sj,t; >, < s3,t2 >)} (3)
wheres! ands? is the starting location in the eFA and the vFA respectivehtlie time
period oft, to t..

Figure 3b gives an example of one telFA consisting of one giedi¢d 1-3, between
s1 ands;) and one VFA (period 3-6, betweep ands,). For simplicity, suppose that
in this example, the unit length between each immediatenheigis 1 and the velocity
field is 1. Whert; = 1 and the travel timeé, = 2, the neighbor of; is s5. Likewise, at
t; = 2 andt; = 3, the neighbor oft; is againsts. A teleconnected flow anomaly may
be statistically interpreted to identify emerging and gaing events. Those events that
do not satisfy the criteria for a emerging or a vanishing aalyrare not considered to
be a telFA.

2.2 Problem Statement

The teleconnected flow anomaly discovery problem can beettfis follows:

Given: (1) A directed acyclic network consisting of ST locatior) A set of observa-
tions at each ST location for= 1. .. n, wheren is the length of the time series; (3) The
relevant aspects of the velocity field are represented biydleel time information from
each sensor to its neighboring sensor at different staetitistants; (4) An error thresh-
old ©.; (5) A persistent threshol@,; and (6) A spatial neighborhood (W-Matrix [24])
which maps the spatial locations to a boolean value.

Find: All Teleconnected Flow Anomaly relationships.

Objective: Minimize the computational costs.

Constraints: The directed acyclic network has a tree structure.



Phase I: Phase II: Phase IlI:
Identify Flow > Identify Candidate > Identify
Anomalies Pairs of Flow Anomaly Teleconnected
Events (Pruning) Flow Anomalies (NB)

Fig. 4. RAD Approach

Example.Figure 3a gives an example of an input time series for fous@enwhere
the travel time is the temporal length when one observasoexpected to be made
between each spatially neighborhood sensor. Figure 3l gimeexample output of a
teleconnected flow anomaly consisting of one eFA and one vR&nwthe error thresh-
old is zero and the persistent threshold is 0.5. The eFA ket locations; and
s9 occurs for time period 1 to 3 and satisfies the persistensitiold, is dominant, and
emerging. There are tweanishingflow anomalies. The first vFA occurs between
andss for the time period 7 to 9 and the second occurs betwgemds, for the time
period of 3-6. These events avanishingbecause the degree of change is negative.
Also, they both satisfy the persistent threshold and areiamt. Based on the spatio-
temporal dynamic neighborhood model, whgn= 1 and the travel time, = 2, the
neighbor ofs; is s3. Likewise, att; = 2 andt; = 3, the neighbor o§; is againss. The
VFA observed in period 7-9 betweap ands; is not linked to the eFA found between
s1 andss because the travel timé,) betweens; andss is not part of the neighborhood
at 7-9 when the travel timg is between period 1-3.

3 Mining Teleconnected Flow Anomaly Events

In this section, we first introduce our proposed RAD (Relatap Analysis of spatio-
temporal Dynamic neighborhoods) approach. We then exgkrdesign decisions in
the approach and provide its theoretical analysis.

3.1 RAD Approach

This section presents the RAD (Relationship Analysis ofisg@mporal Dynamic
Neighborhoods) approach to discover teleconnected flownaties amongmerging
andvanishingflow anomalies. The RAD method has three phases, naideftify flow
anomaliesidentify candidate pairs of flow anomaly evergadidentify teleconnected
flow anomaliegFigure 4).

Phase [: Identify Flow Anomalies. This phase is concerned with identifying all
the flow anomaly patterns across the entire network thasfgatie dpFA definition
(Definition 4). Each pair of ST locations is analyzed baseé@ospatial neighborhood
as defined by the W-matrix. For each pair of neighboring sendlow anomalies are
retrieved using the SWEETmethod.

! To keep this paper self-contained, key ideas of SWEET amusi®d in the Related Work
(Section 1). Due to space limitations, readers intereste@fcouraged to see [8] for details.



Phase II: Identify Candidate Pairs of Flow Anomaly Events.This phase is con-
cerned with identifying pairs oémergingand vanishingflow anomalies that can be
validated in the third phase. Candidate pairs are formedhbeytoss product of eFAs
and vFAs. Apruning strategy is introduced to reduce the number of candidates.

Phase llI: Identify Teleconnected Flow AnomaliesThis phase is concerned with
identifying all the teleconnected flow anomalies (Definitib) based on the dpFAs
found in the first phase. For a pair emergingandvanishingflow anomalies respec-
tively, their expected and actual travel times are founde €kpected travel time is
found based on the pair of time instantsandt; at the time periods for themerging
andvanishingflow anomalies respectively. The actual travel time can bed$On the
Fly” or using our proposed spatio-tempolginamic Neighborhood If the expected
travel time is the same as the actual travel time for all tinstants in themerginglow
anomaly, then a teleconnection is found.

The composition of the phases may be executed sequentigia@ipeline manner.
A sequential approach executes Phase | until completitioyfed by the second phase
and then the third phase. By contrast, in the pipelined amtroPhase 1l is executed
after a few eFAs and vFAs are determined in Phase I.

The rest of the section describes the design decisionseahipliPhase Il and Phase
Il (Due to space limitations, we omit significant design ideans made for Phase I;
these are detailed in our previous work [8]). We begin with$thlll because it is easier
to describe our pruning strategy for Phase Il after defining'@n the Fly” and spatio-
temporal Dynamic Neighborhood methods.

On The Fly The “On the Fly” design decision identifies the travel timévieen the
spatio-temporal locations betweenemerging=A and avanishingFA by traversing the
path between the two locations. For example, Figure 3b dgiveg examples of dpFAs
found between ST locations: (1) Betweenand s, for period 1 to 3, (2) Betwees,
and sz for period 7-9, and (3) Betweesy and s, for period 3-6. After all the dpFAs
have been found, the teleconnected flow anomalies are @issyv

In this example, there is one emerging flow anomaly (eFA) betws; ands,; and
the other two are vanishing flow anomalies (vVFAs). There & piossible pairs of
dpFAs that may be teleconnected and will need to be analy&est, the eFA found
betweers; ands, and the vFA found between andss are analyzed by checking their
pairs of time instants. In the eFA, the expected travel timeftime instant 1 (t=1) and
time instant 7 (t=7) in vFA is found by taking its differeneehich is 6. The actual travel
time is found by traversing the path framto s2, shown in the spatial graph in Figure 3,
which is a subset of the spatial graph in Figure 2a, startir{tFa) which is one. This
on-the-fly computation may be based on a general path cotgrutdgorithm such as
Dijkstra’s [25] or A* [26], or a custom algorithm for trees. We used a custom algaori
for trees which has a linear (i.e., number of nodes and eagesplexity. For this eFA
and a vFA pair, not every time instant in the eFA is a neighlbith®vFA and there is no
teleconnected relationship. Then, the next eFA (betwgeamds,) and vFA (between
s3 andsy) pair is evaluated. Here, a check of every time instant irethe with the vFA
reveals a teleconnection relationship. For example, theeted travel time between the
eFA and the vFA at their respective first time instargt is 1 = 2. Also, the travel time



Algorithm 1 Generation of the Spatio-Temporal Dynamic Neighborhodd)(D
Inputs:
— The travel time at each ST locatidfif [M][N]

Outputs:
— Spatio-Temporal Dynamic Neighborhood (DN)

Algorithm
1: DN[N][N][M] <O
2: for each pair of ST locations,; ands; wherei, j=1 to M and a directed path exisi®
3:  for each time instant,, =1 to Ndo

4: actualTT =0
5: for each ST location,, from s; to s; att; do
6: actualTT += TTkg][tx+actualTT]
7 end for
8: DN[s;][sk][tx] = actualTT
9: endfor
10: end for

11: return DN

from s; to s3 starting at 1 is also 2. Thus, each neighbor in eFA is a neigbfoat least
one time instant of the vFA resulting in a teleconnection.

Dynamic Neighborhood The Dynamic Neighborhood based design decision uses
a pre-computed spatio-temporal Dynamic Neighborhood éntity the actual travel
times between themergingand vanishingflow anomalies (denoted as RAD-index).
Unlike the RAD-fly approach, the actual travel time can beedatned using the Dy-
namic Neighborhood index for the RAD-index approach. If éxpected and actual
travel times are equal for all time instants in #raerginglow anomaly, then a telecon-
nection has been found.

Algorithm 1 gives the pseudocode for the construction ofgpatio-temporal dy-
namic neighborhood (stDN). The stDN approach has one immaisting of the travel
time (TT) required between each spatial neighbor of eacle mdavery time instant.
The travel time is generated based on the velocity field withé network. The output
for Algorithm 1 is the spatio-temporal dynamic neighbortidgself.

The spatio-temporal dynamic neighborhood (DN) consistshode dimensions:
(1) the starting ST location, (2) the ending ST locationg thaarticle may arrive at,
and (3) the starting time instant. Initially, each elementhie DN matrix is set to zero
(Line 1 of Algorithm 1). Each pair of ST locations;(ands;) is analyzed where a di-
rected path exists between these two locations (Line 2 obrtlgm 1). At each time
instantt;, for the entire time series, the path betweeands; is traversed to calculate
the total travel time (Line 3-6 of Algorithm 1). The total el time betweers; ands;
at time instant;, can then be stored in the DN matrix (Line 8 of Algorithm 1). The
process continues until all time instants are examineddohgair of ST locations and
the DN is returned (Line 11 of Algorithm 1).



Table 1. Execution Trace for the Construction of the spatio-temipbyaamic Neighborhood

Time Instants
Edge [1]2(3(4(5|6|7|8|9|10
s1 — s2(1|1(2(1|1|1({1|1|1| 1
so — s3(1|1(1({1|1|1({1|1|1| 1
s3 — s4(1|1(1({1|1|1({1|1|1| 1
s1 — 83(2|2(3(2|2(2|2|2|2] -
s1 — s4/3|3[4|3(3|3(3|3|-
so — 54|2|2|2|2(2|2(2|2|2]| -

Table 1 gives the execution trace of the construction ofplag¢is-temporal Dynamic
Neighborhood from the example in Figure 3. The first threesrowthe table give the
input travel times for each edge, to so, s» 10 s3, andss to s,4. First, the pais; andss
is analyzed to get the total travel times startingtatand arriving aks. The travel times
are obtained at each edge from the start to its destinatmmeXample, time instant 1,
starting ats; has a travel time of 1 te;. Then, at time instant 2 ok, the travel time is
again 1. Thus, the total travel time starting at time instafinom s, to s is 2. The travel
times may vary across the times series and at multiple eéfigesxample, the travel
time froms; to s, at time instant 3 is 2. The travel time frosg to s3 at time instant 5
is 1. Thus, the travel time fromy, to s3 starting at time instant 3 has a total travel time
of 3. The dashes in this table represent unknown informdtemause the travel time is
not available during part of the path. This process is caiihfor all node pairs and all
time instant pairs until all the travel times are found asmhn Table 1.

We acknowledge that the storage cost may be an issue whemihieen of time
instants grows, there is no periodicity, and travel timetflates greatly over time. We
plan to address this in more detail in future work. Our cursaurce of real data, a
sensor setup at Shingle Creek, MN, does not require modefimglarge number of
possibilities for travel time between adjacent sensor padie to periodicity, low vari-
ation in elevation, rainfall amount, and snow melt-rates.

Pruning A key pruning design decision can be applied to the secondepivhen the
candidate pairs are identified. In this phase, we can prupeanrishingflow anomalies
(VFA) where each vFA is not a neighbor of the first time ins{aiime) of anemerging
flow anomaly. The pair of ST locations are analyzed for a sipgith in a tree network
starting at the root node. As dpFAs are found, for any éwergingandvanishingflow
anomalies, the expected travel time can be determined lmastir time periods and
the actual travel time can be found “On the Fly” or using thatEptemporal dynamic
neighborhood. If there exists at least @meerginglow anomaly whose first time instant
is a neighbor to aanishing then this vFA is added to the dpFAs. All othemerging
flow anomalies are also placed in the dpFAs. In future, we f@axplore other pruning
methods such as those found on spatial relationships é&.cestor-descendant) among
sensors.

For example, Figure 3 gives the input and output used in ttasple and Table 1
contains the travel times at all node and time instant phairphase 1, the first pair of



ST locations §; ands,) is analyzed for dpFAs. The SWEET technique discovers one
emerging dpFA during the period of 1 to 3. The second pair old&&@ations ¢, and
s3) is analyzed and a vanishing dpFA is discovered. In the skpbiase, this vFA is
checked for a teleconnection with the first time instant gf @RA. Examining the eFA
found previously within this vFA reveals that the total &htime froms; to s, starting
at time instant 1 is 1 as also shown in Table 1. This vFA caned balid telFA with
any eFAs found so far and nor can any other eFA found in thesdabe linked to this
VvFA. Thus, this vFA is not added as a dpFA. Finally, the lastislaing dpFA found
from period 3-6 is analyzed. If we examine this vFA with theggoral eFA discovered
earlier we find that the total travel time frosa to s3 at time instant 1 is 3 and that the
expected travel time between the eFA and vFA pair is also Beafitst time instant.
Thus, this vFA is a possible telFA and is considered for eatadbum.

Lemma 1. The pruning based on the first time instants is a true filter, it does not
eliminate any teleconnected flow anomalies.

Proof. In the second phase of RAD, all dpFAs are initially found gsBWEET [27]
and then the vanishing flow anomalies are pruned if the first thstant of an emerging
flow anomaly is not its neighbor and violates the telFA dafnit Definition 5). Thus,
no telFA patterns will be missed in the second phase for bpinaaches. In the third
phase of RAD, only the pairs of emerging and vanishing flownaail@es that satisfy the
telFA definition will be found. Thus, no telFA patterns wik Imissed in the third phase.

3.2 Theoretical Analysis

In this section, we present the theoretical analysis of tA®fy and RAD-index
methods and prove that: (1) both are correct, i.e., eackmpakbund is teleconnected
and satisfies the telFA definition, and (2) both are compiede,all patterns satisfying
the telFA definition are found.

Theorem 1. The design decisions “On the Fly” and DN-based are correg, each
pattern< p, ¢ > found by RAD satisfies the telFA definition.

Proof. The pairp andgq is a teleconnected flow anomaly if both satisfy the following
conditions: each satisfies the dpFA definition (Definitionashd the relationship be-
tweenp andgq satisfies the telFA definition (Definition 5). The dpFA patiep andg
are found in the first phase using SWEET, a method previouslygal correct in [27].
The pattern is then identified as either emerging or vanisfihase Il). Bottp andg
are neighbors if every time instantjinis a neighbor of at least one time instangir-or
each pair of time instants, the actual travel time is foutitezi“On the Fly” (by travers-
ing the path betweemandq) or by using the spatio-temporal DN model to identify all
the travel times for all paths in the network. A teleconedted anomaly is identified
in the final phase when each time instanpiis found to be a neighbor af

Theorem 2. The design decisions “On the Fly” and DN-based are compliete,all
teleconnected FA patterns are found by RAD.
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Proof. In the first phase of both methods, all dpFAs are found usiegSWEET ap-

proach [27]. In the second phase,athergingandvanishingflow anomalies are found.
In the third phase for both methods, only the pair of emerging vanishing flow

anomalies that satisfy the telFA definition will be found.uBhno telFA patterns will
be missed in the second phase for both approaches.

4 Experimental Evaluation

In this section, we present our experimental evaluationsuofproposed approaches

and the workload parameters for our proposed design dasisiWe performed our
experiments based on the number of nodes in the network amaitistants in the
series.

Experimental Setup: We evaluated the RAD approach using the “On-the-Fly” de-
sign decision with no pruning (RAD-fly), the DN-based desilgision with no prun-
ing (RAD-index), and the DN-based design decision with prgrn(RAD-index(p)).
Figure 5 shows the experimental setup. The synthetic genwaekes five inputs: (1)
the number of ST locations, (2) the length of the time se(@sthe travel time at each
node, (4) the percent of tFAs in each time series, and (5)rtoe threshold to create the
synthetic datasets (see Section 4.1). RAD-fly, RAD-indekRAD-index with pruning
were analyzed using a generated dataset and a real datasesuf@ment of Turbidity).
All approaches were compared in terms of execution time hachtimber of dpFAs
found. Execution time was measured based on the system &lnia dava before the
first phase was executed till the after the third phase waptiad. Number of dpFAs
was based on the number of flow anomaly patterns found aktesg¢bond phase of the
RAD method. All experiments were performed on an Intel P4 ZG GB RAM.

4.1 Experiments Using Synthetic Data

The synthetic dataset was generated based on the follownageters: (1) the number
of ST locations in the network, (2) the size of the time sefigeach ST location, (3)
the percent number of transient flow anomalies across tlve exgtwork, (4) the travel
time for each ST location, and (5) the error threshéld, Based on these parameters,
the generator created a single time series of equal lengtiwihis randomly generated
and used for each station. The observations in a downstr@acation location was
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Fig. 6. Phase Il and Il design decisions over the number of ST lonatusing synthetic data.

shifted by its specified travel time based on their upstreaighbor. The location of
each tFA was chosen randomly and ensured that there will &etlgthe percent num-
ber of anomalies specified in the input. For experiments tasuee the effect on the
number of ST locations, the parameters were set as folldyh¢ size of ST locations
from 20 to 100, (2) a length of 1000 time instants, (3) TT=%),30% tFAs, and, =

10. For the experiments to measuure the effect on the sitediihe series, the param-
eters were set as follows: (1) 5 ST locations, (2) a lengtto60do 30000 time instants,
(3) TT=10, (4) 10% tFAs, an®. = 10. The parameters used in this experiment were
intended to overlap with those of the real dataset expelttisnen

Comparison of Phase Il and 1l design decisions over the ST leations: Figure 6
gives the results for all three methods; RAD-fly, RAD-indexd RAD-index(p) in
terms of the execution time and the number of dpFAs genesdtedPhase | as the num-
ber of ST locations increases. Figure 6a gives the exectitrmnof all three methods.
RAD-fly performs more poorly than RAD-index due to the needdmpute the travel
time between each time instant in the eFAs and vFAs. By centrRAD-index uses the
spatio-temporal Dynamic Neighborhood (stDN) model to tdgrihe neighborhoods
efficiently. The RAD-index(p) method results in further vetion in execution time by
removing thevanishingflow anomalies that do not have amergingpattern, resulting
in fewer dpFAs to analyze in the second phase.

Figure 6b gives the number of dpFAs found after the secondgbieach method.
RAD-fly and RAD-index give the highest number of dpFAs beesathere are no filters
in the first phase, causing an increase in the number of dps-fkeanumber of ST loca-
tions increase. RAD-index(p) show a significant reductiotihe number of dpFAs after
the first phase. This is due to the removal of invalahishingflow anomalies whose
time instants are not neighbors of the first time instanewfergingflow anomalies
found previously.

Comparison of Phase Il and Il design decisions over the timénstants: Figure 7
gives the results for RAD-fly, RAD-index, and RAD-index(p)terms of the execution
time and the number of dpFAs generated after Phase Il as thbenof time instants
increases for each ST location. Figure 7a shows that RADaAllyRAD-index perform
very similarly because there are fewer ST locations in thiastd However, RAD-
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index(p) outperforms both methods because the pruarhingflow anomalies result
in fewer combinations to compare against in the second ptidgare 7b gives the
number of dpFAs found after Phase | as the number of timeritstacreases. RAD-
index(p) shows fewer dpFAs than the approaches withoutipgun

4.2 Experiments Using Real Data

The real datasets were obtained from a study site in ShinglekC MN where three
sensors were placed along a river. The measurement usednvakty (approximately
30,000 time instants at each sensor). All errors due to sgqmsoblems were removed
from the data and the travel time was given. Since the reakeéatas only 3 sensors,
experiments were performed based on the number of timenitssta

Comparison of Phase Il and Ill design decisions the time insnts: Figure 8
gives the execution time and the number of dpFAs for the ratsbt using turbidity
for RAD-fly, RAD-index, and RAD-index(p) as the number of gérmstants increase.
Figure 8a gives the execution time for all three proposedcous. As shown in Fig-
ure 7a, RAD-index with pruning again performs the faste#tDRly and RAD-index
exhibit little difference in execution time, presumablychase there were only three ST



locations. Figure 7b shows that RAD-index with pruning proeks far fewer dpFAs than
the methods without pruning. For both sets of results, RA&ek(p) is more efficient
because of the pruning property to eliminate Ha@ishingflow anomalies that do not
have aremergingneighbor based on the spatio-temporal dynamic neighborHbo@s
important to note that the up and down pattern exhibited bipRAdex(p) in Figure 8b
is the result of the small flow anomalies collapsing into éarfjow anomalies as the
time series increase, resulting in various numbers of flown@alies being pruned.

5 Conclusion and Future Work

Conclusion: We introduced a novel problem of discovering teleconneftt@danoma-

lies. This problem a number of important applications foviemmental monitoring,
video surveillance, and transportation systems. Severmlooncepts and interest mea-
sures were introduced. A RAD approach was proposed thanhasesdesign decisions
of “On the Fly”, spatio-temporal Dynamic neighborhoodsdihsand a pruning strat-
egy. The proof of correctness and completeness for eaclopedmmethod was shown.
Experimental evaluation was performed on both syntheticraal datasets.

Future Work: The teleconnected flow anomaly problem faces further chgde
when the network allows for multiple islands. For exampley adding one island to
a tree network may create two additional paths, two islanag eneate different paths
between nodes, and so, leading a possible exponential mwohbme paths between
nodes. Thus, future work will investigate the discoveryadétonnected flow anomalies
within more complex networks. Further investigation wilk@ be needed to explore
alternatives for managing the storage of the spatio-teailynamic neighborhoods.
Finally, a generalized model will be explored to handletiefeships between arbitrary
events.
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