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Abstract. Given a collection of sensors monitoring a flow network, the problem
of discovering teleconnected flow anomalies aims to identify strongly connected
pairs of events (e.g., introduction of a contaminant and its removal from a river).
The ability to mine teleconnected flow anomalies is important for applications
related to environmental science, video surveillance, and transportation systems.
However, this problem is computationally hard because of the large number of
time instants of measurement, sensors, and locations. This paper characterizes
the computational structure in terms of three critical tasks, (1) detection of flow
anomaly events, (2) identification of candidate pairs of events, and (3) evalua-
tion of candidate pairs for possible teleconnection. The first task was addressed
in our recent work. In this paper, we propose a RAD (Relationship Analysis of
spatio-temporal Dynamic neighborhoods) approach for steps 2 and 3 to discover
teleconnected flow anomalies. Computational overhead is brought down signifi-
cantly by utilizing our proposed spatio-temporal dynamic neighborhood model as
an index and a pruning strategy. We prove correctness and completeness for the
proposed approaches. We also experimentally show the efficacy of our proposed
methods using both synthetic and real datasets.

1 Introduction

This section first presents the application domain, followed by the problem statement,
challenges, related work, contributions, and the scope and outline of this paper.

Application Domain. A teleconnection represents a strong interaction between paired
events that are spatially distant from each other. A well-known example of telecon-
nected event pair involves the warming of the eastern pacific region (i.e. El Nifio) and
unusual weather patterns throughout the world [1f]. In the United States, teleconnec-
tions often occur in air travel when a local weather disruption of a single airport (e.g.,
Chicago) causes other major airports (e.g., New York City, Atlanta, etc.) to delay or
cancel flights. Indeed, many events in everyday life display patterns related to other
events occurring a distance away. One type of teleconnected event of special interest
to scientists occur in environmental systems when a contaminant enters a river (e.g.,
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Fig. 1. Dead Zone, Gulf of Mexico [3] (Best Viewed in Color)

an oil spill) and then vanishes (e.g., the removal of the oil via natural or man-made)
downstream. Identifying these teleconnections in environmental systems is important
to maintain high water quality, one of the major global challenges facing humanity ac-
cording the the United Nations [2]]. When contaminants enter river networks, they create
problems for drinking water sources and point to the need to identify when and where
the contaminant entered and exited the river network [3/4]].

For the past several years, environmental engineers and scientists have been actively
studying contaminants in water by placing advanced sensors along streams or rivers [6].
One of the greatest challenges in this field, however, is to understand how contaminants
emerge (i.e., when and where a contaminant may enter) and how they vanish (i.e., when
and where a contaminant is removed). Pairs of emerging and vanishing events may be
teleconnected. A single contaminant may emerge as a result of rain fall and then vanish
downstream in natural catchments (e.g., Dead Zone in the Gulf of Mexico in Figure[T)).
For example, nitrate (a component of fertilizer) may emerge from storm water runoff
(i.e., process of nitrification) and vanish downstream as a result of biological transfor-
mation (i.e., process of denitrification). Although there exist several known locations
for vanishing events, studies using mass-balance methods show that only a fraction of
the entering contaminants are “caught” [[7]. Determining when and where all of these
contaminants vanish in the river is an open area of study in environmental science with
many potential benefits. For example, such research is possible to reduce economic
costs and the environmental impact of contamination by limiting the location of man-
made remedies [7] to areas where natural processes are shown to be inadequate for
removing contamination. Thus several environmental scientists (e.g. our collaborators
Novak and Arnold) have expressed the need for an efficient and robust method to dis-
cover teleconnections between these emerging and vanishing events.

There are other important and interesting applications for the discovery of telecon-
nected events outside the realm of environmental science as well. In transportation sys-
tems, identifying the time and the location o teleconnected congestion may be important
for commuters when choosing the best route to take. In video surveillance, authori-
ties want to be able to determine the time and source of unusual events such as unat-
tended bags being left (i.e, emerge) or picked up (i.e., vanishing) at an airport terminal.
Monitoring thousands of surveillance video streams may result in expensive manual
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investigations to identify these events. Thus, there is a need to efficiently detect these
teleconnected relationships.

Problem Statement. Given a collection of sensors where each sensor has a time series
of measured variables, the teleconnected flow anomaly discovery problem identifies
strongly connected pairs of events. We are mostly interested in flow anomaly events
and pairs of emerging and vanishing events. We define this notion informally here and
formally in Section[2l Flow anomalies represent time-periods with a (user-defined) high
fraction of time-instants having significantly different readings across pairs of adjacent
sensors. For example, if no pollution events exist within a river, then all the observations
seen at each sensor along the river will be similar. If a pollution event occurs between a
pair of sensors at a single time instant, then a transient flow anomaly has been found. A
persistent flow anomaly may consist of several transient flow anomalies and several ob-
servations that appears to be normal. A persistent flow anomaly found between sensors
is considered dominant if it is not a subset of any other flow anomaly event occurring at
this location. An emerging flow anomaly may be found upstream (e.g., at an industrial
outfall) whereas a vanishing flow anomaly event may be found downstream (e.g., as a
result of degradation).

Mining teleconnected flow anomaly events is computationally challenging for many
reasons. First, a single flow anomaly event may consist of subsets that may not be
anomalous, but are important for the event itself. This makes it difficult to use the dy-
namic programming principle for designing an algorithm. Second, the temporal length
of each flow anomaly may vary. This makes fixed window-based paradigms unnatural.
Third, there may be a large number of possible locations for emerging and vanishing
flow anomaly events across all node paths and time paths in the network and all paths
and time-instant paths must be searched to identify teleconnected relationships. In addi-
tion, teleconnected flow anomalies may consist of one-to-one, one-to-many, or many-to-
many relationships between emerging and vanishing flow anomaly events. Identifying
the relationships between flow anomaly events creates a large number of combinations
across the entire network. Finally, the length of time series may be very large due to the
potentially infinite nature of time.

Related Work. To the best of the authors’ knowledge, no techniques have been reported
in the literature to find flow anomalies across an entire network and then identify the re-
lationship between these events. The most related technique, called SWEET, is our pre-
liminary work [8] that introduced the problem of discovering flow anomalies for a pair of
adjacent sensors addressing the first critical task identified in the abstract for the overall
problem of discovering teleconnected flow anomalies. Computation time for SWEET
was reduced significantly by introducing the concepts of a smart counter and a prun-
ing strategy. Briefly, the smart counter allowed SWEET to scan the time series once to
identify the transient flow anomalies and the pruning strategy reduced the number of can-
didates (i.e., time periods) to be analyzed. These algorithmic innovations reduced com-
putation time costs by orders of magnitude. For example, for a long time series, SWEET
reduced the execution time from hours to seconds. However, SWEET is limited to finding
flow anomalies between only two sensors and cannot identify the teleconnected relation-
ship between multiple flow anomalies occurring at different locations and time periods.
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In order to make this paper complete, the related work on flow anomalies presented
in our previous work [8] is also presented here. Related literature to flow anomalies
may appear to occur in string matching, time series analysis, data stream correlations,
clustering, and outlier detection. In string matching, Amir et al. uses an inverse string
matching method that maximizes and minimizes the number of mismatches [9]], and
Lee et al. proposes a similar method using wild cards [10]. However, these techniques
use an exact matching technique whereas flow anomalies are found using a statistical
measure because an exact match may not occur in our problem domain. In time series
analysis, several methods assume that the basic property of dynamic programming of
sub-optimal substructure exists in their problem domain (e.g. [11]). However, a per-
sistent flow anomaly may have subsets that may not be anomalous which violates this
basic principle of dynamic programming. In data stream correlations, relationships be-
tween streams are identified using a correlation measure and a fixed sliding window.
Chan et al. found local correlations between multiple data streams using a sliding win-
dow [12]. Global relationships between data streams were also found using a sliding
window to summarize the entire data stream [[13]. Multiple pre-defined sliding win-
dows were used to find correlations based on a query [14]. Rarity and similarity of data
streams were found using a fixed sliding window [15]]. However, use of a fixed win-
dow presupposes that the domain specialist knows the duration of the unexpected event
(e.g. Rain Events). Also, there may be multiple events occurring between multiple data
streams having anomalous events of variable sizes. In clustering, methods that focus
on moving clusters (e.g. [L6]) or cluster transitions (e.g. [17]]) often require the need of
spatially dense datasets to identify each cluster. However, flow anomalies may exist in
spatially sparse datasets, limiting the ability of these clustering techniques to discover
each event. Basic outlier detection techniques (e.g. t-test [18]]) may detect transient flow
anomalies and persistent flow anomalies (at 100% missmatched time instants) if flow is
considered (e.g. [19120]]). However, these techniques are limited in finding all persistant
flow anomalies since they may miss several patterns when the mismatched time instants
is less than 100%.

Identifying relationships across multiple sensors presents several challenges such
as identifying whether a pair of flow anomaly events that may be spatially distant are
in fact related based on their spatio-temporal neighborhood. Existing approaches have
modeled these relationships as a spatial neighborhood using concepts such as modeling
vector fields (e.g. [21]). However, teleconnected relationships cannot be found using
these models to find pairs of emerging and vanishing flow anomaly events because
neighborhoods are only defined by their spatial proximity. Spatio-temporal relation-
ships have been discovered while assuming that the temporal dimension is fixed [22].
Whereas in the teleconnected flow anomaly problem, there may exist spatio-temporal
relationships having variable temporal lengths.

Contributions. In this paper, we propose a Relationship Analysis of spatio-temporal
Dynamic neighborhoods (RAD) approach for steps 2 and 3 (identified in abstract) of the
overall problem of that utilizes several inherent properties of the problem to efficiently
identify teleconnected flow anomaly events across an entire network. In summary, this
paper makes the following contributions:
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1. We define new key concepts that utilize our proposed spatio-temporal dynamic
neighborhood model.

2. We propose a new interest measure to discover teleconnected flow anomalies

3. We propose a novel RAD method to discover teleconnected flow anomalies.

4. We propose several design alternatives: “On the Fly”, spatio-temporal Dynamic
Neighborhood, and a pruning strategy.

5. We prove the correctness and completeness of all proposed approaches.

6. We experimentally evaluate our proposed methods using synthetic and real datasets.

Scope and Organization. The following issues are beyond the scope of this paper:
(i) inferring the travel time from the dataset, that is, the travel time is given as part
of the input for the teleconnected flow anomaly problem, (ii) sensor placement within
the network (e.g. [23]]), (iii) non-point source flow anomalies (1:M and M:N) are not
discovered, that is, flow anomalies only occur between adjacent sensors, (iv) complex
networks, that is, only a tree network is examined in this paper, (v) only singleton neigh-
borhoods are explored, (vi) anomalies occurring beyond the set of known sensors in the
network, and (vii) arbitrary event relationships, that is, only emerging and vanishing
event types are explored.

The rest of the paper is organized as follows. SectionRlpresents the basic concepts and
the problem statement of discovering teleconnected flow anomalies. Section 3 presents
our proposed RAD method, its design decisions, and theoretical analysis. Section[d gives
the experimental evaluation and Section[3concludes the paper and discusses future work.

2 Key Concepts and Problem Statement

In this section, we first introduce key concepts for modeling the spatio-temporal
dynamic neighborhood relationship and then, introduce definitions to characterize tele-
connected flow anomalies. Finally, we give a formal description of the problem state-
ment. Figure [2] illustrates the spatio-temporal dynamic neighborhood model with six
spatio-temporal locations where the distance between each spatial neighbor is one unit
length. Figure 3 depicts the discovery of Emerging and Vanishing Flow Anomalies re-
spectively. In this example, the input and output is simplified for illustration by using
a unit length of 1 between each sensor and assuming the travel time at each instant is
given.

2.1 Key Concepts

A spatio-temporal set ST is denoted as ST = {st1, sta, . .., Stm }, where st; = {s;,t;}
and s; represents a spatial location and t; represents a time instant. Figure [2] gives an
example of six locations, {s1, s2, ..., S¢}. A sensor observation, f(st;), may be asso-
ciated with (s;,t;).

A vector (e.g. velocity) field, V(st) or V (s, t), is also associated with ST where s
is the spatial location of the sensor and ¢ is a time instant that maps each {s;,¢;} to a
velocity vector.
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Fig. 2. Spatio-Temporal Dynamic Neighborhood Example

Definition 1. A spatio-temporal dynamic neighborhood relationship is the association
between two ST locations.

Definition [I] can be formally expressed by the directed N B(st;, st;, t;,) where st; =
(si,t;) is a neighbor of st; = (s;,t;) if and only if a particle at s; in time instant ¢; will
be propelled by the velocity field V' (s, t) to reach location s; on time instant ¢;.

Figure 2lillustrates an example of a spatio-temporal dynamic neighborhood. For il-
lustrative purposes only, suppose the velocity field in this example is a constant function
valued 1, i.e., it is a uniformly flowing field with a unit speed downstream of 1 and the
unit length between each spatially adjacent neighbor of 1. At¢;, = 1, suppose we drop a
particle at each spatial location and wait one second (i.e., t; = 2). Based on the veloc-
ity field, the particle at each spatial location will travel one unit in length downstream
and reach its adjacent neighbor. For example, at time instant {; = 1 and ¢; = 2, the
neighbor for s; is so, i.e., NB((s1, 1), (s2,2)). Likewise, the neighbor for s5 is s3 and
the neighbor of sg, s3 is s4, and the neighbor of s4 is s5. Suppose we wait an additional
second (t; = 3) after we initially drop the particle at ¢£; = 1 at each sensor. Then,
the spatio-temporal neighborhood changes and the particle will travel an additional unit
length. Thus, as shown in Figure b, the neighbor when ¢; = 1 and t; = 3 for sq is s3
and sg, S2 1S S4, and s3 is s; where the total distance traveled is 2 units in length. This
simple example illustrates that a spatio-temporal neighborhood can change over time
due to the flow within the network.

Neighbors N (st;, tx) of a ST location based on a spatio-temporal dynamic neighbor-
hood relationship can be formally characterized as {st;|st; € ST, NB(st;, st;,ti) =
True}, where t), represents the travel time from s; to s;. Figure[2l gives an example of
where the neighbor of s; is s when the velocity starting at¢; = 1 (i.e., V(s,t) = 1) and
we wait one second (¢t; = 2). N (st;, t1,) is considered a singleton neighborhood if it has
only one element. Identifying neighborhoods for all paths and time-instant paths may
be very challenging because a directed acyclic graph may merge and disperse, creating
an exponential number of paths and time-instant paths due to flow.

A spatial neighborhood gives the relationship of adjacent locations s; and s;, whereas
a spatio-temporal dynamic neighborhood gives the relationship of a pair of locations s;
and s; at different travel times. For example, the spatial neighbors of s, in Figure[3a is
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Fig. 3. Discovering Emerging and Vanishing Flow Anomalies Example (Best Viewed in Color),
TT(si,t;) represents 1/|V (s;, t;)], i.e. travel time to downstream sensor at unit distance

59, whereas the spatio-temporal neighbor of s; having a travel time of 2 (i.e., t; — t;)
are s3 and sg.

Definition 2. A transient Flow Anomaly (tFA) is a triple (st;, ti, ©.) where the differ-
ence between corresponding observations (i.e., accounting for the velocity field) from a
sensor and its neighboring sensors is larger than the given error threshold, ©..

Definition[2] can be formally expressed in Equation[Il
tFA(sti, tg, Oc) <= {f(st;) — AVG(f(stj)|st; € N(sti,tx)) > O} (1)

There are two types of transient flow anomalies, namely, emerging and vanishing. An
emerging tFA (etFA) is defined by t FF A(st;, t,) < —O, whereas a vanishing tFA (vtFA)
is defined by t ' A(st;, t) > O.. For simplicity, Figure[3b gives examples of an emerg-
ing and vanishing tFAs for singleton neighborhoods. As can be seen, an emerging tFA
occurs at time instant 1 between s; and s3 having a value of -90 when the error threshold
is 10 and a vanishing tFA occurs at time instant 3 between s3 and s4.

Definition 3. A persistent Flow Anomaly (pFA) is a 6-tuple (s;,ti,ts,te, Oc, Op) if
and only if (s;,ts, Oc) and (s;, te, Oc) are transient flow anomalies, and at ©,, fraction
of time instants t in time-interval [ts,t.] are associated with transient flow anomalies
(< 84, >, 1, Oc).

Definition[3] can be formally expressed in Equation[2l

PFA[si, tg,ts,te, O, Op] <= (EFA((8i,ts),tr)) & CFA((si,ts),tk)) &

te

> tFA((si,t), tr)

t=t,
time interval length(t. — ts)

>0, (2

Persistent flow anomalies are classified as either emerging when its tFAs are all etFAs,
vanishing when its tFAs are all vtFAs; otherwise, they are neither. Figure3b gives an
example of an epFA for the time interval from 1 to 3 between s; and sy having three
etFAs and no vtFAs when the ©,, = 0.5.
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Definition 4. A dominant persistent Flow Anomaly (dpFA) is a pFA that is not a subset
of any other dpFA.

A dpFA may be characterized as either an emerging dpFA (denoted as eFA) or a van-
ishing dpFA (denoted as vFA) based on the type of its pFA. Figure[3] gives an example
of an emerging dpFA during time instants 1 to 3 between ST locations s; and sg. Ac-
cording to the persistent flow anomaly definition, time instants 1 and 3 each satisfy the
persistent threshold and its definition. However, time instants 1 and 3 are not a dpFA
because they are a subset of a larger dpFA for period 1 to 3.

Definition 5. A teleconnected Flow Anomaly (telFA) is an eFA and a vFA pair that are
related via a velocity field.

Intuitively, a telFA may represent a contmination (an eFA) cleaned up later (vFA) by a
natural or man-made process. Definition[3] can be formally expressed in Equation[3

telFA(eF A(si, g, 5,1, 0%, 0,), vF A(s] 17, 12,12, 02, O2)V(s} , 1), <
A(s2,12) s.t. {t} € [t},t1]} AND {t? € [¢2,12]}

AND {NB(< s;,t; >, < s},t; >)} (3)
where s} and s? is the starting location in the eFA and the vFA respectively for the time
period of ¢ to t..

Figure[3b gives an example of one telFA consisting of one eFA (period 1-3, between
s1 and s2) and one VFA (period 3-6, between s3 and s4). For simplicity, suppose that
in this example, the unit length between each immediate neighbor is 1 and the velocity
field is 1. When ¢; = 1 and the travel time ¢, = 2, the neighbor of s; is s3. Likewise, at
t1 = 2 and £; = 3, the neighbor of st; is again st3. A teleconnected flow anomaly may
be statistically interpreted to identify emerging and vanishing events. Those events that
do not satisfy the criteria for a emerging or a vanishing anomaly are not considered to
be a telFA.

2.2 Problem Statement

The teleconnected flow anomaly discovery problem can be defined as follows:

Given. (1) A directed acyclic network consisting of ST locations; (2) A set of observa-
tions at each ST location fort = 1...n, where n is the length of the time series; (3) The
relevant aspects of the velocity field are represented by the travel time information from
each sensor to its neighboring sensor at different start time instants; (4) An error thresh-
old O.; (5) A persistent threshold ©,; and (6) A spatial neighborhood (W-Matrix [24])
which maps the spatial locations to a boolean value.

Find. All Teleconnected Flow Anomaly relationships.

Objective. Minimize the computational costs.
Constraints. The directed acyclic network has a tree structure.

Example. Figure Bh gives an example of an input time series for four sensors where
the travel time is the temporal length when one observation is expected to be made
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between each spatially neighborhood sensor. Figure 3b gives an example output of a
teleconnected flow anomaly consisting of one eFA and one VFA when the error thresh-
old is zero and the persistent threshold is 0.5. The eFA between ST locations s; and
so occurs for time period 1 to 3 and satisfies the persistent threshold, is dominant, and
emerging. There are two vanishing flow anomalies. The first vFA occurs between s
and sz for the time period 7 to 9 and the second occurs between s3 and s4 for the time
period of 3-6. These events are vanishing because the degree of change is negative.
Also, they both satisfy the persistent threshold and are dominant. Based on the spatio-
temporal dynamic neighborhood model, when ¢; = 1 and the travel time t5 = 2, the
neighbor of s is s3. Likewise, at t; = 2 and ¢; = 3, the neighbor of s; is again s3. The
vFA observed in period 7-9 between s, and s3 is not linked to the eFA found between
s1 and so because the travel time (f2) between s; and s is not part of the neighborhood
at 7-9 when the travel time ¢; is between period 1-3.

3 Mining Teleconnected Flow Anomaly Events

In this section, we first introduce our proposed RAD (Relationship Analysis of spatio-
temporal Dynamic neighborhoods) approach. We then explain key design decisions in
the approach and provide its theoretical analysis.

3.1 RAD Approach

This section presents the RAD (Relationship Analysis of spatio-temporal Dynamic
Neighborhoods) approach to discover teleconnected flow anomalies among emerging
and vanishing flow anomalies. The RAD method has three phases, namely, identify flow
anomalies, identify candidate pairs of flow anomaly events, and identify teleconnected
flow anomalies (Figure ).

Phase I: Identify Flow Anomalies. This phase is concerned with identifying all the
flow anomaly patterns across the entire network that satisfy the dpFA definition (Def-
inition [4). Each pair of ST locations is analyzed based on its spatial neighborhood as
defined by the W-matrix. For each pair of neighboring sensors, flow anomalies are re-
trieved using the SWEET! method.

Phase II: Identify Candidate Pairs of Flow Anomaly Events. This phase is con-
cerned with identifying pairs of emerging and vanishing flow anomalies that can be
validated in the third phase. Candidate pairs are formed by the cross product of eFAs
and vFAs. A pruning strategy is introduced to reduce the number of candidates.

Phase III: Identify Teleconnected Flow Anomalies. This phase is concerned with
identifying all the teleconnected flow anomalies (Definition [3)) based on the dpFAs
found in the first phase. For a pair of emerging and vanishing flow anomalies respec-
tively, their expected and actual travel times are found. The expected travel time is
found based on the pair of time instants ¢; and ¢; at the time periods for the emerging

"' To keep this paper self-contained, key ideas of SWEET are discussed in the Related Work
(Section[T). Due to space limitations, readers interested are encouraged to see [8] for details.
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Phase I: Phase I Phase lil:
Identify Flow »| Identify Candidate > Identify
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Events (Pruning) Flow Anomalies (NB)

Fig.4. RAD Approach

and vanishing flow anomalies respectively. The actual travel time can be found “On the
Fly” or using our proposed spatio-temporal Dynamic Neighborhood. If the expected
travel time is the same as the actual travel time for all time instants in the emerging flow
anomaly, then a teleconnection is found.

The composition of the phases may be executed sequentially or in a pipeline manner.
A sequential approach executes Phase I until completion, followed by the second phase
and then the third phase. By contrast, in the pipelined approach, Phase II is executed
after a few eFAs and vFAs are determined in Phase 1.

The rest of the section describes the design decisions applied in Phase II and Phase
IIT (Due to space limitations, we omit significant design decisions made for Phase I;
these are detailed in our previous work [8]). We begin with Phase III because it is easier
to describe our pruning strategy for Phase II after defining our “On the Fly” and spatio-
temporal Dynamic Neighborhood methods.

On The Fly. The “On the Fly” design decision identifies the travel time between the
spatio-temporal locations between an emerging FA and a vanishing FA by traversing the
path between the two locations. For example, Figure[3b gives three examples of dpFAs
found between ST locations: (1) Between s; and so for period 1 to 3, (2) Between sg
and s3 for period 7-9, and (3) Between s3 and s4 for period 3-6. After all the dpFAs
have been found, the teleconnected flow anomalies are discovered.

In this example, there is one emerging flow anomaly (eFA) between s; and s5 and the
other two are vanishing flow anomalies (vFAs). There are two possible pairs of dpFAs
that may be teleconnected and will need to be analyzed. First, the eFA found between
s1 and s and the vFA found between s and s3 are analyzed by checking their pairs
of time instants. In the eFA, the expected travel time from time instant 1 (t=1) and time
instant 7 (t=7) in VFA is found by taking its difference, which is 6. The actual travel time
is found by traversing the path from s; to s2, shown in the spatial graph in Figure 3
which is a subset of the spatial graph in Figure Ph, starting at (t=1) which is one. This
on-the-fly computation may be based on a general path computation algorithm such as
Dijkstra’s [23] or A* [26], or a custom algorithm for trees. We used a custom algorithm
for trees which has a linear (i.e., number of nodes and edges) complexity. For this eFA
and a vFA pair, not every time instant in the eFA is a neighbor of the vFA and there is no
teleconnected relationship. Then, the next eFA (between s; and s2) and VFA (between
ss and s4) pair is evaluated. Here, a check of every time instant in the eFA with the vFA
reveals a teleconnection relationship. For example, the expected travel time between the
eFA and the vFA at their respective first time instant is 3 — 1 = 2. Also, the travel time
from s; to sg starting at 1 is also 2. Thus, each neighbor in eFA is a neighbor of at least
one time instant of the vFA resulting in a teleconnection.
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Algorithm 1. Generation of the Spatio-Temporal Dynamic Neighborhood (DN)
Inputs:
— The travel time at each ST location, TT'[M][N]

Outputs:
— Spatio-Temporal Dynamic Neighborhood (DN)

Algorithm
1: DN[N][N][M] < 0
2: for each pair of ST locations, s; and s; where ¢, j=1 to M and a directed path exists do

3 for each time instant, t; = 1 to N do

4 actualTT =0

5: for each ST location s, from s; to s; at ¢, do
6: actualTT += TT[sg][tx+actual TT]

7 end for

8 DN[s;][sx][tx] = actual TT

9:  end for
10: end for

11: return DN

Dynamic Neighborhood. The Dynamic Neighborhood based design decision uses
a pre-computed spatio-temporal Dynamic Neighborhood to identify the actual travel
times between the emerging and vanishing flow anomalies (denoted as RAD-index).
Unlike the RAD-fly approach, the actual travel time can be determined using the Dy-
namic Neighborhood index for the RAD-index approach. If the expected and actual
travel times are equal for all time instants in the emerging flow anomaly, then a telecon-
nection has been found.

Algorithm [T] gives the pseudocode for the construction of the spatio-temporal dy-
namic neighborhood (stDN). The stDN approach has one input consisting of the travel
time (TT) required between each spatial neighbor of each node at every time instant.
The travel time is generated based on the velocity field within the network. The output
for Algorithm[T]is the spatio-temporal dynamic neighborhood itself.

The spatio-temporal dynamic neighborhood (DN) consists of three dimensions: (1) the
starting ST location, (2) the ending ST locations that a particle may arrive at, and (3) the
starting time instant. Initially, each element in the DN matrix is set to zero (Line 1 of
Algorithm[T)). Each pair of ST locations (s; and s;) is analyzed where a directed path
exists between these two locations (Line 2 of Algorithm[L]). At each time instant ¢y, for
the entire time series, the path between s; and s; is traversed to calculate the total travel
time (Line 3-6 of Algorithm[L]). The total travel time between s; and s; at time instant
tx, can then be stored in the DN matrix (Line 8 of Algorithm[L]). The process continues
until all time instants are examined for each pair of ST locations and the DN is returned
(Line 11 of Algorithm[L).

Table[[ gives the execution trace of the construction of the spatio-temporal Dynamic
Neighborhood from the example in Figure 3l The first three rows in the table give the
input travel times for each edge, s1 to sa, s3 to s3, and s3 to s4. First, the pair s; and s3
is analyzed to get the total travel times starting at st; and arriving at s3. The travel times
are obtained at each edge from the start to its destination. For example, time instant 1,
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Table 1. Execution Trace for the Construction of the spatio-temporal Dynamic Neighborhood

Time Instants
Edge (1(2(3|4/5/6|7(8(9(10
s1 — so|1{1|2{1|1|1|1|1|1]1
So — sg|1{1|1{1{1|1|1|1|1]1
53—>S4111111111 1
s1 — s3(2(21312]2]2|2|2|2
s1 — s4(3(314(3(3|3|3|3|-| -
so — 84(2(2(2(2(2|2/2|2|2] -

starting at s; has a travel time of 1 to so. Then, at time instant 2 of ss, the travel time is
again 1. Thus, the total travel time starting at time instant 1 from s; to s3 is 2. The travel
times may vary across the times series and at multiple edges. For example, the travel
time from s; to so at time instant 3 is 2. The travel time from s, to s3 at time instant 5
is 1. Thus, the travel time from s; to ss starting at time instant 3 has a total travel time
of 3. The dashes in this table represent unknown information because the travel time is
not available during part of the path. This process is continued for all node pairs and all
time instant pairs until all the travel times are found as shown in Table[Il

We acknowledge that the storage cost may be an issue when the number of time
instants grows, there is no periodicity, and travel time fluctuates greatly over time. We
plan to address this in more detail in future work. Our current source of real data, a
sensor setup at Shingle Creek, MN, does not require modeling of a large number of
possibilities for travel time between adjacent sensor pair s due to periodicity, low vari-
ation in elevation, rainfall amount, and snow melt-rates.

Pruning. A key pruning design decision can be applied to the second phase when the
candidate pairs are identified. In this phase, we can prune any vanishing flow anomalies
(vFA) where each vFA is not a neighbor of the first time instant (sTime) of an emerging
flow anomaly. The pair of ST locations are analyzed for a single path in a tree network
starting at the root node. As dpFAs are found, for any two emerging and vanishing flow
anomalies, the expected travel time can be determined based on their time periods and
the actual travel time can be found “On the Fly” or using the spatio-temporal dynamic
neighborhood. If there exists at least one emerging flow anomaly whose first time instant
is a neighbor to a vanishing, then this vFA is added to the dpFAs. All other emerging
flow anomalies are also placed in the dpFAs. In future, we plan to explore other pruning
methods such as those found on spatial relationships (e.g., ancestor-descendant) among
Sensors.

For example, Figure 3] gives the input and output used in this example and Table [T]
contains the travel times at all node and time instant pairs. In phase 1, the first pair of
ST locations (s1 and s3) is analyzed for dpFAs. The SWEET technique discovers one
emerging dpFA during the period of 1 to 3. The second pair of ST locations (s2 and
s3) is analyzed and a vanishing dpFA is discovered. In the second phase, this VFA is
checked for a teleconnection with the first time instant of any eFA. Examining the eFA
found previously within this vFA reveals that the total travel time from s; to s, starting
at time instant 1 is 1 as also shown in Table [Tl This vFA cannot be a valid telFA with
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any eFAs found so far and nor can any other eFA found in the dataset be linked to this
VvFA. Thus, this vFA is not added as a dpFA. Finally, the last vanishing dpFA found
from period 3-6 is analyzed. If we examine this VFA with the original eFA discovered
earlier we find that the total travel time from s; to s3 at time instant 1 is 3 and that the
expected travel time between the eFA and vFA pair is also 3 at the first time instant.
Thus, this vFA is a possible telFA and is considered for evaluation.

Lemma 1. The pruning based on the first time instants is a true filter, i.e., it does not
eliminate any teleconnected flow anomalies.

Proof. In the second phase of RAD, all dpFAs are initially found using SWEET [27]]
and then the vanishing flow anomalies are pruned if the first time instant of an emerging
flow anomaly is not its neighbor and violates the telFA definition (Definition[3)). Thus,
no telFA patterns will be missed in the second phase for both approaches. In the third
phase of RAD, only the pairs of emerging and vanishing flow anomalies that satisfy the
telFA definition will be found. Thus, no telFA patterns will be missed in the third phase.

3.2 Theoretical Analysis

In this section, we present the theoretical analysis of the RAD-fly and RAD-index meth-
ods and prove that: (1) both are correct, i.e., each pattern found is teleconnected and
satisfies the telFA definition, and (2) both are complete, i.e., all patterns satisfying the
telFA definition are found.

Theorem 1. The design decisions “On the Fly” and DN-based are correct, i.e. each
pattern < p, q > found by RAD satisfies the telFA definition.

Proof. The pair p and q is a teleconnected flow anomaly if both satisfy the following
conditions: each satisfies the dpFA definition (Definition [) and the relationship be-
tween p and g satisfies the telFA definition (Definition [3). The dpFA patterns p and ¢
are found in the first phase using SWEET, a method previously proved correct in [27].
The pattern is then identified as either emerging or vanishing (Phase II). Both p and ¢
are neighbors if every time instant in p is a neighbor of at least one time instant in g. For
each pair of time instants, the actual travel time is found either “On the Fly” (by travers-
ing the path between p and ¢) or by using the spatio-temporal DN model to identify all
the travel times for all paths in the network. A teleconected flow anomaly is identified
in the final phase when each time instant in p is found to be a neighbor of q.

Theorem 2. The design decisions “On the Fly” and DN-based are complete, i.e. all
teleconnected FA patterns are found by RAD.

Proof. In the first phase of both methods, all dpFAs are found using the SWEET ap-
proach [27]. In the second phase, all emerging and vanishing flow anomalies are found.
In the third phase for both methods, only the pair of emerging and vanishing flow
anomalies that satisfy the telFA definition will be found. Thus, no telFA patterns will
be missed in the second phase for both approaches.
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4 Experimental Evaluation

In this section, we present our experimental evaluations of our proposed approaches
and the workload parameters for our proposed design decisions. We performed our
experiments based on the number of nodes in the network and time instants in the
series.

Experimental Setup. We evaluated the RAD approach using the “On-the-Fly” de-
sign decision with no pruning (RAD-fly), the DN-based design decision with no prun-
ing (RAD-index), and the DN-based design decision with pruning (RAD-index(p)).
Figure [5] shows the experimental setup. The synthetic generator takes five inputs: (1)
the number of ST locations, (2) the length of the time series, (3) the travel time at each
node, (4) the percent of tFAs in each time series, and (5) the error threshold to create the
synthetic datasets (see Section[4.T)). RAD-fly, RAD-index and RAD-index with pruning
were analyzed using a generated dataset and a real dataset (measurement of Turbidity).
All approaches were compared in terms of execution time and the number of dpFAs
found. Execution time was measured based on the system time call in Java before the
first phase was executed till the after the third phase was completed. Number of dpFAs
was based on the number of flow anomaly patterns found after the second phase of the
RAD method. All experiments were performed on an Intel P4 2 GHz 1.2 GB RAM.

4.1 Experiments Using Synthetic Data

The synthetic dataset was generated based on the following parameters: (1) the number
of ST locations in the network, (2) the size of the time series for each ST location, (3)
the percent number of transient flow anomalies across the entire network, (4) the travel
time for each ST location, and (5) the error threshold, ©.. Based on these parameters,
the generator created a single time series of equal length that was randomly generated
and used for each station. The observations in a downstream ST location location was
shifted by its specified travel time based on their upstream neighbor. The location of
each tFA was chosen randomly and ensured that there will be exactly the percent num-
ber of anomalies specified in the input. For experiments to measure the effect on the
number of ST locations, the parameters were set as follows: (1) the size of ST locations
from 20 to 100, (2) a length of 1000 time instants, (3) TT=10, (4) 30% tFAs, and O, =
10. For the experiments to measuure the effect on the size of the time series, the param-
eters were set as follows: (1) 5 ST locations, (2) a length of 6000 to 30000 time instants,

Stream Travel % Number

Numb Size  Time tFAs o,
umber
v T T
locations Synthetic Synthetic Real
Generator Dataset Dataset
J !
2
Analysis RAD-l RAD-index g
| Analysis [ [ RAD-fy | | .

Fig. 5. Experimental Setup
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(3) TT=10, (4) 10% tFAs, and ©. = 10. The parameters used in this experiment were
intended to overlap with those of the real dataset experiments.

Comparison of Phase II and III design decisions over the ST locations. Figure
gives the results for all three methods; RAD-fly, RAD-index, and RAD-index(p) in
terms of the execution time and the number of dpFAs generated after Phase I as the num-
ber of ST locations increases. Figure [6h gives the execution time of all three methods.
RAD-fly performs more poorly than RAD-index due to the need to compute the travel
time between each time instant in the eFAs and vFAs. By contrast, RAD-index uses the
spatio-temporal Dynamic Neighborhood (stDN) model to identify the neighborhoods
efficiently. The RAD-index(p) method results in further reduction in execution time by
removing the vanishing flow anomalies that do not have an emerging pattern, resulting
in fewer dpFAs to analyze in the second phase.

Figure[6b gives the number of dpFAs found after the second phase of each method.
RAD-fly and RAD-index give the highest number of dpFAs because there are no filters
in the first phase, causing an increase in the number of dpFAs as the number of ST loca-
tions increase. RAD-index(p) show a significant reduction in the number of dpFAs after
the first phase. This is due to the removal of invalid vanishing flow anomalies whose
time instants are not neighbors of the first time instant of emerging flow anomalies
found previously.
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(a) Effect of Design Decisions, Phase II and 111 (b) Effect of Pruning (Phase II choice)

Fig. 6. Phase II and III design decisions over the number of ST locations using synthetic data

Comparison of Phase II and III design decisions over the time instants. Figure [7]
gives the results for RAD-fly, RAD-index, and RAD-index(p) in terms of the execution
time and the number of dpFAs generated after Phase II as the number of time instants
increases for each ST location. Figure[/h shows that RAD-fly and RAD-index perform
very similarly because there are fewer ST locations in the dataset. However, RAD-
index(p) outperforms both methods because the pruned vanishing flow anomalies result
in fewer combinations to compare against in the second phase. Figure [7b gives the
number of dpFAs found after Phase I as the number of time instants increases. RAD-
index(p) shows fewer dpFAs than the approaches without pruning.
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Fig. 7. Phase II and III design decisions over the number of time instants using synthetic data

4.2 Experiments Using Real Data

The real datasets were obtained from a study site in Shingle Creek, MN where three
sensors were placed along a river. The measurement used was turbidity (approximately
30,000 time instants at each sensor). All errors due to sensing problems were removed
from the data and the travel time was given. Since the real dataset has only 3 sensors,
experiments were performed based on the number of time instants.

Comparison of Phase II and III design decisions the time instants. Figure [§] gives
the execution time and the number of dpFAs for the real dataset using turbidity for
RAD-fly, RAD-index, and RAD-index(p) as the number of time instants increase. Fig-
ure[Bh gives the execution time for all three proposed methods. As shown in Figure[7h,
RAD-index with pruning again performs the fastest. RAD-fly and RAD-index exhibit
little difference in execution time, presumably because there were only three ST loca-
tions. Figure [7b shows that RAD-index with pruning produces far fewer dpFAs than
the methods without pruning. For both sets of results, RAD-index(p) is more efficient
because of the pruning property to eliminate the vanishing flow anomalies that do not
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Fig. 8. Phase II and III design decisions over the number of time instants using real data
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have an emerging neighbor based on the spatio-temporal dynamic neighborhood. It is
important to note that the up and down pattern exhibited by RAD-index(p) in Figure[8b
is the result of the small flow anomalies collapsing into larger flow anomalies as the
time series increase, resulting in various numbers of flow anomalies being pruned.

5 Conclusion and Future Work

Conclusion. We introduced a novel problem of discovering teleconnected flow anoma-
lies. This problem a number of important applications for environmental monitoring,
video surveillance, and transportation systems. Several new concepts and interest mea-
sures were introduced. A RAD approach was proposed that uses novel design decisions
of “On the Fly”, spatio-temporal Dynamic neighborhoods based, and a pruning strat-
egy. The proof of correctness and completeness for each proposed method was shown.
Experimental evaluation was performed on both synthetic and real datasets.

Future Work. The teleconnected flow anomaly problem faces further challenges when
the network allows for multiple islands. For example, simply adding one island to a tree
network may create two additional paths, two islands may create different paths between
nodes, and so, leading a possible exponential number of time paths between nodes. Thus,
future work will investigate the discovery of teleconnected flow anomalies within more
complex networks. Further investigation will also be needed to explore alternatives for
managing the storage of the spatio-temporal dynamic neighborhoods. Finally, a gener-
alized model will be explored to handle relationships between arbitrary events.
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