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Abstract—This paper proposes a Virtual Scanning Algorithm
(VISA), tailored and optimized for r oad network surveillance Our
design uniquely leverages upon the facts that (i) the movement of
targets (e.g., vehicles) is con n ed within roadways and (ii) the road
network maps are normally known. We guarantee the detecion
of moving targets before they reach designated protedion points
(such astemporary base camps), while maximizing the lifetime of
the sensor network. The main idea of this work is virtual scan —
waves of sensing activities scheduled for r oad network protedion.
We provide design-space analysis on the performance of virtual
scan in terms of lifetime and average detedion delay. | mportantly,
to our knowledge, thisis the rst work to study how to guaran-
tee target detedion while sensor network deteriorates, using a
novel hole handling technique. Through theoretical analysis and
extensive simulation, it is shown that a surveillance system, using
our design, sustains orders-of-magnitude longer lifetime than full
coverage algorithms, and as much as ten times longer than legacy
duty cycling algorithms.

I. INTRODUCTION

Surveill ance for criticd infrastructure and areas is regarded
as one of the most pradicd applications of wireless #nsor
networks (WSNs). So far, most of WSN surveill ance systems
have focused on surveill ance for two-dimensional spaces, such
as open battle elds [1]{4]. Reseach onroad network surveil -
lance however, is very limited. In modern warfare, roadways
(as fast maneuver paths) are vantage aeas for military surveil -
lance and operations. Clealy, surveillance in a road network
is 9gni cantly different, because (i) the movement of targets
(e.g., vehicles) is con ned within road segments, and (ii) the
road network map is normally known (e.g., from Goode Earth
and Yahoo Maps). We ague that legacy solutions, which are
not tail ored for road networks, lead to subogimal performance

This paper propases a novel sensing scheduling algorithm for
target intrusion detedion, utili zing the unique fedures of road
networks. Sped cdly, we focus on suppating military oper-
ations with fast, infrastructure-free deployment. As shown in
Figure 1(a), we guaranteethe detedion o targets, entering from
entrance points, before they reat ore of protedion pdnts;
in modern warfare, battle eld situational awareness requires
both entrance points and protedions points (e.g., temporary
base canps) to be assgned and changed on cemand for fast
milit ary maneuver within aroad network. Therefore, we caana
placesensor gates a priori before protedion pdntsfor intrusion
detedion. Instead, a road-network-wide deployment is neeled.

A straightforward solution for road network surveill ance is
duty cyding, in which nodes wake up smultaneously for w
sends (the minimum working time before reliable detedion
can be reported) and then the whole network remains dlent
for T semnds. The detedion is guaranted if it takes more
than T seaonds for a target to travel along the shortest path
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(a) Proteded Road Network (b) Concept of Virtua Scanning

Fig. 1. Road Network Surveillance

between any pair of entrance points and protedion pants; this
duty-cycling-based algorithm performs much better in terms of
system lifetime than traditional full coverage dgorithms[1]-{4]
in road networks. This is becaise the duty cycling algorithm
allows the whale network to be silent completely for T seconds
every w seconds, but the full coverage dgorithms (e.g., the one
covers al intersedions) require & least one subset of sensors
to be adive & any given pant time, taking noadvantage of the
linea structure of road networks.

In this paper, we present a nowel scan-based algorithm,
which improves further energy ef ciency of surveill ancein road
network. As shown in Figure 1(b), sensors wake up ore by ore
for w seconds along road segments, creaing waves of sensing
adivities, cdled virtua scanning. Waves propagate from one
(or multiple) protedion pdnt P, split at the intersedions,
and merge dong the route until they scan all of the road
segments under surveillance Our study reveds that this san-
based methodcan achievesigni cantly better performance(e.g.,
ten times gystem lifetime) than duty cycling algorithms. The
concept of virtual scanning is mple, however, in-depth design
is very challenging due to a set of pradicd isues we consider
in this paper. Particularly, we investigate (i) how to opgtimize
the network-wide silent duration T between scan waves, (ii)
how to coordinate the working schedules of individual sensors
during the scan, and (iii) how to ded with sensing hdes due
to untalanced initial node deployment, nocde failure and the
depletion o node energy over time. Sped cdly, the intellecual
contributions in this paper are @ follows:

A new architedure for surveill ancein road networks. VISA
is the rst work tailored for road networks, lealing to
orders-of-magnitude longer system life for target intrusion
detedion, using a novel scan-based algorithm.

A sensing scheduling agorithm for an arbitrary road
network. The working schedule of ead sensor (i.e., when
to wake up) is constructed in a decentralized way. The
network-wide silent duration is computed by VISA sched-



uler and raturally disseminated along with sensing waves
to the nodes in a network.

An optimal sensing hde handling algorithm for uncovered
road segments. The VISA scheduler deds with bah the
initial sensing hdes at the deployment time & well as
the sensing hdes due to the heterogeneous energy budget
among sensors by optimally labeling additional pseudo
protedion o entrance points.

The rest of this paper is organized as follows: Sedion I
describes the problem formulation. Sedion Il explains the
VISA system design. In Sedion IV, we discusspradicd isaues.
Sedion V evauates our agorithm through simulation. We
summarize related work in Sedion VI and then conclude this
paper in Sedion VII.

Il. PROBLEM FORMULATION

The problem is to maximizethe lifetime of a sensor network,
while ensuring all intruding targets are deteded before they
read protedion pants. For clarity, this ®dion explains the
basic ideaof virtual scanning, using ore road segment, and then
we extend ou design to arbitrary road networksin Sedion 1l .

Fig. 2. Randamized Linea Deployment

A. Virtual Scanning for Suvellance

We asame n sensors are placal on a road segment of
length | randamly (or uniformly). Each sensor has a nominal
(conservative) sensing circle of radius r, which is long enough
to over the width of the road. This asumption hdds true for
most commercial avail able sensors (e.g., PIR sensors can deted
moving car 60 100 fed away). Therefore, we can represent
sensing coverage using a linea sensor network model as shown
in Figure 2, where n sensors are placed linealy. At the moment,
let the left end o the road segment be the entrance paint E of
targets and the right end of the road segment be the protedion
point P.

Let w be the minimum working time needed by a sensor in
order that the sensor can reliably deted a target over multiple
samplings. Let v be a maximum target speed. Suppcse that
targets enter only from the entrance point and move towards
the protedion pdnt. In this enario, we can use the traditional
full coverage dgorithms where sensors turn onall the time. We
cdl this approach the Always-Awake.

A better design can be built based on the observation that
it takes a target at least |=v seconds to pass a road segment
of length | at a maximum speead v. Therefore, al sensors in
the road segment can sleg together for 1=v seconds, which
is de ned as silent time of the road network. After this silent
time, all nodes wake up simultaneously for detedion. We cdl
this approach Duty Cyding.

Based onthe fad that targets move only along the roadways,
we propose anew design cdled Virtual Scanning. As hown

Fig. 3. Sensor Sensing Sequence

in Figure 3, after al sensors dee for |=v seands, we turn
sensors on ore-by-one for w working time from the rightmost
sensor s; toward the leftmost one s,. Clealy, this wave of
sensing adiviti es guarantees the detection and all ows addtiond
degping time for individual sensors. Compared with duy-
cycling, this additional deguing time is obtained by the fad
that all sensors but one can deeg duing the scan. We note
that the diredion o a virtual scan shall be from the protedion
point to the entrance point. The virtual scan of the oppdaite
diredion (i.e., from the entrance point to the protedion pant)
cannd guaranteetarget intrusion detedion, if a very fast target
enters right after the beginning o the network-wide silent time.

B. Analytical Network Lifetime Comparison

To uncerstand key design parameters, this dion compares
analyticdly the network lifetime among the always-awake,
duty-cyding and virtual scanning methods. For clarity, we
summarize the notation in Table | and owrall analyticd results
in Table II.

TABLE |
NOTATION OF PARAMETERS FOR ANALYSIS

Parameter | Den ition

Tiite Lifetime that a sensor cen work continuotsly
correspondng to its energy budgt.

Thet Sensor network lifetime.

Twork Time that a sensor needs to work for reliable
detedion. Normally Tywork = W.

Tsleep Sleguing time of ead sensor.

Tscan Time that a virtual scanning wave moves aong the
road segment of length | such that Tscan = nw.

Tsitent Time that the whole sensor network remains slent;
that is, time that a target passes through the road
segment of length |. Tgjjent = [=v.

Tperiod Schedule period o the sensor network.
Tperiod = Tscan + Tsilent-

Always-awake & Duty-cycling: For the Always-awake ap-
proad, the network lifetime T IS the same & Tjit e, becaise
sensors work corntinuowsly withou deeping. For the Duty-
cyding aeproadm the network lifetime Thet iS the number of
periods b—=c multiplied by the length of the period Tperiod-
We have:

Tiife

w

Thet = b c(lV + w) (D]

Virtual scanning: In the virtual scanning, the network lifetime
Thet 1S the number of periods bT'\j%c multiplied by the period



TABLE I
PERFORMANCE ANALY SIS FOR THREE APPROACHES

Approach Sleging (Tsieep) | Working (Twork) | Network Lifetime (Tnet) | Avg. Detedion Time
Always Awake 0 Tiife Tiite 0
Duty Cycling L w bT"f Se(w+ L) m
Virtual Scanning | (n - Dw+ L w bT"f Sc(nw + 1) 2

length Tperiod. Tperiod IS the sum of the scen time nw and
silent time \'/— as hown in Figure 4. Therefore, we have:

.

T

period

T

work =

Fig. 4. Scheduling Time Diagram for Node k

Tocan = NW Tsient =11V

T
Thet = b IIfeC(Tscan + Tsilent)
TIV\: 2
= b—Sc¢(nw + )
W

Figure 5 shows the comparison o Ilfetl me anongthese three
approaches. For example, for w = 1 sec Mirtual Scanning has
the lifetime of 30 hous, Duty Cyding 3.2 hous, and Always-
Awake 0.14 hou; Virtual Scanning has 9.4 times lifetime of
Duty Cyding and 214times lifetime of Always-Awake.
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Fig. 5. Performance Comparison acording to Working Time w

C. Analytical Detedion Time Comparison

This sdion compares the average detedion time dter a
target entering a road segment among the always-awake, duty-
cyding and virtual scannng methodk.

Always-awake & Duty-cycling: For Always-awake since a
target is deteded as on as it enters the road segments, the
average detediontime is zero. For the Duty Cyding, if atarget
enters during the working period, detedion time is zero. On
the other hand, if atarget enters during the silent time, average
detedion time is half of the silent time 1=(2v). The percentage
of slent time within a period is I=(wv + 1), therefore, the
overal average detedion time of the duty-cycling approach is
12=(2v(wv + 1)).

Virtual scanning: We suppcse that n sensors are deployed on
a road segment, so eat sensor covers the length of [=n in
average. Also, we suppase that target speed is v and the target
can arrive & any time; that is, the ariva time is uniformly
distributed. A target can arrive ather during scan time or silent
time. We analyze separately the average detedion time for ead
period and then combine them to oltain overall expeded delay
[=(2v). Please refer to Appendix A for detailed derivation.
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Fig. 6. Performance Comparison uncer Different  Values

Figure 5 shows the mmparison o average detedion time
among the three gproadies. Virtual scanning deteds with a
constant 1=(2v) delay regardless of working time w. On the
other hand, the arerage detedion time of the duty cycling
tends to deaease dowly while working time w increases. The
always-awake method ceteds withou any delay. For example,
for working time w = 0:1 sec virtual scanning has dmilar
performance & that of duty cycling, abou 109 sec For
working time w = 5 seq the virtual scanning deteds target
within 109 sec in average and the duty cycling daes within
8.87 sec The average detedion delay ratio between the virtual
scanning and the duty cycling is 1.23. However, the ratio of
the virtual scanning's network lifetime to the duty cycling's
network lifetime is 37, as shown in Figure 5. Thus, even
thoughthe average detediontime increases dightly with virtual
scanning, the bene t of network lifetime is quite remarkable.

D. Con guring VISA for Better Delay and Longer Lifetime

As a reminder, when the network silent time Tsjjent IS
equal to or smaller than |=v, target detedion is guaranteed.
Basic VISA design uses |=v as the network silent time Tg;jent -
However, if a smaller silent time Tsjjent IS USed, it is posshle
to deted the target not only faster but aso with less energy
than the duty-cycling algorithm.

Let Tsijent = for 2 [0, 1=v], in order to ouperform duty-
cycling in bah network lifetime and average detedion delay,
we shall satisfy the following inequaliti es:

Virtual Scanning Duty Cycling

blitec(nw+ ) blitec(w + L) ®
I(nw+ ) Iz
2(nwv+1) 2v(wv+Ty
Solving the aowe inequaliti es, we have:
I ] . nwv + 1) N
mava (n  1w;0g min f Vw1 ,Vg
When  falls into this range, virtual scanning has better

performance than duy cycling in bah the arerage detedion
time and retwork lifetime. For example, as shown in Figure 6,
for w = 0:1 seq when islessthan max = 21:6 sec the
average detedion time of virtual scanning is shorter than that
of duty cycling. Also, when is greaer than qijn = 25
seq virtua scanning's lifetime is longer than that of duty
cycling. Thus, the range of  achieving better detedion delay



and lifetime is [2.5, 21.6] sec We nate the results here only
ill ustrate the idea Detailed study onthe performance dfed of
is presented in evaluation Sedion V-B3.

Il1. VIRTUAL SCANNING ALGORITHM SYSTEM DESIGN

For the sake of clarity, the previous ®dion presents the
basic idea using ore road segment. In the rest paper, we
demonstrate how to apply the virtual scanning to road net-
works with arbitrary topdogy. This ®dion is organized as
follows: Sedion IlI- A lists de nitions and assumptions used
in VISA. Sedion lll- B describes the scheduling algorithm, and
Sedion llI- C presents the hale handling algorithm.

A. Denitions and Asaumptions

Denition 31 (Road Network Graph): Let a road network
graph be G = (V;E), where V. = fvy;vy;:vhg is a set
of intersedions, entrance points, and protedion pdnts in the
road network under surveillance, and E = [g;] is a matrix of
road segment length e; for verticesv; andv; . Figure 7 shows
a graph G correspondng to the road network in Figure 1.

Fig. 7. Road Network Graph G

Denition 32 (Network Lifetime): Let Network Lifetime be
the duration from the starting o a sensor network for surveil -
lance until a target can possbly read ore of the protedion
points withou detedion. In other words, lifetime ends when
there exists a possble bread path between an entrance point
to a protedion padnt.

Denition 33 (VISA Scheduler): Let VISA Scheduler be a
sink nock that initiates the sensing scheduling algorithm.

The VISA design is based on the following asamptions:

Road map and locaions of sensor nodes are known to
VISA Scheduler. The sensor locaion can be obtained
throughlocdizaion schemes [5].

Sensors are roughy time-synchronized at tens of mil-
lisesoond level. It can be eaily achieved because existing
solutions [6], [7] can achieve microsecond level acaragy.
Sensors only have smple sensing cevices for binary tar-
get detedion, such as PIR sensors [8]. No sophisticated
hardware is avail able.

One of existing low-duty-cycle data forwarding schemes,
such as DSF [9] and DESS [10] are used to deliver
nodes locaions and target detedion results to the VISA
scheduler.

Targets move only aong pede ned roads with the
bounded maximum speed.

B. VISA Scheduling on Road Network

This £dion presentsthe design o virtual scanning, including
schedule establishment and dssemination.

1) Establishment of Working Shedule: For clarity in pre-
sentation, we use the subgaph Gs of the graph G shown in
Figure 7 where the edge weight means the physicd distance of
the road segment. First, we will consider a road network with
one eitrance axd ore protedion pant at rst, and then will
consider a road network with multiple entrance axd multiple
protedion pants. Also, for now, we assame that no sensing
holes exist in the middle of roadways where targets canna be
deteded due to the nonexistence of sensors. The sensing hde
handling will be discussed in Sedion IllI- C.

s A

(a) Virtual scen splits into two scans (b) Virtual scan from vz splitsinto two
on protedion pdnt vy scans on intersedion vig

A o

(c) Two scans merge & the road seg- (d) Two scans keep gang towards in-
ment (vg; vig) and stop tersedions v3 and vi7, respedively

R

() Two scans merge & the road seg- (f) Virtud scen arives at entrance
ment (v3; vi7) and stop point va

Fig. 8. Virtual Scanning on Road Network for Working Schedule Establish-
ment

Figure 8 shows sapshats of virtual scanning in this road
network with one entrancev, labeled with E and ore protedion
point v; labeled with P. The virtual scan's propagation time
on eat road segment is the multiplication o the number of
sensors and the individual working time w, instead of the
physicd distance of a road segment. As shown in Figure 8, by
turning on noas along roads conseautively, virtual scanning
waves propagate dong multiple routes smultaneoudly, split at
intersedions, and dsappea when two waves encournter eadh
other in a road segment.

In the cae of multiple entrance and protedion pants, scan
operation is smilar, except that multiple protedion pants
initiate scanning at the same time. Because the waves merge
into ead other in virtual scanning, regardiess the number of
protedion pants and the locations of the nodes, eat noce only
works for w second per scan, which is a nicefeaure for energy
balance Clealy, the scan wave arival time for ead sensor
can be eaily computed with All-Pairs Shortest Path algorithm,
such as Floyd-Warshall algorithm [11]. We note the scan wave
arrival time deddes the working schedule of a sensor node. In



other words, a sensor shall start to work for w secnds after a
virtual scanning wave arives.

2) Decentralized Implementation: In a centralized imple-
mentation, a VISA scheduler cdculates the work schedules for
al nodes and dssminate the results, which leals to far more
messages than necessary. Actualy the scan wave arival time
for eath sensor can be cdculated in adecentralized way. During
the initi alization phese, all sensors are avake. The sensors at the
protedion pdnts generate ashort message antaining a courter
with value initialized to one, and passthem to their immediate
neighbaing sensors. The neighbaing sensors only record the
minimum courter value ever seen (discard the rests), increment
the courter, and then relay the message to their neighbaing
sensors. If asensor islocated at aroad intersedion, it dugicaes
and relays multi ple copies of messages to the dl it s neighbaing
nodes except the one it recaeved the message from. In this way,
the sensors can dedde their sensing scanning ader (i.e., the
minimum counter value) in the distributed way. Given a sensing
order of K, a node shall start to work at time K w and stop at
time (K + L)w.

(@) Virtua Scanning on an Arbi- (b) Slegoing Time Computation
trary Road Network with Protedion considering the Shortest Scan and
Points and Entrance Points Movement Paths

Fig. 9. Virtua Scanning onRoad Networks

3) Establishment of Seeping Shedule: The previous ®dion
discuseed how to dedde working schedule during the scan.
In this ®dion, we will explain hov to compute the optimal
deging length, i.e., the maximum duration sensors can sleg
safely after working for w seconds while guaranteang the
detedion.

Figure 9 shows the virtual scanning in an arbitrary road
network. Let P = fpy;:::; png be the set of protedion pdnts.
Let E = feq; i engbethe set of entrancepoints. As discussed
before, a period Tperiod CONsists of (i) silent time Tsjjent during
which whale network are turned off and (ii) scan time Tscan
during which scan waves propagate acossthe network. Since
anode only works for xed Tyork = W seconds every Tperiod,
the longer Tperiod IS, the better energy ef ciency we have.
Therefore, we shall identify the maximum Tperioq Value that
can guaranteethe detedion. Before this optimization, we de ne
two important concepts as below:

Denition 34 (Shatest Scanning Path): The Shortest Scan-
ning Path pscan(i;j) is the shortest-delay path for wave prop-
agation from v; to v; on the graph G, where v; 2 P and
V; 2 E. Letlscan(i;j) bethe number of sensors alongthe path
Pscan (i;j). Therefore, the Shortest Scanning Time Tecan (i;))
can be oomputed as lscan (i;j) w.

Denition 35 (Shatest Movement Path): The Shortest
Movement Path pmove(i;j) is the shortest-distance path

between vertices v; and v; on the virtual graph G where
Vi 2 Eandv; 2 P. Let Imove(i;j) be the shortest distance.
Therefore, the Shortest Movement Time Tsjent(i;j) can be
computed as Inove(i;j)™Vmax, Where vmax IS maximum
target spead. We note that all of the sensors along the path
Pmove(i;]) can dee together for the silent time Tsjjent (i) ).

Two shortest paths pscan (i;]) and pmove(i;j) for al pairs of
vertices can be computed based on G by the All-Pairs Shortest
Paths algorithm, such as Floyd-Warshall algorithm.

An important principle of computing the optimal slegping
time is that all of vehicles entering duing the deegping time
must be deteded before their arrival to the protedion pants.
Once avirtual scan wave originating from the protedion pants
have swept an entrance point, the paths from this svept entrance
point to the protedion pdnts are vulnerable to the target
intrusion. This is becaise the swept paths are not swept again
until the next scan period.

It is noted that we can guaranteedetedion by setting Tperiod
as the sum of all-pair minimum scanning time and all-
pair minimum target movement time. However the resulting
Tperiod IS shorter than the optimal value, because an intruding
target could have to travel a longroute from an entrance point
with the earliest scan arriving time, or could have to wait
until a late scan arrives before it can travel along the shortest
route, espedally when nodes are placal nonruniformly aaoss
a network. Therefore, the optima safe Tperiog Shal be the
minimum sum of the scanning time from v; to v; and the
vehicle movement time from v; to vy, for vi;v 2 P and
Vj 2 E.

Figure 9(b) shows a threecolumn graph for computing the
period Tperiod. The edges between rst and second column
denate the time for wave propagation and the edges between the
second and third column dencte the time for target movement.
To compute asafe and ofimal Tperiod, We nedl to identify
the shortest path from any vertex in the rst column to any
vertex in the third column. Withou loss of generality, suppcse
p1) e ) p2isthe shortest path. Once the virtual scanning
arrives at the entrance point e; with a delay of Tscan(pz1;€1),
the path from the entrance point e; to the protedion pant p;
becomes vulnerable, if the network remains dlent for more
than Tgjient(€1;P2). Thus, to prevent a target from reading
the protedion pdnt p, ancther scan wave must be generated
from the protedion pdnt p, after Tgjent(€1;p2). Therefore,
the safe and ogtimal Tperiod = Tscan(P1; €1) + Tsitent (€1 P2).
Consequently, the seeping time Tsieep = Tperiod  Twork:
becaise eat sensor must work for its duty cycle Tyork = W
per period.

Now, we car formally de nethe optimizaion problem of the
slegoing time. Let Tsleep(i;j +K) = Tscan(i;]) + Tsitent(j; K)
Twork for vi;vj; vk 2 V[G] where Tyork = w. The optimal
deeping time is chosen as foll ows:

Tsleep v migp; Tsteep(i]; K):

VjZE

(4)

Obvioudly, the seaching for an optimal slegoingtimeisdone
in pdynomial time O(mn?). Once the seging time value
is computed by VISA scheduler, it piggybads in the courter
message discussed in Sedion I11- B2 and is disseminated to all



this, h; and h, shoud have the sametype of label. Furthermore,
since h; and h, nea the protedion pant v;, in order to get
a longer degiing time, they shoud be labeled as protedion
Ve points.

Conceptually, when labeling hde endpdnts, we shoud label

that is already labeled. Rationale behind this insight is. the
Ovig maximizaion o the distance between the entrance points and
protedion pdnts leads to a maximum sleeging time acording
to Eq. 4.

Sensing Hol It Road (b) Augmented Graph including Sens- ]
g FLoie. Segments on Ro Formally, let H be the set of hole endpdnts auch that

Network: Hi = (hj; hg) ing Holes: Ga = (Va;Ea)

Fig. 10. Augmentation of Road Network Graph with Sensing Holes P be the set of protedion pdnts. Let Ly be hole label, Lg
be entrance label, and Lp be protedion label. We can label
the sensors in the network. If the VISA scheduler changes the the holes in the set H, by partitioning H into two digoint
locations of protedion and entrance points dynamicdly, it only subsets (cdled clusters) Entrance Cluster (Cg) and Protedion
needs to re-caculate anew sleguing time and re-diseeminateit. Cluster (Cp ). Asano et al. proposed such a dustering algorithm

Till now, the sensors know when to wake upin order to cregte for a farthest k-partition based on Minimum Spanning Tree
virtual scanning (i.e., Working Schedule in Sedion IlI-B1) and (MST) [12], giving an optimal clustering to maximizethe inter-
how long they can safely sleg with optimal ef ciency (i.e., cluster distance We extend Asand s Clustering for sensing hde

Sleguing Schedule in Sedion IlI- B3).

C. Handing o Sensing Holes

We have so far discussed the sensor working schedule and

deeing schedule, asaiming balanced energy and no initial
sensing hdes. Inthis sdion, we discussthe handing o sensing
holes that can exist after the sensor deployment and that can
occur due to sensor failure or energy depletion. As dhown in
Figure 10(a), ve sensing hde segments (i.e., Hy,..., Hs) exist
in the given road network graph. Our ideato ded with these
initial hole segments is that we make an augmented graph
by adding the endpdnts of the hole segments as shown in
Figure 10(b). To ensure the protedion, we treda these endpdnts
as either pseudo entrance points or pseudo protedion pdnts.
The hdle handling problem is, therefore, reduced to a labeling
problem of hole segment endpants.
Problem Denition: How to optimally determine the role of
each hde endpdnt ( i.e., label as entrance point or protedion
point) in order to achievethe maximum slegoing time, leading
to the maximization d the sensor network lif etime.

In the rest of this sdion, we present an optimal labeling
algorithm for hole handling.

1) Initial Sensing Holes: In redity, there is high probability
that some road segments are not covered by sensors even though
many sensors are randamly deployed onroad network as shown
in Figure 10(a). We de ne these uncovered road segments as
the initial sensing hde segments; nate that ead sensing hde
segment consists of two hde endpants.

Suppacse that n hole endpdnts occur under a uniform sensor
density. With an exhaustive seach, 2" cases are required to
investigate. This means the time complexity of O(2"). Since
this complexity is intradable, we need an improved way to
achieve an optimal labeling for hole endpadnts.

We explain here the idea with a simpli ed example; Fig-
ure 10(b) shows one roadway P; consisting o vs, vig, and vz
and a hole segment H; with hde endpants h; and h,, which
are doser to a protedion pdnt v; than an entrance point vs. If
two hde endpdnts h; and h;, are labeled diff erently, this short
hole segment determines the shortest deguing time. To avoid

labeling.

Ce dist(C.,C.)=d, C Ce dist(C.,C.)=d, C»

Fo—te (fe—iele

QO

(@ Initid Clusters: Entrance Cluster (b) The dosest pair of hy and h;
Cg, Protedion Cluster Cp, and k are merged into cluster H1 labeled as

Hole Clusters hs for s = 1::k unknowvn

Ce dist(C.,C.)=d, Co

(c) The dosest pair of Cg and H1 (d) After clustering, al hde dusters
are merged into Cg with H; labeled are merged into either Cg or Cp , that
as entrance is, labeled as either Lg or Lp

Ce dist(C,.C,)=d,,, Cr

Fig. 11. Clustering for Sensing Hole Labeling

Figure 11 ill ustrates the main idea Let dist(Cg; Cp) be the
inter-cluster distance between Cg and Cp . Our objedive is to
partition the set H into two digoint sets Ce and Cp such that
the inter-cluster distance between Cg and Cp is maximized.
The initial inter-cluster distance is dist(Cg;Cp) = do, as
shown in Figure 11(a). In this example, suppose that two hde
clusters h; and h, consists of the dosest pair of two clusters. In
this case, these hole dusters are merged into orne hole duster H
with the same, unknown label, as shown in Figure 11(b). The
reason two clusters h; and h, are merged into ore hole duster
with the same label is to let the inter-cluster distance between
Ce and Cp be maximized. Otherwise, the inter-cluster distance
between h; and h, can make the inter-cluster distance shorter
than the initial inter-cluster distance dist(Cg;Cp) = do. As
shown in Figure 11(c), two clusters Ce and H; are the dosest
pair, so H; is merged into Cg with hde endpdnts h; and h;
labeled as entrance. In this way, we can cluster all of the hole



endpdnts into either Cg or Cp to maximize the inter-cluster
distance dist(Cg;Cp), as hown in Figure 11(d). Similar to
Asano's algorithm [12], our clustering gves an optimal hole
labeling because it satis es the greedy choice property and
optimal substructure [11].

As an important diff erence from Asands Clustering, during
the dustering, we maintain multiple hole dusters H; labeled
as unknown in addition to one Entrance Cluster Ce and ore
Protedion Cluster Cp. Through the MST construction, we
merge one hole duster H; to either Cg or Cp such that the
inter-cluster distance between Cg and Cp is maximized. We
cdl this new labeling algorithm the MST-based Labeling.

2) Sensing Holes due to Energy Depletion o Failure: In
the previous ®dion, we discussd the initial sensing hdeisaue.
However, sincein redity, the sensors deployed onroad network
may not have the same amourt of energy initialy, we need to
consider the sensing hdes caused by this unbalanced sensor en-
ergy budaet. Also sensor could fail over time. We can ded with
these sensing hdesin the same way as with the initial holes; we
can either completely relabel all holes or incrementally relabel
new holes by using MST-based Labeling. The former is optimal,
but the latter introduces less computation.

IV. PRACTICAL ISSUES

In this ®dion, we cnsider three pradicd issues for the
deployment of our VISA system in red road networks: (i)
Detedion error probability, (i) Time synchronizaion error, and
(iii) Communicdion design for detedion report.

A. Detedion Error Probalility

In redity, there exists snsing error in sensor node. We need
to relax the assaumption that every vehicle within the sensing
range of some sensors can be deteded with probability one.
Let p be the sensing fail ure probability of in ead sensor. As

(b) Scan Window consisting o Sensors s, Sz, and Sa

Fig. 12 Moving Windaw for Detedion Error Handing

shown in Figure 12, there exist n sensors. In order to reducethe
detedion failure under this condtion, we perform the virtual
scan consisting o multiple sensors, which constructs scan
window. As shown in Figure 12(a), the right-most k sensors
(i.e., s1, S2, and s3) turn ontogether and work for their duty
cycle w. After w, the scan window moves to the left, letting
the next sensor s, turn on and the right-most sensor s; in the
current scan windaw turn off, as shown as Figure 12(b).

The failure probability Ps 4ii (k) of scan window size k (i.e.,
the probability that a vehicle passes this £an window withou
being detedted) is p*. Thus, acording as we increase the scan
window's dze k, the probability Ps 4i; (k) will be very small.

B. Time Synchronization Error

Sensors in VISA system are rougHy time-synchronized as
long as there is no time gap between two neighbaing sensors
during the scan time for vehicle detedion. Many state-of-art
solutions [6], [7] can provide sensors with the time synchro-
nization at the microsecondlevel. When a maximum time eror
is known as ¢, ead sensor is required to have amargin of
for its working start time ts and working end time t¢ such that
the working scheduleis [ts  ;te + {]. This guarantees duty
cycle overlap with its neighbaing sensors.

C. Comrrunication Design for Detedion Report

We assaume that sensors deployed on a target road network
can construct an ad-hoc network for the detedion report de-
livery to the VISA scheduler. We dso suppase that multiple
sink nocks are locaed nea by entrance points and protedion
points and the sink nodes can communicate with ead other
through wired or wireless links. In this stting, during the
virtual scanning for road surveill ance, sensors wake up ealier
and see later with some margin of time than its original
working schedule. The margin is st up to guarantee that
two neighbaing sensors can exchange messages during the
scanning as in the case of time synchronization error handling.
In other ways, for the quicker delivery of target detedion
results, we can use existing low-duty-cycle data forwarding
schemes, such as DSF [9] and DESS[10], considering sensor
working schedules.

V. PERFORMANCE EVALUATION

In this :dion, we analyze performance of VISA, comparing
with other schemes for road network surveill ance

Performance Metrics: We use network lif etime and aver-
age detedion time as the performance metrics.
Baselines: Since the road network surveill ance is a new
reseach areg to the best of our knowledge, there exist
no aher state-of-art sensing schemes for road network
surveillance We ocompare VISA with two approaches:
Duty Cyding and Always-Awake
Parameters: In the performance mmparison, we inves-
tigate the dfed of the following three parameters: (i)
workingtimew, (i) sensor density, and (iii ) energy budget.
In addition, we reved (i) effed of deeping time duration
and (ii) effed of sensing hde labeling.
Simulation uses the map of a red road network as shown in
Figure 7. The system parameters are seleded based onatypica
military scenario [13]. Unlessmentioned otherwise, the default
values in Table Il are used.

For network lifetime measurement, the default energy budget
(50 KJ) is used, but for the average detedion time measurement,
to oktain high dtatisticd con dence a full-day energy budget
is used for the comparison among three gproaches: (i) Vir-
tual Scanning, (i) Duty Cyding, and (iii) Always-Awake The
vehicle arival time is uniformly distributed during the system
lifetime with mean inter-arrival time 60 sec



TABLE llI
SIMULATION CONFIGURATION

Par ameter Description
Sensing range R R = 2r = 20meters (i.e., 66fed) where r is ®nsing radius.
Sensor working Nine points in [0.1,0.9] with step time 0.1sec axd rnine points
time w in [1,5] with step time 2.5sec. The default of W is 1sec

Sensor density d N( g; 3)where ¢ = f2;4;::; 20g and

d d = f0;1;::; 6g. The default of ( ¢; 4) is(10;0).
Energy budget b N( b p)whee , = 50kilojoule (kJ) and

b p = f0;2;:::; 18gkJd. The default of | is 5kJ.
Vehicle speed v N( v; y)whee , = f15;20;::; 60gMPH

\Y and , = f0; 5gMPH. Maximum speed is 70MPH and
minimum speed 10MPH. The default of ( v; ) is (40;0).
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A. System Behavior Over time

All three methods Mirtual Scanning, Duty Cyding and
Always-Awake can guarantee the detedion o targets. Their
difference lies in the network lifetime. Clealy, the longer a
noce can dee safely per period, the more energy ef ciency is.
Figure 13 shows how the sleguing time Tgjeep Changes before
network lifetime ends. As shown in the gure, Virtual Scanning
has by far the largest deguing time and hence the longest
network lifetime. For example, Virtual Scanning sustains for
29.2 hous, compared with 2.4 hous in Duty Cyding and 54
minutes in Always-Awake This is becaise of the signi cant
energy saving duing the scanning process

B. Performance Comparison

In this sdion, we cmpare three gproaches: (i) Virtua
Scanning, (i) Duty Cyding and (iii) Always-Awake in terms of
Network Lifetime and Average Detedion Time under several
user-level parameters, such as working time duration, energy
budget, and sensor density.

1) The Impact of Working Time w : Sincew is the minimum
working time before reliable detedion can be reported, this
evaluation reveds how different hardware response speeds and
sensing algorithms affed the VISA and aher baselines. We
use nonuniform 50kJ energy budgt with the energy varia-
tion 5kJ. Clealy, VISA provides dgni cantly longer system
lifetime than the baselines, espedally when w is large &
shown in Figure 14(a). For example, when w is 1 sewnd,
VISA extends network lifetime by 12 times, compared with
Duty Cyding and 158 times, compared with Always-Awake
As shown Figure 14(b), the arerage detedion time of Virtual
Scanningis abou 11.75 se¢ which is dightly longer than that
of duty cycling. This is becaise we set the silent time exad as
the target moving time dong the shortest path.

2) Impact of Sensor Density: As we expeded from the
formula of the network lifetimein Eqg. 2, the high sensor density

provides the longer network lifetime for Virtual Scanning. This
is becaise with a higher density, we have alonger scanningtime
Tscan, Which alows ensor nodes to e longer. However, the
high sensor density does not contribute much to the network
lifetime to Duty Cydingand Always-Awake, sincetheir sleguing
time is independent of the number of sensors. For the average
detediontime, in bah Virtual Scanningand Duty Cyding, e.g.,
under sparse sensor density lessthan 8, the lower density lets
the sensors close to entrances deted vehicle ealier. Thisis be-
cause many sensor network clusters occur due to initial sensing
holes, so the deging time becomes short. Thus, the sensors
close to entrances wake up ealy and deted targets, leading
to shorter detedion time. In summary, at al sensor density
settings, Virtual Scanning provides the longest network lifetime
with a dight increase in detedion time. The performance gain
of Virtual Scanningisalso higher when sensor density becomes
higher.

3) Achieving Shoter Delay and Longer Lifetime Smulta-
neously: In Sedion II-D, we showed analyticdly how VISA
adhieves a shorter delay and a longer network lifetime simul-
taneoudly by adjusting the silent time (Tsjjent = ) within the
range that satis es Eq. 3. To con rm our design empiricdly,
Figure 16 shows the performance dfed of Virtua Scannng
acording to . For example, as shown in Figure 16, when
Virtual Scanning reduces  from Tgjjent tO Tsjjent=2 in the
working time interval [0:1;0:5], it has better performance in
baoth the network lifetime and average detedion time than Duty
Cyding.

C. The Effed of Hole handing

This sdion compares three diff erent methods for hole han-
dling as follows:

MST-based Labeling: our hdle labeling scheme discussed
in Sedion IlI- C.

Randan Labeling: a new hale is randamly labeled with
either pseudo entrance point or pseudo protedion pant.
No Labeling: when a new hadle occurs, it is not handed,
leading to the end o system lifetime.

We use the same Virtual Scanning for these three labeling
algorithms. As shown in Figure 17, MST-based Labeling gives
longer lifetime than bah Randam Labeling and No Labeling.
Randam Labeling and No Labeling have the similar lifetime,
becaise Randan Labeling canna label holes appropriately to
prevent a bread path (i.e., path vulnerable to vehicle intrusion
to protedion pdnts) from existing. Since No Labeling does
not hande sensing hde, one sensing hde aeaes a breah
path, leading to the end o system. For the average detedion
time, these three labeling algorithms have similar performance
whose aurves are the same @ the aurve of Virtual Scanningin
Figure 14(b).

VI. RELATED WORK

Most reseach on coverage for detedion has  far focused
on Full Coverage [1]4], [14]-{18] in a two-dimensional
space In [4], authors use the off-duty eligibility rule to turn
on/off a node & long as the neighbaing nodks can cover the
sensing area of this node. The Coverage Con guration Proto-
col (CCP) [19] provides an energy-ef cient sensing coverage,
integrated with SFAN for conredivity. In [20], surveillance
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coverage is achieved through pobing. Diff Surv [21] provides
differentiated surveill ance to an areawith a catain degree of
coverage, up to the limitation impased by the number of sensor
nodes deployed. Kumar et al. [3] identify a aiticd boundfor
k-coverage in a network, assuming a noce is randamly turned
on with a cetain probability. In [2], Cardei et a. propcse
two heuristic dgorithms to identify a maximum number of set
covers to monitor a set of dtatic targets at known locaions.
In [1], Abrams et al. propose three gproximation algorithms
for arelaxed version o the previously de ned SET K-COVER
problem [22].

To aggressvely reduce energy consumption, partial coverage
through Duty Cyding has been studied as well. In [23], [24],
authors provide a theoreticd analysis and simulation on the
delay (or stedth distance) before atarget is deteded. In [23],
the Quality of Surveill ance (QoSv) is de ned as the redprocd
value of the expeded travel distance before mobile targets
are rst deteded by any sensor. In [25], nodes coordinate
among ead other to guarantee the worst-case detedion delay
and minimize the average detedion delay. In [26]-{2§], the
theoreticd founditions for laying berriers with stedthy and
wireless &nsors are proposed in order to deted the intrusion
of mobil e targets approaching the barriers from the outside.

The dosest related work is virtual patrol [29], in which a

(b) Avg. Detedion Time vs. Sensor Density
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virtual patrol moves alongthe prede ned path in 2-dimensional
space ad triggers ensors adjacent to the virtual patrol's path
for detedion. This virtual patrol is dmilar to the concept of
our virtual scan. However, the uniqueness of our work can
be dealy identi ed from the following respeds: (i) our work
focuses on surveillance in road network, where legagy two-
dimensional solutions canna diredly apply, and (ii) we ae the

rst to formally guaranteetarget detedion whil e sensor network
deteriorates, using a hole handling technique.

VIlI. CONCLUSION

Spedally talored for road networks, this work introduces
VISA based on the concept of virtua scanning. VISA propa
gates ensing waves along the roadways and deteds vehicles
entering into the target road network before they read the
protedion pdnts. We demonstrate analyticdly and empiricdly
the feasibility of achieving longer network lifetime and shorter
detedion delay simultaneoudly. In addition, we propcse an
optimal algorithm to ded with the initial sensing hdes at the
deployment time & well as the sensing hdes due to noce
fallure and the heterogeneous energy budget among sensors
by optimally labeling additional pseudo protedion a entrance
points. Evaluation shows orders-of-magnitude longer network
lifetime than the dways-awake method, and as much as ten
times longer than the duty cycling algorithms. We believe this
work opens a promising dredion o road network surveill ance
Future works, for examples, include (i) the perimeter protedion
of road networks, (ii) protedion design with bounad detedion
delay and (iii ) optimal sensor placement with minimal detedion
delay.
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APPENDIX

A. Average Detedion Time in Virtual Scanrning

In this £dion, we derive the Average Detedion Time (ADT)
for virtual scanning in a road segment. At rgt, for clarity,
we aame vehicle speed is constant, the same & with the
maximum speed v. Later, we relax this assuumption; that is,
vehicle sped is boundd variable speed.

ta A Dscan A Tscan

nw

v

(a) Vehicle Detedion duing Scan Time

Tscan

Tsilent A Dsjlent A
a El; tb

I/v
(b) Vehicle Detedion duing Silent Time

Fig. 18. Vehicle Detedion Cases in Virtua Scanning

Enter during Scan Time: Figure 18(a) shows a vehicle enters
during the scan time Tscan. Since eab node wvers road
segment of length I=n, the virtual scan wave moves along the
road segment with the speed Vscan = |=(nw). The relative
spedal between the scan wave and the vehicle is I=(nw) + v.
Suppcse a vehicle enters at t, after the start of scan, the
scan wave has already traveled It,=(nw). Therefore it takes
(I :f—jv)=(# + V) seawnds before the scan wave readhes
the vehicle, which is the detedion delay Dscan. Integrated t,
over the interval [0; nw], expeded detedion delay (denoted as
E[Dscan]) during scan time is:

R
E[Dscan] = Onw nr:,vv\l,vltf ﬁdta
— nwl . (5)
2(nwv+1) -

Enter during Silent Time: Figure 18(b) shows avehicle enters
during the silent time Tsjjent. Suppcse avehicle enters at t,
after the start of silent time. As shown in Figure 18(b), since
it enters at t, before the start of scan, the vehicle has arealy
traveled tpv. Therefore it takes (I tbv):(ﬁ + V) semnds
before the scan wave readies the vehicle. For the detedion
delay, we dso need to court the vehicle movement time ty
along with the previous detedion delay after the start of the
scan. Notethat t, = 1=v  t,. Thusthe detedion delay bemmes
Dsitent = & ta+ (I (¥ taV)=(5% + V). Integral t,
over the interval [0;1=v], expeded detedion delay (denoted as



E[Dsitent]) during the silent time is:

R - 2_,
E[Dsitent] = OI Y %%dta ©)

2nwl+ 2=y .
2(nwv+l) -
Combined bah scenarios, we can compute the expeded ADT
for the virtual scanning as foll ows:

E[D] |w+l VE[Dscan]+ nw+| VE[DsHent] (7)
2v:

ADT Computation for Bounded Variable Vehicle Sped:
Now we relax the assumption that vehicle speed is constant,
the same a with the maximum speed Vi ax. We asaume that
vehicle spedl is boundd variable speed vV = [Vinin; Vmax] for
0 < Vmin < Vmax. Since this relaxation causes the silent time
to be changed as Tsjjent = |=Vmax, the expeded detedion delay
during the silent time becomes as foll ows:

E[Dsilent]

1=Vmax nwl Ita+1%=vy ax vmax dt
0 nwv+ | (8)
2nwi+ 12=vi ax .

2(nwv+1)

Since there eists no change in the detedion delay during the
scan time, the combined expeded ADT is:

E[D] = 7E[Dscan]+ wE[Dsilent]

NW+ 1=V ax NW+ 1=V ax
I(NnWVmax+1) .
2Vm ax (NWv+1) -~

)
Clealy, Eg. 9 becomes the same one & with Eq. 7 for v =
Vmax-

Now we can compute the average detedion time for bouncd
variable vehicle speal. Suppase that the vehicle speed is uni-
formly distributed in the range of v = [Vnin;Vmax]- We can
compute the expeded ADT for this stting as foll ows:

Rv |

—- max (nwvmax+l) 1

E[D] - Vmin 2Vmax (NWV+1) Vi ax Vmindv 10
1(NWVm ax + 1) gnwvmax+l. ( )

2NWVm ax (Vmax Vmin) NWVmin+|*
To seethe trend of ADT acmrding to the average of bounckd
variable speed, we let v = [ vi vt ] where , =

40MPH and = f0;5;:::; 30gMPH.
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Fig. 19. The Impad of Vehicle Spead Deviation onAverage Detedion Time

Figure 19 ill ustrates the impad of vehicle speed deviation

v onthe average detedion time for four working times, w =
f0:1; 0:5; 1; 5gsec. For the constant speed of |, = 0, al of the
four cases have the average detedion time of 10.9 sec In the
three caes except for w = 0:1 sec the higher vehicle sped
deviation, the longer average detedion time; for w = 0:1 sec
the higher deviation leals to the shorter average detedion time.
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