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Abstract software support, such dynamic monitors can potentially

enable the programmers to detect a wide range of software
For modern software systems that operate in complex e¥rors and enhance software reliability, with minimal per-
ecution environments, reliability is key. The ability foformance penalty.

observing the internal states of an executing program carsoftware-based dynamic monitoring systems observe
facilitate a spectrum of program execution monitors to efye internal states of executing programs through explicit
hance software reliability; and modern multicore Procegistrumentation [12, 7, 11, 1]. Explicit instrumentation
sors provide the computing power needed by such mogis two disadvantages: instrumentation can potentially
tors. change program behavior, which may not be acceptable

This paper presents Ex-Mon, novel hardware and saffy some software systems; it can also lead to significant
ware supports that enable efficient and flexible dynanjgrformance overhead. For example, to detect memory
program execution monitoring. In Ex-Mon, a hardwargy,gs in general-purposed applications, Valgrind, a gen-
based extraction logic that can be configured dynamicalys| dynamic binary analysis framework, incurs 22 times
by the monitoring software, is integrated onto each premwdown compare to un-monitored execution [12].

cessor core. The extraction logic forwards events that arey reduce the performance overhead associated with

of interests to the monitoring software for correctness veliq.\ - .« o<ad monitors. several researchers proposed ar
ification. We evaluate the effectiveness and efficiency :

h d b ngitto d b itectural supports for dynamic monitoring [22, 16, 23,
the proposed system by using it to detect memory- ugsl@’ 21, 18]. However, these proposals often target specific

the SPEC2000 benchmark suite. The_ experiments Sh&Wtware bugs and cannot be extended to monitor generic
that performance overhead of Ex-Mon is 15% on aver

: i . ﬁ)gram behaviors. Furthermore, most of these supports
and 41.4% in the worst case. The bgndW|dth requirem E&uire some instrumentation to the original program that
of the proposed system is below 10 bits per cycle, which

LA . : ﬁfay not be acceptable for some monitoring requirement.
acceptable considering the bandwidth capacity of todamst importantly, once the proposed mechanism is acti-
state-of-the-art on-chip interconnect network. '

vated, the software has little control over the hardware.
In this paper, we propose Ex-Mon, a novel dynamic
1 Introduction monitoring framework that utilizes the computing power
of multi-core processors. On one hand, Ex-Mon is flexible
Today’s software systems are extremely complex er2ough to support generic monitoring activities without
ties operating in more and more complex execution eigquiring any instrumentation to the monitored programs;
vironments. Ensuring correct execution of such sofn the other hand, Ex-Mon incurs minimal performance
ware systems is a challenging but important task. Mo@enalty with the help of additional hardware supports. Ex-
ern multi-core microprocessors that are becoming incredn provides the monitoring software with full control of
ingly common, provide significant computing power thdhe underlying hardware support to further lower the over-
can potentially be utilized to improve software reliabilhéad associated with monitoring.
ity. One way to achieve this goal is to designate some ofln Ex-Mon, a hardware-based extraction logic is inte-
the cores as monitors to observe and verify the executigmated onto each core. This logic can be configured dy-
of other cores dynamically. With adequate hardware andmically by the software, thus it allows the programmers



to selectively extract and forward information needed for [ Application CTL-FV_Based
monitoring. Monitoring activities are performed by mon- Source Code Monitor Specification

itor programs running on separate cores. The extraction \ /

logic is an attachment to the existing micro-architecture

and Ex-Mon leverages existing on-chip interconnection {CTL—FV Monitor Preprocessorj
network to deliver information from the monitored pro-

gram to the monitoring program. A R

To evaluate the performance overhead of our design, WG iginal Compiler
utilize Ex-Mon to detect memory bug in general-purpose
applications. Detecting memory-bugs requires informa-
tion of every memory operations in the monitored pro-
gram, thus pose significant stress on the underlying hard-—.—.c.c.c. O o oo oo . e A -

ware and software supports. -
The main contributions of this papers are the following: @ @ & .
Extraction
. . L ) - Logic
e Presenting Ex-Mon, a program execution monitoring ‘ interconnection network ‘

framework that is capable of supporting a large spec-
trum of monitoring activities;

« Proposing flexible hardware supports that are ci€€ 109ic with free variables (CTL-FV) [9, 8]. A prepro-
pable of selectively extracting runtime informatio{€SSOr parses these specifications, and converts them into

from the monitored program based on software Spéepnitoring routines that perform monitoring activities at
ifications runtime. Each monitoring routine is augmented with an

event list indicating when the routine should be invoked

e Evaluating the effectiveness and the efficiency of tdgure 1 shows a CTL-FV monitor preprocessor that takes

proposed framework by utilizing it to detect memor{0 inputs: the original source codes of the application, as
bugs. well as a list of CTL-FV monitor specifications; and gen-

erates annotated monitoring routines.

The rest of paper is organized as follows: Section@enerating Monitoring Programs: The annotated mon-
gives an overview of the Ex-Mon framework; Section Boring routines can be automatically converted to a mon-
describes the hardware support necessary for Ex-Mdor executable with the help of a compiler, as shown in
Section 4 describes how the monitoring framework cdiigure 1. To support execution monitors, an additional
be used to detect memory-bugs; Section 5 evaluates ¢henpilation path is incorporated into the compilation in-
performance of Ex-Mon for detecting memory bug; Seérastructure. On this path, the monitor compiler takes the
tion 6 discusses related works; and Section 7 concludegput from a preprocessor, and generates the monitor-
this paper. ing executable. The monitoring executable contains three

parts: a list ofmonitor routinesa dispatching routine that
) determines which monitor routines to invoke, as well as
2 Overview an updating routine that initializes and updates the extrac
tion logic.
Ex-Mon is a framework for supporting dynamical execu- The preprocessor and the monitor compiler are cur-
tion monitors. To design and utilize this framework, weently under construction.
must address three issues, as shown in Figure 1: (i) pars-
ing and interpreting monitoring specifications with pro-
gramming language support; (i) generating monitorir% Hardware Support for Ex-Mon
programs with compiler support; and (iii) monitoring pro- ) . ] o
gram execution with hardware supports. While this pH! @ multi-core environment, using one core to efficiently
per focuses on the design and implementation of hardwApenitor the execution of another, requires additional hard

supports, we briefly discuss the design issues for the othiée support. One of the key functionality of such hard-
two. ware support is to selectively extract information needed

by the monitoring core from the application core and the

Figure 1: Dynamic program monitor framework

Parsing and Interpreting Monitoring Specifications:
Program corregtness can be specified by a variety of |0_9|C3In this paper, we refer to every operation performed by tie tiat
and programming languages, such as the computatianed application as an event.
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structions. The extraction logic decides whether the input
corresponds to an event of interests to the monitoring soft-
ware; and packs and forwards the necessary information if
it does. As described in the The extraction logic is explic-
itly managed by the monitoring software. This is achieved
by allowing the monitoring software to initiate and update
the extraction logic at runtime.

3.1 Extraction Logic

To selectively extract and forward information from the

application core, the extraction logic performs the folow

ing functions: i) obtains information from the monitored

core; ii) determines whether the information is relevant;
and iii) packs and forward the information. In the rest of
this section, we provide a detailed description of the ex-
traction logic.

3.1.1 Fetching Information from the Pipeline

In most modern processors, when an instruction reaches
the commit stage, the PC and the result of the commit-
ted instruction are available in Reorder Buffer(ROB) [15].
Thus, the extraction logic can obtain information needed
from the ROB. For memory instructions, the extraction
logic can obtain the accessed address and value from the
load/store queue.

3.1.2 Extraction Table

The key component of the extraction logic is the extrac-
tion table, as shown in Figure 2(c). The inputs to the ex-
traction table are the PC of the committing instruction or
the memory address of the committing memory instruc-
tion, as well as a one-bit I/D flag differencing the two.
The outputs include a one-bit valid signal, a one-bit sus-
pension signal, and a two-hitpesignal connected to the
local filter. The valid signal indicates whether the incom-
ing address has a match; the suspension signal indicates
whether the the committing instruction corresponds to a
monitored event that suspends the extraction table; and the
typebits can be used with the local filter to avoid forward-
ing redundant information. Thgpebits will be described
later in this section.

The structure of the extraction table is shown in Fig-
ure 2(c). The extraction table consists of two components.
The TAG component has the keys to be matched and is im-
plemented with content-addressable-memory (CAM)[14].

extraction must operate at the speed of the processoEtxh entry of the CAM corresponds to a key and a one
avoid stalling the application. This hardware support st I/D Flag. The DIRECTION component of the extrac-
referred to as extraction logic, as shown in Figure 2(ajon table is implemented as a small cache. Each word-
The inputs to the extraction logic are the program coulne of this cache is driven by the corresponding output
ters and the memory addresses of committing memory fream the CAM. When an instruction commits, the PC of



this instruction is sent to the CAM and the I/D flag is seif the communication queueThe communication queue
to I, if a block in the CAM matches the input, the coris a circular buffer, thus the other two are used as the head
responding wordline is set and DIRECTION bits are rend the tail of the buffer. The head points to the next avail-
trieved from the small cache. If the instruction is a menable slot and the tail points to the next element to be con-
ory instruction, the process is the repeated with data adimed. While the head is update by the extraction logic,
dress accessed and the I/D flag setDtoBy checking the tail is updated by the monitor. When the queue is full,
the valid bit, the extraction logic can determine whethére monitored program must be stalled. This is the major
to forward the result of the committing instruction. Teeason for performance overhead in Ex-Mon. The moni-
support simultaneous lookups in the table, this structumging program continuously consumes packets from this
can be extended with multiple ports. Many monitor acfueue in a FIFO order. Each packet contains the following
tivities require monitoring contiguous memory addressédglds:

thus having entries representing ranges of memory loca-

tions is beneficial. This feature can be supported with§dress: the address of the instruction committed or ad-
ternary CAM where a storage cell represents "0°1” or ~ dress accessed;
X" indicating "don’t care” [14]. For example, to monitor I/D flag: indicate whether the entry is an instruction ad-
all accesses to the elements of an array located between dress or a data address
0x8000a000 and0x8000af f f, only one entry with '
address key as 0x8000aXXX needs to be entered to {gue: the result of the instruction committed or the
table. value stored by a store instruction.

For some segments of execution, monitor software may

require the extraction logic to forward all events and b§ Lo .
pass the extraction table. For example, when softw é2 Eliminating Redundant Forwarding

is Updating the extraction |OgiC s the extraction table bﬁ‘lthough the extraction |OgiC allows programmers to
comes temporarily inconsistent and the use of it should §ecify events of interests, traffic for some monitor aetivi
prohibited until the update is done. To support this funfies can still be excessive. Fortunately, there are optimiz
tion, Ex-Mon uses a one-tsuspensionegister to control tion opportunities. For example, in the case of detecting
the use of the extraction table—the extraction table is Wang"ng pointerS, when an accessed memory location is
passed when suspension register is set. The mechanisgrgfen to be in an allocated block, all future accesses to
updating the extraction table is the following: at the inthe same location do not need further verification until the
tialization stage, suspension register is initially ures®d  state of this memory location is changed by certain events,
monitor software set the suspension bit of every extragich as function calls toeal | oc andf r ee.

tion table entry that can cause a table update. At runtimeyg take advantage of this opportunity, we add an auxil-
every time an extraction table entry is matched, its sygry |ogic to the extraction logic, the local filter. The ldca
pension bit is copied to the suspension register. Whefiger uses a small fully associative cache to store recently
committing instruction matches an entry that has susp@grwarded items. If an input address matches an entry in
sion bit as "1”, the monitor software is notified to stafhis filter, the event will not be forwarded. The local filter
Updating the extraction table. MeanWhiIe, from the nePg |n|t|a||y empty and updated by extraction |Ogic_ This
instruction, the the extraction logic bypasses the extragm be achieved by utilizing thgpebits in the extraction

tion table and forwards every instruction until the monitqpgic. Thetype bits are the control signals for the local
software reset the suspension register at the end of thefigr. The twotypebits are:

date.
ONCE: when theonce bit is set, the event only needs
] ] to be forwarded once, thus should be entered in the
3.1.3 Information Forwarding local filter:

Once an event of interest is identified, the extraction logi§ |ySH: the local filter must be cleared when this event
packs the necessary information and writes them to aded- ¢ rs.

icated area of the shared memory, which we refer to as

the communication queueThe communication queuis Figure 2(b) shows how the local filter works together
accessed with regular load/store mechanisms. To suppdath the extraction logic. The local filter is initially empt
accesses to theommunication queyesach core is aug-and when an entry with ONCE bit set in the extraction ta-
mented with four registers: one indicates the base addrefesis matched, the address with I/D flag is written into the
of the communication queue; one corresponds to the dacal filter. When the address appears again, it will not be



forwarded. If the eventis a FLUSH event, the entire locd ~ Catching Memory-Bugs with Ex-
filter is flushed. Our experiments show that a 32-entry lo- Mon

cal filter with least recently used replacement policy can

improve the performance of memory bug detection sign

. LFE) evaluate the effectiveness and efficiency of Ex-Mon,
icantly.

we will demonstrate how to utilize it to detect memory
bugs. Memory bugs include memory leak, dangling point-
ers, loads to uninitialized memory locations and double
free. In the rest of this section, we will first show an ex-

Although a relatively small extraction table is sufficier@MPple of how to specify memory bug with CTL-FV[9, 8]
for the experiments in this paper, it is possible for a moFHIes; then provide an algorithmic description of the mon-
itor to require more extraction table entries than what dfgring software; finally, we show how the monitor pro-
available. This can be resolved by taking advantage @M works with the proposed hardware supports.
program locality and utilizing the extraction table updat-
ing mechanlsm_. While the monitoring software maintaing 1 Ryle Specification for Memory Bug De-
a list of all entries that should be in the extraction table, tection

it is possible that only a subset of entries are in the hard-

ware extraction table at runtime. The monitoring softwafemory-bug detection has a set of well-known rules,

initializes the extraction table with entries that are mogf this section we attempt to specify these rules with
likely to be used in the near future, when the applicatigRathematical logic. We use the Computational Tree
core starts to execute instructions in a different partef thogic with Free Variables (CTL-FV) to formalize

program, or access data in a different part of Fhe Memoiiye description of the rules so that preprocessor can
the monitoring software updates the extraction table Byocess them for the monitor-aware compiler.  For

replacing old entries that are not likely to be used in th§&ample, the statemean addr ess passed as a
near future. To invoke the monitoring software’s updatingar anet er to the free function nust be

mechanism, entries in the extraction table are reservegtq et urn val ue of a mall oc function can

represent events not in the extraction table. When an s specified in CTL-FV using the following statement:
put matches one of these entries, the extraction tableni§( free(addr) — addr = malloc(_))

suspended and a message is sent to the monitoring coli§ereA andG are operators of CTL-FV, indicating that

requesting updates. the formula follows it must be true on all possible execu-
tion paths of the progranAddr is a free variable, it can

be substituted by all applicable addresses. These rules de-
fine the correctness of the monitored programs.

3.3 Extraction Table Overflow

3.4 Monitoring Software

In Ex-Mon, monitor software contains (i) a set of moni-

toring routines, (i) a dispatching routine that activates 4.2 Generating Monitor Program For
appropriate monitoring routines, and (iii) routines tdimi Memory Bugs Detection
ate and update the extraction table.
The dispatching routine invokes the desired monitoriffigne monitor program can be automatically generated
routines for every incomming event. Monitoring routinekom the rules with the help of a preprocessor and a
not only verify whether the incoming event violates angonitor-aware compiler. In this paper, we manually cre-
correctness specification, but also update the states #iatl the monitor program, because the monitor compiler
is needed for future verifications. The monitor prograia under development. The algorithm of the dispatching
must maintain sufficient states to verify all specificationgoutine, is showed in Figure 3(a).
Ideally, to implement an efficient monitoring system, only The dispatching routine is well structured. It initial-
the minimal amount of events are extracted and forwardeds the extraction table with th&ventList created by the
to construct the states. It is worth pointing out that asonitor compiler (manually in our case). The dispatch-
the number and types of events increase, the efficiencyraf routine is a loop with a switch-case statement. It in-
the dispatching routine can become important. Thus, thakes the appropriate monitor routines when an event is
dispatching logic must be implemented efficiently. Cupbserved in the communication queue. A special event,
rently, the monitor compiler is under development, arieXIT, corresponds to the termination of the monitored
the monitor programs used in this paper are develogawgram, will lead to the termination of the dispatching
manually. routine.



data declarations: removed from the allocated block list. Otherwise, an ille-

typedef struct event.type gal call to free function is detected and reported.
{Address, Value, I/D flag }

event type event;

List of events for initializing and 4.3 Catching Memory Bugs Dynamica”y

updating the extraction table.

event type Event List[]; Now we show how Ex-Mon hardware spport facilitates
the detection of memory bugs by describing four aspects

algorithm DispatchRoutine: of monitoring work: first we will introduce the initializa-

InitializeExtractionTabl e(Event List); tion of the extraction table; then we will show how mon-

I'ni tializeDi spatchMap(); itor software checks incoming events; we will also exam-

while (true)
event = ReadQueue();
switch ( Di spat chMapLookup(event . Address))
case VALLCC:
nmoni t or _mal | oc(event);

ine how the local filter can play a role to improve perfor-
mance; and finally, we will discuss how to handle cases
where the return value of memory management library is
not available outside of the library codes.

break: For memory bugs detection, the events of interests
case FREE: are commits of instructions related to calls of mem-
moni t or free(event); ory management functions, such sl | oc, free,
break; real | oc andcal | oc, as well as all accesses to the
case LOAD: heap memory. The instructions related to call to memory
gDnikt or .dangl i ng_poi nter(event); management functions include parameter set up instruc-
reak;

tions and return value copy instructions. We can initial-

T ize the extraction table with the PC of these instructions.
case EXIT:

moni tor exi t (event): Howeyer, we cannot afford to _initialize the extragti_o_n ta-
break: ble with all heap memory locations. In stead, we initialize
end switch the extraction table with a range that corresponds to the
end while entire heap memory space.
end algorithm At runtime, the monitoring software parses incoming
events and maintains a data structure that corresponds
(a) Dispatching routine. to the allocated block in the heap memory. Based on

this data structure, the monitor software is able to verify

monitor _free(event RO .
! ¢ ) whether any correctness specification has been violated.

b?fgln(Al | ocat edBl ockLookup( event . Addr ess)) For example, when a memory_location is read, the moni-
Al | ocat edBl ockRerove( event . Addr ess) ; tor software checks if the location has been allocated and
return initialized. If not allocated, the load is through a dan-
else gling pointer; if allocated, but not initialized, the loasl i
Reportl || egal Free(event); an uninitialized read. When the monitored application has
end if completed, the commit of one epilogue instructions will
end match an entry in the extraction table, and trigger the mon-

itoring program to detect memory leakage bugs and wrap

us execution.

In memory bug detection, we can use the local filter

improve performance as described in Section 3. Here

all heap reference events have their ONCE bit set, there-

fore, when an accessed address is forwarded, it is entered
An example monitor routine for FREE event is showim the local filter to avoid repeated forwarding. Thus, if

in Figure 3(b). This routine is executed when a call to tememory location of a load is already sent to the moni-

f r ee function is observed. The monitdree first looks toring software, it will not be sent again until the state of

up freed block on the allocated block list, which is mairthat memory allocation changes. Commits of call instruc-

tained by the monitor software at run time. If the addretions to memory management functions has their FLUSH

passed as a parameter to the free function matches thebitdset, because these functions can change the memory

dress of an allocated block, the call to functionee is states.

proven to be safe, and the correspondent block should b&Vith aggressive compiler optimizations, it may not be

(b) FREEevent monitor routine.

Figure 3: Monitoring software for detecting memory
bugs.



easy for the extraction logic to determine the return valu
of a memory management function without accessing tt
source codes. In this case, we force the extraction log 50.00%
to forward information of every committed instruction to
the monitoring software while the execution stays in th:

Performance Overhead

40.00% I'E

memory management functions. This can be achieved | 30.00% B4K
placing entries that correspond the calls of the memor ;... E
management function in the extraction table with the su:
pension bit set. When the calls occur, suspension regis' 10-00% ]T N
will be set, and the extraction table will be bypassed s g, L I 81 18| ee CC)E 1 EOTER TR TR T
t_hat aI_I the instructions in the memory management fun Re33388¢8¢ § §3 %
tion will be forwarded. Once the monitoring software ha: R g 8 52 g 3
identified the return value from those forwarded informa ~
tion, it resets the suspension register. (a) Performance overhead for different communication guszes.
Benchmark | Number of Cycles Time Spent Time Spent
5 E | . Name Per Event Processing Event| Fetching Event
Va uatlon bzip2 71.27 92.98% 7.02%
mcf 15.83 68.41% 31.59%
. i imics [d1cratty 629.65 99.21% 0.79%
We eva]uate thg Ex-Mon framework using the $|m|cs 5] Darser i e e
simulation environment, a full system simulation platgap 14.29 65.01% 34.99%
form. We augment the simulator with the Wisconsin 9¢¢ 21.12 76.33% 23.67%
. . . . eon 33.09 84.89% 15.11%
GEMS [10] infrastructure for a detailed simulation of the—or 1358 5530% 3766%
underlying memory hierarchy. We simulate a multicorg vortex 13.54 63.08% 36.92%
N . . - vpr 13.10 61.84% 38.16%
system with 2 cores, each core has its own private L1 ifgcrpmr 1558 59575 10-15%
struction and data cache, while sharing a unified L2 cacheaverage 100.49 78.73% 21.27%

The private L1 caches are 64KB in size and 4-way set- (b) Execution time breakdown of the monitoring core.
associative. They have 64Bytes cache lines and 3-cycle )
access latency. The L2 cache is 8MB in size and 4_W5@ure 4: Performance evaluation of Ex-Mon for detect-
set-associative. It has 64Bytes cache lines, and 6-cy@@ memory bugs on SPEC2000 integer benchmarks.
access latency. The main memory is 2GB in size with 80- . o .
cycle access latency. The extraction table has 1K entrig® input set. For a reasonable simulation time, we sim-
and the local filter has 32 entries. ulated one billion instructions after skip the initializat
We simulate execution and synchronization of the mopbase of the benchmark.
itored and monitoring programs, as well as the bandwidth
requirements of the extraction logic.
a J 5.2 Results

5.1 Benchmarks At runtime, the monitor program consumes data from the
communication queu a FIFO order. In some por-
To evaluate the effectiveness and efficiency of Ex-Motion of execution, the workload of the monitoring pro-
we must identify the real-world applications with corgram is higher than that of the monitored program, and
rectness specifications. However, there is no standgids packets in the communications queue cannot be pro-
benchmark for evaluating program execution monitor sysessed in a timely manner. When the communication
tems. In this paper, we evaluate the performance overhgadue is full, the execution of the monitored program
of memory bug detection using the SPECINT 2000 [18just be stalled, and performance degrades. This is the
benchmark suite, with injected memory bugs. main performance penalty evaluated in our work. Fig-
Under Ex-Mon framework, we manually developedre 4(a) shows the performance impact of Ex-Mon, com-
monitoring software that detects a set of well-knowpared against un-monitored executions. The performance
memory bugs, including double free, memory leak, dapenalty for different benchmarks vary significantly. For a
gling pointer, and uninitialized load dynamically. In ou#K communication queue, the average performance over-
implementation, memory bugs are logged when they dread is 15.58%. However, for some benchmarks, such as
detected, and reported at the end of the execution. CRAFTY, the performance overhead is negligible, while
We simulate the SPECINT 2000 benchmarks with tlier some other benchmarks, suchragoLrF andGAP, the



Performance Speedup with Optimization
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Figure 5: Speedup achieved by the local filter.  Figure 6: Bandwidth requirement of memory bug detec-

tion.
performance overhead is nearly 40%. We vary the size

of the communication queue to evaluate the sensitivity @gcome significant and limit program performance. In
our performance results. We found that the benefit of ithis section, we evaluate the bandwidth requirementin de-
creasing the communication queue size is marginal, dgjls.
the average overhead is reduced from 15.58% to 14.219%igure 6 shows the average bandwidth requirement for
when the queue size is increased from 4K to 32K. all SPEC2000INT benchmarks. We observe that none of
Figure 4(b) shows the breakdown of monitor core exthe benchmarks requires a bandwidth of more than 10
cution time with 32k communication queue. The execBits per cycle. For a 1.3GHz core, this translates to a
tion time of monitor core can be divided into two catédandwidth requirement of approximately 1.6GB/S. Such
gories: processing time and fetching time. Here the pigandwidth requirement can be easily satisfied by the on-
cessing time includes the time of dispatching the informeRip interconnection network of a state-of-the-art multi-
tion to different monitor routines and the time of runningore system [17]. However, it is worth pointing out that,
monitor routines. The fetching time includes the time dfhe peak bandwidth requirement of the monitor system
waiting for the communication queue to be ready and than potentially be much larger than the average bandwidth
time of actual reading. Cycles per event is the average igquirement. Thus, further investigation is required to es
terval of two consecutive events that tells how fast everit®ate the system performance under peak bandwidth re-
come into the communication queue. As we can see, tigrement.
faster the events come, the more time is spent on readin§henet. al[2] have proposed to optimize monitoring
the communication queue. systems by compressing forwarded packets, and imple-
ment more efficient dispatching logic. The optimization
technigues proposed by Cheh al[2] can potentially
incorporated into Ex-Mon.
Utilizing the local filter to reduce the number of packets
forwarded through the communication queue has a signif-
icant performance impact. Figure 5 shows the speeoﬁp Related Work
achieved by the Ex-Mon system with a 32-entry local fil-
ter incorporated compared against one without a local fieveral software tools have been developed for runtime
ter. All benchmarks are able to benefit significantly frofonitoring: Valgrind [12], Purify [7], CCured [3] and
this optimization. On average, we are able to achiefdDUCE [6]. These tools instrument monitored codes,
55.36% performance improvement. This optimization &d creates significant performance overhead. Further-
incorporated for results in Figure 4(a). more, instrumentation can potentially change program
behavior and introduce additional vulnerability. Val-
grind [12], for example, is a dynamic binary instrumenta-
tion framework that enables a variety of monitoring activ-
The bandwidth requirements for communicating packeties. It uses elaborate dynamic instrumentation to main-
between the monitored core and the monitoring core miayn shadow values for monitoring routines.

5.2.1 Impact of Local Filter

5.2.2 Bandwidth Requirement



To overcome the performance overhead associatéd Conclusions
with the software-based approaches, several proposals
have suggested hardware supports for execution monitbis paper presents Ex-Mon, software and hardware sup-
ing [23, 2, 13, 21, 18, 4, 16, 22, 20]. Most of the propogorts that facilitate a wide spectrum of program execu-
als only target a specific class of program behavior, suién monitors. Ex-Mon targets multicore architectures by
as memory-bugs. MemTracker [21] and HeapMon [18Hgmenting each core with extraction logics to obtain in-
associate each word of data in memory with a few biermation from an executing program. For a particular
of state and track state transition with hardware tablégonitoring task, the extraction logic can be configured
MemTracker is capable of detecting a set of well-knowdy the monitoring program, based on the programmers’
memory bugs for SPEC2000 benchmarks with negligit#@ecifications. The monitoring program can be automati-
performance overhead. Raksha[4] provides architect@gdly generated by a monitor-aware compiler. During the
support for dynamic information flow tracking, and is ablexecution of monitored program, the extraction logic se-
to detect a series of high level software security probldattively extracts information when events of interests oc
at runtime. It introduces tag checking, as well as propeur and forward the information to the monitoring soft-
gation registers and logics at every stage of the pipeliware running on a separate core. Only forwarding in-
and extends the ISA with new instructions. iWatcher [28prmation for events of interests can reduce performance
is a memory location based dynamic monitor that utiliz€yerhead and improve the efficiency of the proposed sys-
TLS supports to execute monitoring routines and instrigm. We evaluate the performance overhead and band-
mentation in the user programs to control these hardwafiglth requirement of Ex-Mon for memory bug detection
features. Oplinger and Lam’s [13] proposal allows thwith SPECINT2000 benchmarks. We observe a 15.58%
programmers to insert monitoring functions into the moferformance overhead on average and 41.4% in the worst
itored program, and uses TLS hardware support to execégée. The bandwidth requirement generated by the mon-

these monitoring functions in parallel with the monitorei#oring infrastructure is below 10 bits per cycle, which
program. is acceptable considering the bandwidth capacity of the

state-of-the-art on-chip interconnect network.
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