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1. Introduction

Software development for critical embedded systems is a costly, time consuming and error prone process. In such projects, the verification and validation (V&V) activities consume up to 70% of the software development resources. There have been significant breakthroughs in static V&V techniques, such as model checking and theorem proving. These techniques have proved valuable in verifying desirable characteristics of the safety-critical software in embedded systems. 

The crisys group at the University of Minnesota under the leadership of Prof. Mats Heimdahl is concerned with the use of computers controlling safety-critical systems. Our approach to software development is based on formal modeling and analysis of the required behavior of the safety-critical software. The Specification language (Modeling language) we use is RSML-e. The language has a formal foundation and is suitable for automated analysis. The Toolset for the language, NIMBUS supports visualization and simulation capabilities. However, it does not have any support for V&V. Tools such as model checkers and theorem provers aid the control engineer to perform such V&V activities.    

While performing static analyses on a requirements specification expressed in RSML-e for an embedded control system, a set of formal criteria can be defined for describing desirable properties of that specification. The criteria are concerned with properties such as completeness, consistency, timing and safety. However, manually verifying compliance with this set of criteria is a time-consuming and error-prone process. Therefore, there is a need to use automated procedures or tools to analyze formal specifications in RSML-e for some of the criteria mentioned above.  

In this proposal, we describe an approach to automate the process of V&V by using existing tools such as model checkers. This is accomplished by building a translator from RSML-e to the input language of the model checker. However, such a direct translation might fail, if our model contains objects whose values are from a very large/ infinite domain. The Model checker that typically performs a proof of the desired property by exhaustive search of the state space, might run out of memory – what is called the state space explosion problem. Therefore, techniques such as abstractions, where such objects are restricted to a bounded domain (for simulation and verification purposes), need to be used prior to this translation.  This proposal seeks to automate this process of abstraction thereby proving the control engineer with a tool that he/she can use to alleviate the state-space explosion problem inherent in model checkers.

2. Long-Range Goal

Our long-range goal is to dramatically increase the quality and productivity of software development and maintenance for critical control systems by centering the development around a fully formal and executable model of the software behavior. The objective of this application, which is the next step towards our goal, is to devise techniques that will enable the control engineer to fully automate the V&V activities.

3. Central Hypothesis

The central hypothesis of our proposal is that model checkers (like SMV) can be effectively used to automate the process of V&V for safety-critical software. We hypothesize that we can perform V&V activities on large and complex systems by performing abstractions on the original model and running this abstracted model through the model checker. The model checker would then come up with a report if properties of interest are violated in some state or verify the desired property to be true. 

4. Specific Aims

We plan to accomplish the objectives of this proposal by pursuing the following aims:

· Develop an Abstraction Framework which enables the engineer to utilize various abstraction techniques in reducing infinitely large state spaces into finite state spaces. The Abstractions would be performed on the original system modeled using the RSML-e language.

· Develop a Translation Framework that works independent of the Abstraction Framework: We would need to determine a suitable translation from RSML-e to the input language of a model checker. This framework would use the abstracted model as a basis for translation. 

· Determine techniques to evaluate the translation and abstraction phases: This is to ensure that we haven’t abstracted away too much detail to make model checking feasible.

The results of this proposal will be significant, because they will help to dramatically reduce the development costs and increase the quality of verification efforts through use of tools that have a proven record of reliability.

In the next section of this proposal we summarize relevant research efforts. The section after that outlines our proposed project in detail.

5. Background and Related work

There has been an immense amount of research done in abstraction techniques and model checking in general. The coverage in this section is by necessity cursory, but we will present the research efforts that are most closely related proposed project.

· Model Checking: Model checking is a kind of formal verification where a finite state representation of a proposed system can be explored exhaustively to determine if it satisfies desirable properties. The properties to be verified are cast as assertions of formulas in an appropriate temporal logic and the system behavior is specified as some form of a state transition system

· Abstraction Techniques: These are probably the most important technique for reducing the state space explosion problem. Some of the commonly used abstraction techniques are the following: (1) cone of influence reduction (2) data abstraction. Both these techniques are performed on a high level description of the system, before the model for the system is constructed. Thus, we avoid the construction of the unreduced model that might be too big to fit into memory. Refer [1] for a more formal treatment of both these techniques

· State-based Modeling Languages: State-based modeling techniques such as RSML-e have emerged as languages suitable for modeling of embedded systems. The Languages have a formal foundation and are relatively easy to understand. Refer [2] for a detailed discussion of the features and formal semantics of the language.
6. High Level Design of the Abstraction and Translator Framework in Nimbus

We now introduce some of the components of the proposed framework. The general idea is depicted in Figure 1. Our original model is first abstracted and then translated into the input language of the model checker. Then the desired property in LTL/CTL is fed into the model checker and verified to be true or false (counter example). 
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Figure1. V&V Model for RSML-e Specifications

The following subsections introduce some of the ideas behind building the integrated framework to achieve both abstraction and translation.

6.1 Nimbus Simulator Architecture

The NIMBUS Environment allows us to execute and analyze the specifications (written in RSML-e) of a software control system. In short, it is an integrated environment for requirements modeling that includes support for the following activities: (1) Formal verifications of desired properties of the system (2) Simulation and testing of the specification and (3) Static analysis of the specifications.

The NIMBUS simulator is made up of several subsystems. The Graphical User Interface invokes the Command Framework to execute commands supported by the NIMBUS Environment. The Command Framework needs to interact with the parser to generate the Abstract Syntax Tree (AST) that forms the internal representation of the RSML-e Specification. The Simulation Engine can be invoked from the command framework to perform simulation of the specification. The Observer Framework is concerned with observing states of the objects in the abstract syntax tree during the simulation and updating the state of several GUI elements that may need to be updated when the variables change value.

Figure 2 depicts the major subsystems within the simulator and their relationship to one another.
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        Figure2. NIMBUS Simulator subsystems

[image: image2.png]Fle Vew Smuation State Herarchy Lrslyc

wlator
Help

=181x]

[E2[acls*

aB 500 &R Aaviess-a@%

ES Fos Left
- Onside_FD
S off
S on
E-E Piot_Fiying
S LT
S RIGHT
- Indspendent_Mode
S off
S on
E-E Modes
S off
&S on
E-E HOG
S Cleared
S selected
E-E ROl
S Cleared
S selected
EE Nav
S Cleared
£ Selected
ErE NAv_Selected
S Amed
S Adive
E-E LapeR
S Cleared
£ Selected
E-E LAPPR _Selected
S Amed
S Adive
EE e
S Cleared
S selected
B PITcH
S Cleared
S selected
E-E AT
S Cleared
S selected
EE s
S Cleared
S selected
EE AUTSEL
S Cleared
£S Selected

For Help, press F1

FGS_Left

Orside_FD

on

Filol_Flying

RIGHT

Independent_Mods

on

Modes

On

HDG

ROLL

AV
—

Cleared | [Selected

NAV_ Selected

LAPPR
—

Cleared | [Selected

LAPPR_Selected

RGHL F londed

ffime 0:0:0:0

[5m[pag [wetch




Figure3. The NIMBUS Development Environment

6.2 Overview of the Abstract Syntax Tree (AST)

The Abstract Syntax Tree (AST) is the internal representation of the RSML-e specification in memory. It is the central artifact that is manipulated, traversed, and used for execution within the Nimbus simulator. 

We would like to perform several analyses on the AST. However, we do not want to encode each analysis into the abstract syntax tree classes due to the following reasons:

· “Versioning problems”: Multiple groups working on different analyses

· Classes get huge and very brittle: Lose cohesiveness and become too dependent on other classes

· Adding new analysis means that we have to recompile the entire AST

In addition, analyses may need to manipulate the AST and this might potentially mean that we need to perform destructive modifications on the AST.  Therefore, there is a need to have a workable copy (“clone”) of the AST to perform these modifications. To avoid the “huge classes” problem, we make use of the visitor framework in NIMBUS. The intent in the visitor framework is to represent an operation that can be performed on the elements of an object without changing the classes of the elements on which it operates.  The framework uses a lot of visitor objects that visit their respective objects.

6.3 Visitor Framework in NIMBUS

The basic idea in the visitor framework is to build a visitor class, which inherits all the visitor, interfaces for expressions and other data objects in the system. An object of this Class can visit any expression/data object. In other words, these expressions/data objects can accept a visitor. The appropriate visit functions are overridden in the derived classes. Refer [4] for a detailed discussion about the Visitor Framework as implemented in NIMBUS. 

6.4 Cloning the Abstract Syntax Tree

The Visitor Framework is required to walk the Abstract syntax tree (AST) for analyses. However, in order to perform analyses it (the AST) must first be cloned. This is because during analyses we might perform destructive modification on the AST. Hence, we need to have another copy (clone) of the AST so that execution and other analyses are not compromised.  The Visitor Framework is used to visit each node in the AST and make a “deep” copy of the data objects in the node. (Refer [5]).

6.5 Abstracting the AST

 Abstraction refers to any sort of transformation performed on the cloned AST. Several Abstraction techniques such as specification slicing or scaling can be performed on the cloned AST. While translating to SMV for instance, exact translation may not be possible for converting real variables to integer variables. Therefore, scaling or truncation needs to be performed. Also, while abstracting we might wish to omit certain variables that are not needed in the translation. 

Design Goals for the Framework:

Design Goal I:
Make the Code generator (Translator) independent from the Abstractions applied to the AST

Design Goal II: 
Always maintain a valid RSML-e Specification 

Design Goal I essentially means that we need have an abstraction process defined on the AST. The manner in which this could be done is described below: 

The Abstraction process requires us to have a scripting language that would enable the user to say something like “replace real with int” or “scale x from seconds to milliseconds” etc. The Script would then invoke an “Abstraction visitor” (derived from the Visitor Framework described in an earlier section) that would traverse the AST and do the abstractions.  The abstractions could be implemented in two different ways:

1. Modify the AST:  Visit each node and perform required abstraction on the node (which is a RDataStructureObject) itself. In other words, perform destructive modifications on the AST.

2. Store the abstractions in a data Structure (RAttributeMap) without performing destructive modification on the AST: 

The basic idea here is to have the “Abstraction visitor” visit nodes of interest and create a “proxy” (that can be viewed as a “clone” of the node in question) and apply the abstraction (defined by the script) to it.  The “proxy” is then registered as an attribute in the RAttributeMap of the node (RDataStructureObject). In short, we have the “Abstraction visitor” create and register these “proxies”. Once this is done for all the nodes of interest (determined by the script) then we are done with Abstracting the AST. Several “proxies” can be created for each node that could refer to different abstractions on the node.
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Figure4. Abstraction Process


Pros and Con’s of the two approaches for abstraction:

1. Modifying the AST is a possibility but the drawback is that if we replace a node in the AST then we have to make all the other nodes that referred to the old node point to the new node. (Don’t know if that is a feasible approach).  It’s an elegant solution if we need to experiment with several abstractions. It is also easy to perform sequential abstractions on the AST because we perform destructive modification on the AST at every step in the abstraction sequence.

2. Storing the abstractions using the “proxy mechanism” seems to solve Design Goal I. This is so because we could have the code generation visitor (Translator) behave in the following manner that decouples the Abstraction and Translation processes:

The code generation visitor would “attemptvisit” each node and check if as proxy has been registered in it’s Attribute Map and if it is so, perform the code generation based on the proxy. If no proxy has been registered then the node itself is used for the target code generation. The code generation visitor would take in the name of the attribute (which in turns decides which abstraction to use) as an argument. In this way we could have the code generator generic for implementing different abstractions on the AST.
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Figure5. “proxy” mechanism using the Attribute Map

6.6 Components of the Integrated Framework

The Generic Components include the following:

1. Visitor Framework

2. Cloned version of the Abstract Syntax Tree (AST)

The application specific component in this framework is the Translator which performs the translation to a particular modeling language. The Visitor Framework as described above can be used for both cloning the AST and for performing abstractions on it. Some of the benefits of the framework are the following:

· Experiment with various Abstraction Techniques: For instance, the control engineer can perform sequential abstractions on the cloned model and would have the provision to “roll back” abstractions.

· Use this as a basis for performing V&V activities: This is related the specific aims put forth in the proposal

· Enables the test engineer to automate test case generation: The model checker can be used to provide the test cases corresponding to the property to be verified
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Figure6. Integrated Framework for Abstraction and Translation
7. Assessment and Evaluation

While assessing the framework, we need to assure the following: 

· The translation should not have abstracted away too little or too much detail: We. should be able to build the original system (before abstracting) from the abstracted system. This is easy if we have a mapping function between the original system and the various abstractions. 

· There should be a method to ensure that the translation is indeed correct : One way to ensure this is to build a mechanism to translate the generated output of the translator back to the original specification – what we call “reverse translating” and compare the original (before translation) with the result obtained after “reverse translating”.
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