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Abstract

This paper presents a design and analysis of scheduling techniqugsetovith the inherent unreliability and
instability of worker nodes in large-scale donation-based distributedsinfictures such as P2P and Grid systems. In
particular, we focus on nodes that execute tasks via donated compataieaurces and may behave erratically or
maliciously. We present a model in which reliability is not a binary propeutyabstatistical one based on a node’s
prior performance and behavior. We use this model to constructaewputation-based scheduling algorithms
that employ estimated reliability ratings of worker nodes for efficient tdlsication. Our scheduling algorithms
are designed to adapt to changing system conditions as well as nonatati@havior of node reliability. Through
simulation of a BOINC-like distributed computing infrastructure, we dertratesthat our algorithms can significantly
improve throughput, while maintaining a very high success rate of taslpletion. Our results also indicate that
reputation-based scheduling can handle a wide variety of worker gamdaincluding non-stationary behavior,
with overhead that scales well with system size.

1 Introduction

Recently, several distributed infrastructures, inclgdieer-to-peer networks and donation Grids, have been pedpo

to host large-scale wide-area applications ranging froendfilaring/file storage to high performance scientific com-
puting [22, 12, 29, 4, 11, 5]. Despite the attractive feawkthese platforms (scalability, low cost, reduced cost of
ownership, and resilience to local failures), widespreaplayment of such systems and applications has been elu-
sive. A key problem is the inherent unreliability of thesastgyns: nodes may leave and join unexpectedly, perform
unpredictably due to resource sharing at the node and rnletexa, and behave erratically or maliciously. This paper
presents a design and analysis of techniques to cope witimtileeent unreliability of nodes that execute tasks via
donated computational resources.

We present a model in which reliability is not a binary prdpdout a statistical one based on a node’s prior per-
formance and behavior. Such a statistical model is impoftarntwo main reasons. First, a node’s behavior could
change with time and hence nodes cannot be classified aspgiely reliable or unreliable always. Moreover, repre-
senting reliability as a statistical property allows usnodrporate the uncertainty inherent in the system’s kndgde
of individual nodes’ reliability. We adopt a reliability ndel based on the accumulation of the direct observation
of node behavior over prior task executions. An example chsan environment is BOINC [4], or its forerunner
SETI@home [5], in which a server distributes tasks to worlates and collects results. Since nodes are not reliable,
the server generally cannot be certain that the resultexediby any given worker are valid unless application-dpeci
verifiers are provided. Many factors may contribute to theeliability of a node. It has been shown [27] that cheating

has been a considerable problem in the SETI@home projegtets, it is also possible that nodes have incorrectly



configured software, are hacked, have poor connectionstedtver, or are highly loaded and cannot return timely
results.

We speculate that when excess resources become a visibblastacommodity or utility [22, 33, 31], cheating
or hacking nodes will become even more prevalent due to esmnimcentives. In addition, it seems likely that as
distributed systems become larger and more widely disgeretability will also decrease due to more failure-prone
components and increased exposure to malicious agentsiausg¢s: To deal with uncertainty in the absence of
inexpensive verifiers, outsourced computations can bendshtly scheduled to a number of nodes. If we assume that
the space of feasible (but not necessarily verifiable) tessilsufficiently large, it is very likely that a result reted
by a majority of workers will be valid if node collusion hastrezcurred. Such a majority result could then be treated
as the “correct” result of the computation.

A major drawback of using redundancy is that it may reduceatheunt of useful work performed. The degree of
redundancy is an important parameter: a small degree a€atipih could decrease the likelihood that the server will
receive a verifiable result. On the other hand, a large degfresplication could result in unnecessary duplication of
work by multiple resources. Systems like BOINC rely on thelagation writer to specify this value for each task.
Since the reliability of workers in a distributed envirormhenay be uncertain, it is likely that any statically-chosen
redundancy value will reduce the effectiveness of the syste

To overcome this problem, we propose techniques to deterthimdegree of redundancy based on the estimated
reliability of the workers. Intuitively, a smaller degreé replication should be possible if the allocated nodes are
collectively more reliable. Using a simple reputation sys{34], it is possible to determine the likelihood that aegiv
worker will return a correct and timely result with fairlydh accuracy. Using these estimates, we show a simple way
to compute the likelihood that a group of workers will ret@majority of correct and timely results. These group
reliability ratings can be used by the system to intelligesthedule tasks to workers, such that the throughput of the
system is improved, while still maintaining the server'digbto distinguish fraudulent results from valid ones.

Applying these techniques in practice introduces a numbehallenges. First, the system must be able to learn the
reliability of individual workers. A number of different paitation systems have been proposed for this purpose [25,
15, 24, 2, 7], although selecting the right one is dependerhe characteristics of the environment in which it will
be deployed. Given these reliability ratings, the systeedsean algorithm or heuristic to determine how to match
groups of workers to tasks. Since it is likely that the bebesltling technique will be dependent on the environment,
we propose a set of algorithms that are tuned to the chaistatsof typical environments.

We consider several different algorithms which can be ugseniide scheduling decisions on the basis of reliability
ratings associated with groups of workers. To reduce oegfirethe system, we introduce a technique for calculating
a lower-bound on the likelihood that a group will return aifiable result given individual worker reliability ratings
Finally, we compare the throughput and computational aedhof each of these techniques through simulation of
a BOINC-like distributed computing infrastructure. Ousués indicate that reputation-based scheduling canfsigni
cantly improve the throughput of the system for worker papiahs modeling several real-world scenarios, including

non-stationary behavior, with overhead that scales weh system size.



Research Contributions

We now summarize the main research contributions madesrptper:

¢ Reputation-based schedulingle present a novel scheduling technique based on a repusgtitem to achieve
more efficient allocation of tasks in an unreliable disttdalisystem. An important feature of our reputation
system is that it incorporates metrics of correctness alsagdimeliness to generalize the notion of trust to that
of reliability. We show that our reputation system not only improves thiabiity of the application, but also

increases its throughput, and introduces overhead thigisseall with system size.

e Statistical reliability estimation:Another novel contribution of our reputation-based tegheiis that unlike
most existing techniques, it treats reliability not as aabjrproperty, but as statistical measuréo incorporate
dynamic variations in the environment as well as uncerjaimtestimation. We demonstrate the strength of
statistical estimation by simulating a large number of-eatld reliability scenarios using different probability

distributions. Moreover, we emulate both stationary ang-si@tionary node reliability behavior.

e Adaptive schedulingiVe present an adaptive algorithm which adjusts schedulingmpeters to match conditions
in the system. This adaptive algorithm is able to implicéljjust to the underlying reliability distribution, and

is also responsive to non-stationary behavior of nodehititia

2 Background and Related Work

2.1 Distributed Computing Infrastructures

Numerous computing infrastructures have been designetlizeudle distributed resources. These systems can be
loosely categorized into two groups: those that utilizeueses under administrative control, such as Globus [18] an
Condor [29], and those that rely on unsupervised donatediress such as SETI@Home [5] and Folding@Home [16].
In this paper, we mainly focus on the latter, as these enmigtis are much more susceptible to unreliability.

The @Home applications [5, 16] and their generalization|NBO[4], are instances of a growing number of systems
which utilize donated computing cycles to solve massiverdific problems. BOINC provides application designers
with a middleware that can be used to design and deploy sgstewhich a master task server assigns computational
tasks to a pool of donated computing resources.

In contrast to BOINC, several unstructured cycle-shariatfgrms have been proposed [11, 26, 6] in which nodes
can act as both a client and a server. These platforms &eilihe formation of ad hoc communities for solving
large-scale computing problems. SHARP [19] introducedsauece-management framework for distributed systems
in which resource rights are encapsulated within verifiadd®urce claims. This framework could be used as the basis

for a computational economy in which CPU cycles are soldaitéd among peers.



2.2 Dealing with Unreliability

Dealing with unreliability is a core design challenge in alistributed system and many techniques have been pro-
posed in the literature. Redundant task allocation contbwmi¢h voting, as used in Byzantine fault-tolerant (BFT)
systems [9], is popular due to its general applicabilityisdpproach is also used by most BOINC [4] applications to
verify the results of outsourced computations: if a majooitthe workers assigned a task return the same result, then
the result is deemed valid.

Since task replication could result in lower resource zdtiion, some techniques have been proposed to verify
results for tasks allocated to a single resource. Golle airddM [20] present a verification technique that inserts
pre-computed images of special spot-checks called “rsigeto distributed tasks to verify results returned by a
worker and identify cheaters. This scheme is extended ip {#ffere the results are verified by using a Merkle tree
of intermediate results stored on the workers. Both thedeiques can be used only for verifying computations that
exhibit aone-wayproperty, and are thus not applicable for general commustiAnother verification technique [32,
36] employs pre-computed tasks called ‘quizzes’ that areesglded into a batch of (otherwise indistinguishable) tasks
allocated to a worker. When the task server receives a batasofts from a worker, it assumes the results for the
real tasks to be correct if the results for all of the quiz saate valid. While not dependent on one-way functions, this

technique still requires pre-computation of certain tasksich may be non-trivial or infeasible in many scenarios.

2.3 Reputation-Based Scheduling

Reputation systems [30] are commonly applied in peer-gr-petworks to gauge the reliability of nodes [1, 15, 24].
Trust or reputation systems are a general technique foliquiregl the behavior of distributed entities based on past
interactions with these entities. Due to the anonymity iehein most P2P systems, participants in P2P file-sharing
systems lack a means for discriminating between reputalient providers and those who may be trying to distribute
viruses or other malware. Using reputation systems, infion about the past behavior of peers in the network can
be aggregated for the purpose of determining which peerigtréouting valid content.

The concept of trust-aware resource management for thewasdproposed in [7], where a technique is presented
for computing trust ratings in a Grid using a weighted corabion of past experience and reputation. GridEigen-
Trust [2] combines this trust-computation technique witl EigenTrust reputation system [24] to provide a mecha-
nism for rating resources in a Grid. This work presents ahitacture for managing reputation ratings in a Grid, and
proposes using these ratings to perform reputation-b&sedirce selection. However, it does not provide any specific
algorithms for reputation-based scheduling. Zhao and BpppBopose augmenting peer-to-peer cycle sharing systems
with a reputation system to reduce the degree of replicatguired to verify results. However, their work makes
several assumptions: nodes are either strictly trustwanthuntrustworthy, the number of nodes is large relativééo t
workload which allows nodes to be discarded if untrustwgrémd node behavior is fixed (for the results presented).
These assumptions may not often hold in practical scenarios

Overall, most existing reputation-based scheduling sesdmave focused on correctness as the primary metric, and

have dealt mainly with binary trust values. The unique elesmef our approach include a more general statistical
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Figure 1 : The system model: a server maintains a reliability ratiogesand uses the ratings to assign tasks to groups
of workers.

representation of reliability that includes timelinessvas| as correctness, and the use of this metric to improve

application and system performance.

3 System Model

3.1 Computational Model

Our distributed computing model consists of a central seheg assigns computational tasks to a set of worker nodes
as illustrated in Figure 1. The worker nodes in this compaoranodel are not centrally-controlled, and could be partic
ipating for various reasons. For instance, they may be dundteir idle resources voluntarily (e.g.: PlanetLab )12]

or they may be providing their resources in return for soneentive, such as monetary remuneration [23, 28, 22],
credit [5, 4], or use of other nodes’ resources in return £,1B]. Our system model does not make any assumptions
about the incentive scheme for worker participation or tleekload generation methodology: the computation tasks
could either be pre-generated on the server by a projeakssior they may be submitted by users accessing a com-
mon service. We assume that the set of tasks that need to hmutenirby the available set of worker nodes is large

enough to keep all workers busy for the duration of the apfibo.

3.2 Reliability Model

Since the participation of worker nodes is voluntary andcsiolgt the server’s control, workers may not return correct
results in a timely manner for several reasons. First, a nualebe overloaded or behind a slow connection, resulting
in slow response. Another reason may be that a node is migooadi, hacked, or infected by a virus, resulting in
incorrect computation. Finally, a node may be malicioudiljgeately trying to disrupt a computation) or cheating (to
gain an advantage in a remuneration scheme, such as gaktiageedit [27]), thus returning wrong results.

We model such unreliable behavior by assigning to each warkeobability of returning a correct response within

a “reasonable” time frame. This probability need not be fixaad could change with time. For instance, nodes



may go offline and come back up again, or some malicious nodgsctmange their behavior with time—returning
correct results for a while to improve their reputation amehtdeliberately injecting bad results into the system. When
modeling these unreliable workers, we assume that eachewaidts independently, and that there is no collusion

between them.

3.3 Redundant Computation and Result Verification

A key consideration in our model is that the server may noehav efficient way of independently verifying each
worker response for correctness. While several techniqd@zd [, 21] have been proposed to verify the correctness of
results, these techniques are application-specific andatr@pplicable to general computational scenarios. Restilt
several computational problems may not even be verifiabtadgerver without performing the computation itself.

In our system model, we employ a verification technique baseddundant computatiocoupled withvoting This
technique is adopted by several general computing systechsas BOINC [4]. Under this verification technique, each
task is redundantly assigned to a set of worker nodes. Orogdikers respond, the server conducts a “vote” among
the returned results. If a quorum of workers agrees on atréalserver treats that result to be correct. In the absence
of a quorum after voting, the task is rescheduled. While thergm size could be application-dependengjority is
typically used to determine the correct answer. Note thett swoting-based verification scheme does not require any
application-specific support or knowledge.

Having described the system model at a high level, we noweptesome definitions and specify our assumptions

more formally.

3.4 Definitions and Assumptions

Definition 1 Task (7;): Atask s defined as a self-contained computational actilréyycan be carried out by a worker

node. Upon completion, each task generates a well-defirsedt that is returned to the server.

A task would typically correspond to an independent unitkefrger computation. For example, a task may correspond
to computing the determinant of a submatrix, and the regtitteotask would be the value of the determinant. Another
example of a task could be to match a DNA sequence againsisatsofogene sequences from a genetic database. In

this case, the result could be the best matching gene andhhargy score.

Definition 2 Solution Space £): The solution space of a task is the set of potential resultesathat can be returned

for the task.

For instance, a task whose answer is Boolean has a two-eleoleition spacey. = {true, false}. On the other
hand, a task whose answer is drawn from the set of intege@rhiaginite solution spac&; = I. We assume that the
solution space for the tasks in our model is of sufficientigéacardinality, so that it is unlikely that two workers will

independently return the same wrong result.

Definition 3 Reliability (r;): Reliability of a worker; is defined as the probability that the worker returns a cotrec

result within a (system-defined) time period.



Note that reliability is not a binary property—a node coultura the correct result some of the time, and a wrong
result at other times. Moreover, the reliability properfyaaworker could also change with time (e.g.: due to outages,

fluctuating load, malicious node behavior, etc.).

Definition 4 Redundancy Group'(G;): Redundancy group for a task is defined as the group of worker nodes

assigned to compute the task.

In most existing systems, the size of each redundancy gtypically set to a fixed static value selected by the
application designer or the system administrator. Thisivahay be determined empirically, although often it is
simply based on a rule of thumb. In our system model, the rdaocy factor for each group can be different and

dynamically determined, and is dependent on the relighofithe group’s constituent worker nodes.

Definition 5 Quorum: We say that a groufr; has reached quorum if some number of worker nodes, which may b

fixed or dependent on the group size, return the same result.

In our system model, we say a group has reached quorum if aritgagd the workers return the same result. In
general, the quorum size could be dependent on the catglinélihe solution space, for instance, a binary solution

space would likely require a larger quorum.

Definition 6 Likelihood-of-Correctness (\;): Likelihood-of-correctness for a grou; is defined as the probability

that the group would return a correct result based on majovibting.

The likelihood-of-correctness; for a group represents the collective reliability of theugroThis value is dependent
on the individual reliability values of the constituent maf the group. We will see in the next section how this value

can be computed for groups using the reliability of indidatiworkers.

4 Reputation-based Scheduling

Having described the system model, we now present a reputhtised scheduling algorithm for distributing the
server workload among the worker nodes. This algorithm egspieliability ratings of individual worker nodes for
task assignment in order to improve the overall throughpdtsaccess rate of task completions. This reputation-based

task scheduling algorithm consists of the following steps:
e Estimating reliability ratings of individual worker nodes
e Using the estimated worker reliability ratings to comptite likelihood-of-correctness (LOC) of possible groups.

e Grouping workers for task assignment based on LOC estin@at@sximize the throughput and success rate of

task completions.

We will now describe each of these steps in more detail, d&iog the various techniques and algorithms employed

in each case.

1In the rest of the paper, we would refer to a redundancy grouplg as agroupunless required to avoid confusion.



4.1 Estimating Reliability Ratings

We use areputation systento estimate the reliability ratings of individual workerdes. These reliability ratings
are learned over time based on the results returned by theevgatio the server. All workers report their results to a
centralized server, so a local reputation system can beogenhl We estimate a worker’s reliability(¢), at a given

timet, as follows:

. ni(t) +1
ri(t) = Nt 2

weren;(t) and V;(t) are respectively the number of correct responses genesatkthe total number of tasks at-
tempted by the worker by timie By this formula, the reliability rating of a worker is irdtlized to%, corresponding to
having no knowledge about its actual reliability. The rgtof each worker is updated each time it is assigned a task,
based on the response it returns (a missing or late respetsaied as incorrect). While we assume that the server
learns the reliability ratings from scratch using its owrselyations, it is possible to use a peer-to-peer reputation
reporting system [24, 15] to improve the accuracy of theiaga or reduce the time to learn them. For example, in
the case of BOINC, a worker node may be multiplexed acrossrdiit project servers which could share their local
estimates of the worker’s rating among themselves.

Recall from Section 3.3 that the server employs a majoritgell voting scheme to determine the correctness of a
task. Thus, if the workers in a group reach a majority on thesults, the server accepts the majority answer as the
“correct” result. In this case, it would increase the rdliibratings of the workers that are part of the majoritydan
decrease those of the remaining workers treating theipresgs to be incorrect.

However, this still raises the question of how to update #timgs of workers in a group that doesn't reach quorum.

We present four different heuristics to handle this case:

e Neutral: If no quorum is achieved for a group, the ratings of its woskare not changed. Intuitively, in the

absence of a quorum, this heuristic maintains neutralitiatds the reputation of all workers in the group.

e Pessimisticlf a group does not achieve a quorum, all of its workers arergivegative ratings. Intuitively, in the

absence of a quorum, this heuristic penalizes all the werlard is more pessimistic than the Neutral heuristic.

e Optimistic: In the absence of a quorum, this heuristic increases trabikty ratings of any set of workers that
agree on the result value. It penalizes those worker whose@eas do not match any other answers from the
group. Intuitively, this heuristic is based on the assumpthat the probability of two workers returning the

same wrong result independently is negligible, thus tngediny matching answers to be pseudo-correct.

¢ \erification-based: This heuristic assumes the presence of an independentevddfidetermine the correct
answer even in the absence of a quorum. This heuristic inegrthe reliability ratings of those workers whose
responses are verified to be correct. Note that our systeneln®dot dependent on the use of such a verifier,
and we use this heuristic as an upper bound for the otherstiesrias it relies on perfect knowledge of the

results’ correctness.



4.2 Computing the Likelihood-of-Correctness

The likelihood-of-correctness (LOC) of a group represéimésprobability of getting a correct answer from that group
using the majority-based voting criterion of verificatiorhis value can be computed using the individual reliability
ratings of the members of the group, as estimated above. id&ore groupG = {w;, ..., wsk4+1} CONsisting of
workersw;,i = 1...2k + 12. Letr; be the reliability rating of a workew;,i = 1...2k + 1, at a given point in time.
Then, the LOC\ of the groupG is given by:

2k+1 2k+1

N S Sl | LR ®

m=k+1 {e:[|e|][=m} i=1
wheree = {e1,..., €41} IS @ vector of responses from the workers in the group, witledresenting a correct
response, and 0 representing an incorrect response. Teearrifor determining correctness is based on achieving a
majority, as described above. For example, for a gr@ugnsisting of 5 workers); throughws, one possible vector
could be{1,1,0,0, 1}, indicating correct responses from workers w-, andws. Intuitively, Equation 1 considers all
possible subsets of the given set of workers in which a ntgjofiworkers could respond correctly. It then computes
the probability of occurrence of each of these subsets asdidm of the reliability rating of the workers. Note that
the likelihood of the false-positive case where a majorftyorkers return the same wrong answer is negligible, and

hence ignored in Equation 1.

4.2.1 Lower Bound for Likelihood-of-Correctness

As can be seen from Equation 1, calculating the likelihobdeasrectness for a group results in a combinatorial explo-
sion of the possible subsets that need to enumerated. Irtfi@atomplexity of computing th& value can be shown
to beO(22*), which is infeasible for most practical purposes. To rediheecost of computing values for multiple
groups, we use a lower bound® for \ that is much simpler and more efficient to compute. This isioled from

Equation 1 using the arithmetic-geometric means ineqgualitich is a special case of Jensen’s Inequality [14].

2k+1 2k+1
2k+1
N>y < o ) [T o - (=)=, @
m=k+1 =1

2k
whereaq,,, = ((;’,;;ig . It can be shown that the complexity of computiNg is O(n?), and is thus much more efficient

to compute than the actual value xf The grouping algorithms, which we will describe shortlgeuhe lower bound

function to compute\.

4.2.2 The Role of LOC in Task Scheduling

To determine the size and composition of the groups, thesystlies on a parameter indicating whether or not the
LOC for a proposed group is acceptable. That is, we requimgesealue);q,4c¢ such that ifA > A;rge:, then we
conclude thats is an acceptable group. We referitg,, . as thetarget LOC Sincel,4¢: represents a lower-bound

on the likelihood that a group will return a successful restitan be thought of as a target success rate for the system.

2We consider odd-sized groups to avoid ambiguity in definingpnitgjfor even-sized groups.



Choosing a proper value fox,, 4. is critical to maximizing the benefit derived from the systdf\;; g+ iS too
small, many groups may return incorrect results, causiageasks to be rescheduled. If it is set too high, the scheduler
will be unable to form groups which meet the target, and thedualer will degenerate to forming large fixed-size
groups, adversely affecting the system throughput. Tiestarget LOC must be carefully selected to fit the reliapilit

distribution of the workers.

4.3 Forming Redundancy Groups

So far, we have described heuristics for estimating indigidvorker ratings, and provided a mechanism for combining
these ratings to determine the reliability of groups. We poesent algorithms to assign workers into groups for task
allocation, using these heuristics and mechanisms. ThHeofjimming these groups is to maximize both the through-
put of successful tasks completions (those that result irecbresults) and the rate of successful task completion
(success rate) given a set of individual worker ratings.

There is a natural trade-off between the throughput of ssfaktask completion and the success rate. By forming
larger groups, we generally increase the likelihood thatnalividual group will return a correct answer, but we
decrease the number of tasks attempted, which may in tumeatse the throughput of successful tasks. Conversely,
decreasing the average group size will make each groupiledg to return correct results, but may increase the
number of successful tasks completed due to the increake mumber of tasks attempted. One can imagine scenarios
in which either metric would be preferred over the other. Iseavice-oriented environment in which end-clients
are waiting for responses to specific tasks, we may prefedgorithm which produces 17/20 verifiable results to
one which produces 18/30. However, in an environment whiétasks are equally important, an algorithm which
produces 28/33 correct results may be more desirable theambith produces 21/22. In short, if we wish to bound
the latency experienced by individual tasks, success sageniore important metric than throughput. If we simply
wish to maximize the number of tasks completed, throughpuotdre important.

More formally, given a set of worked” = {w,...,w,}, agroup formationalgorithm would produce a parti-
tioning G = {G,}, where a task; is assigned to each grodg;. A throughput-optimal group formatioalgorithm
would generate a partitioning that maximizes the number of successful task executiomngidesired success rate
Atarget- A success rate-optimal group formatiatgorithm would generate a partitionirfg that maximizes success
rate given a desired throughput rate. For simplicity of estipon, in this paper, we focus on throughput maximization.
However, we also discuss techniques to maximize both nsetioultaneously in a later section.

We now present several reputation-based scheduling digwithat form groups in a tractable manner. Each
algorithm attempts to form grous; from the pool of available worker nodes such thaof eachG; satisfies\; 4 get,
thus achieving two goals: (a) increasing the likelihood bfaining a correct result from the worker group working
on the assigned task (in turn decreasing the likelihood-stteeduling a task) and (b) increasing resource utilipatio
by forming worker groups whose size varies based on thebitifjarating of its members. The only property of the

workers used by the algorithms is their reliability ratings

10



4.3.1 Fixed-Size

This is the baseline algorithm for our system model as itee@nts “standard-best-practice” exhibited in systemis suc
as BOINC. The Fixed-size algorithm randomly assigns warkergroups of size&k,,,..., whereR,, .. is a statically-
defined constant. Every worker of a given graGp is assigned the same task. This algorithm does not use the
reliability ratingsr; of workers to sizeR; in an intelligent way. For a given set of workers, this algori will form a

fixed number of groups, irrespective gf

Algorithm 1 Fixed-Size  worker-list, 7 task-list, R;q. group-size)
1: while |w| > Rpqee dO
2.  Select task; from
3:  Assign set ofR a2 WOrkerswi,q. fromwto G;

4. W — W — Wmazx
5: end while
4.3.2 First-Fit

In the First-fit algorithm, the available workers are sorlsddecreasing reliability rating. Starting with the most
reliable, workers are assigned to grasipuntil eitherA; > A;q,.ge OF until the maximum group sizB,,... is reached.
This process is repeated until all the available workersaasigned to a group. Intuitively, First-fit attempts to form
the first group that satisfi€s,4.: from the available workers in a greedy fashion. By boundh@sdize ofG; with
R, We ensure that First-fit forms bounded groups and degessetatthe Fixed-size heuristic in the absence of

sufficient number of reliable workers.

Algorithm 2 First-Fit (w worker-list, 7 task-list,\tqrget target LOC, Ry, in MiN-group-size Ry,q. max-group-size)
1: Sort the listw of all available workers on the basis of the reliability ratings
2: while |w| > R4 do
3:  Select task; from 7
repeat
Assign themost reliableworkerw,. from c toG;

4

5

6: W — W - Wy

7: Update),;

8 until (\; > Atarget N\ |G1| > Rpmin) V ‘Gz| = Rmax
9: end while

4.3.3 Best-Fit

The Best-fit algorithm attempts to form grou@s such that\; is as close as possible i@,,4.:. The Best-fit algorithm
searches the space of available workers and groupings tafithat exceeds,4.: by the smallest possible margin.
If no group of sizeR,, ., or smaller meetdy,.q4.:, the algorithm forms a group that falls short of the targetfsy
smallest amount. Intuitively, this algorithm attempts ¢om the best-fit of worker nodes for a giveR, 4.:. As a

result, tasks are not overprovisioned with more reliabdewveces than necessary, and well-balanced groups aredorme

11



Algorithm 3 Best-Fit (v worker-list, 7 task-list, \qrge: target LOC,Ry,, Min-group-size Ry, max-group-size)
1: Sort the listw of all available workers on the basis of the reliability ratings
2: while |w| > R, do
3:  Select task; from
Search for a setof n workersw,, from w such that\, exceeds\;ar4.¢+ minimally
if such a sesis foundthen
Assign thew,, workers toG;
else
Select the set afi workerss for which Azarger — As is minimized
Assign thew,, workers toG;
10:  endif
11: W <— W - wy,
12: end while

©oNoaR

4.3.4 Random-Fit

The Random-fit algorithm uses reliability ratings to fornogps by randomly adding workers to a groGp until
either \; meetsh;q,4e: OF the group hasi,,., workers. It differs from First-fit in that workers are addedgroups

randomly, rather than in sorted order.

Algorithm 4 Random-Fit (v worker-list, task-list, \tqr ¢+ target LOC)
1: while |w| > Ry, do
2. Select task; from
3:  repeat
4 Assign arandomworker w;q,, fromwto G;
5: W < W -~ Wran
6
7
8:

Update);
until (Az 2 )\ta/rget A |G’L| Z Rmzn) \% ‘Gz| = Rmaz
end while

Given a set of workers and&4¢:, €ach algorithm is likely to produce different groups. A plenexample for
Atarger = 0.5 is illustrated in Figure 2. In this example, First-fit is ordple to form a single group which meets
Atarget DECAUSE it uses all of the highly reliable workers in the Girsup. Similarly. Random-fit also produces only
one group that is able to meet the target as it assigns worliatomly to groups. In contrast, Best-fit is able to
form two groups which meeX,.q.; because it searches for groupings whasalues deviate from the target by the

smallest amount.

Worker nodes with reliability ratings

First-fit Best-fit Random-fit
%= 0863 A = 0.345 » =0.610 A =0.566 | A =0625 A = 0.281

Figure 2 : Example node groupings produced by different algorithons\f,ge: = 0.5, Rpnin, = 3 @and R0z = 5.
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Figure 3 : Simulation Components

5 Evaluation

In this section, we evaluate the performance of the raticigrtiejues and grouping algorithms described in the previous
section through simulation of a donation-based distrithatmputing platform. In our simulations, we model a large
number of real-world scenarios using different distribns for worker reliability values.

Through our simulations, we first measure the rating erreo@ated with various reliability estimation techniques.
Next, we combine the most promising of these techniquesauitireputation-based scheduling algorithms to evaluate
their throughput and success rate of task completion. Wephesent results for adaptive techniques that dynamically
select system parameters to best fit the underlying systerallyf; we evaluate the proposed scheduling algorithms in
terms of the overhead introduced to the system, and inastitpe impact of the approximate LOC function on the

effectiveness of the system.

5.1 Evaluation Methodology

Our evaluation is based on a simulator loosely modeled arthum BOINC [4] distributed computing infrastructure,
which consists of a task server and some number of worker imesh The task server consists of three primary
components: the scheduler, the result verifier, and thetadpn system. The scheduler assigns tasks to groups of
workers based on a task allocation policy. Workers retuspoases to the task server, which are forwarded to the result
verifier. The result verifier uses a verification techniqudetermine whether or not a result is valid (we use majority
voting). The result of this verification process is passedootine reputation system, which uses the information to
update reliability ratings for the workers. Finally, theséability ratings are fed back into the scheduler for uség

task allocation policy.

We make two simplifying assumptions to enable fair comparisetween different grouping algorithms.

e The simulator isound-based-work assignment and verification is done periodically in dbdiration time
periods called rounds. The task server assigns work to @lvbrkers at the beginning of a round, and then
waits for the workers to return their results. At the end afeund, the server collects and verifies the received
results, updates the reliability ratings, and re-formaugeofor task allocation in the next round. Workers who
fail to respond by the end of a round are assumed to have esgtungorrect results. In the results shown here,
we ran our simulations for a total of 1000 rounds each. Intgracthe length of a round would be linked to the

expected execution time of the tasks within it.
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Name Distribution (over [0,1]) Real-world Scenario
Uniform Uniform General environment
Heavy-tail-high 1-Paretog = 1,b = 0.1) Majority of reliable workers; a few unreliable workers
Heavy-tail-low Paretog = 1,b = 0.2) Majority of workers unreliable; major virus/outage
Normal-high Normal: . = 0.9, 0 = 0.05 Reliable environment; most workers reliable
Bimodal Bi-Normal: © = 0.2/0.8,0 = 0.1 50% reliable workers, 50% unreliable
Normal-low Normal: u = 0.3, 0 = 0.1 Hostile environment, e.g., military scenarios

Table 1: Probability distributions used in the simulations to eateldifferent real-world reliability scenarios.

e The task server has an extremely large pool of work relativle number of workers available. This assumption
is consistent with the projects hosted by the BOINC infrattire, and is likely to be true for future large-scale
scientific computing applications as well. As a result, #ektserver will always attempt to utilize all of the

available workers, and workers will never have to wait forkvo

An individual worker’s reliability is modeled by assigniiitga probabilityr; of returning a correct result within a
round. When a worker is assigned a task, it returns the cawsatt with probabilityr;. These probabilities are known
only to the workers - the task server has no knowledge of thalsees a priori.

To simulate various real-world reliability scenarios, wengrate individual worker probabilities from several dif-
ferent probability distributions. Table 1 lists some of thistributions used in our simulations and the correspandin
scenarios modeled by each of them. For instance, we use ahdistribution with a high mean to emulate a highly-
reliable system, where most workers are well-connectedetndh correct results most of the time. On the other hand,
we use a bimodal distribution to represent a system that maix &f highly-reliable workers and compromised or

poorly-connected nodes.

5.2 Reliability Rating Estimation

In Section 4.1, we presented several heuristics for estigahe reliability ratings of workers. In this section, we
evaluate the effectiveness of each of these heuristicseddr of the reliability distributions listed above, we meaasl

the mean rating error across all workers during a simulatib@000 rounds. We assume that the server has no
information about the workers at the beginning of a simatati Thus, each worker starts with an initial estimated
reliability rating of 0.5, indicating that they are as likegb return a correct answer as not. At the end of each round,
we update each worker’s rating and compare the estimategjsab the actual reliability values. The rating error of
each worker is computed &sctual rating — estimated_rating|.

Figures 4(a) and (b) show the results obtained for simulatigsing the bimodal and heavy-tail-low distributions
respectively. Results for other distributions are simélad omitted due to space constraints.

The Neutral heuristic is the least accurate, with a meangairor of about 40% for the bimodal distribution and
60% for the heavy-tail-low distribution. Since Neutral dasot update ratings of a group when a majority is not
found, itis unable to learn the ratings of unreliable woskguickly, resulting in highly inaccurate reliability aestates.
The Pessimistic heuristic performs better than the Netwalistic, because it is able to discover unreliable warker

quickly. However, it still has a high rating error (about 21&85% for bimodal and heavy-low, respectively). This is
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Figure 4 : Mean Rating Error

because the Pessimistic heuristic assigns negative satirajl workers in a group which fails to achieve a majority,
resulting in unfair ratings being assigned to reliable veoskthat happen to be in a group with less reliable workers.
For both distributions, the mean rating error of Optimistanverges to about 10% within 30-40 rounds. This
heuristic performs well because it makes use of the assamftat workers are unlikely to return the same wrong
answer independently. Thus, it is able to identify reliabtekers, even in the absence of a majority, by matching their
common results. At the same time, it is also able to penalizeliable workers that might have prevented a majority
in the first place by returning bad answers. Finally, as etgqukc¢he Verification-based heuristic, which assumes the
presence of an independent verifier, has the smallest rating and can be considered the baseline heuristic for our

purposes. In the remaining experiments, we employ the Ggitevand Verification heuristics for rating estimation.

5.2.1 Using Bounded History

In the preceding experiment, we assumed that the task seseet all of a worker’s past history to calculate its
reliability rating. While this approach has the potentiabextremely accurate, it will be slow to respond to sudden
changes in aworker’s reliability. To deal with workers waasliability is non-stationary, we introduce sliding-wiow
versions of each of the rating estimation heuristics. Titég-window based heuristics maintain a bounded histbry o
information for each worker, and they rely on this window eéent worker behavior to estimate reliability. A smaller
window will cause more recent behavior to have a greater @inpa the worker's rating, resulting in more adaptive
ratings. However, if the window shrinks too much, the ratimdues may start oscillating, limiting the achievable
accuracy for stable workers.

In Figure 5, we compare the accuracy of sliding-window \@rsiof Optimistic and Verification-based heuristics
to their infinite history counterparts. We use a window siz@@rounds in these experiments. As expected, while
the accuracy is not as high as in the infinite history casesliimg-window versions of both heuristics are still fgirl
accurate (both converge to 15% rating error within 20 rolnkisSection 5.4, we will show that the sliding-window

techniques are extremely useful for quick adaptation wiekahility ratings change suddenly.
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5.3 Reputation-Based Scheduling

We now evaluate the various reputation-based groupingitiges described in Section 4.3. We begin by describing

the metrics and parameters used in our evaluation.

5.3.1 Metrics and Parameters
To evaluate the effectiveness of the grouping algorithnesuse the following metrics:

e Throughput p): The throughput during a round is defined as the number oktémkwhich a majority was

achieved during that round (i.e., the number of 'succestfsks).
P = ‘Tsuccess‘y
whereT,, .c.ss 1S the set of successfully completed tasks during a round.

e Mean Group Sizeg): The mean group size for a round is the mean number of worlgsigreed to each task

during the round.

N,
el
No

where N is the total number of groups formed during the round

e Success Rate). The success rate during a round is defined as the ratio aighput to the number of tasks

attempted (equal to the number of groups formed) duringrthatd.

p

To fully understand the behavior of the reputation-basé@ddulers, we ran an exhaustive set of simulations cov-
ering a large parameter space. Table 2 lists the parambatgra/é varied in our simulations and the values we used
for each. We compare the four algorithms described in Sedtid (First-fit, Best-fit, Random-fit, and Fixed) for each

parameter setting.
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Parameter Values
Worker reliability distribution see Table 1
Target LOC Qtarget) Success rate of Fixed
Worker Pool Size 100, 1000
Minimum Group Size Rin) 3
Maximum Group Size Rm.ax) 3,5,7,9

Table 2: Simulation Parameters
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Figure 6 : Algorithm Comparison

For a given distribution and,,.., we seth...4.: €qual to the success rate of the Fixed algorithm for the same
parameter values. This ensures that the success rate dadribassalgorithms will be approximately the same, facili-
tating a comparison between our proposed algorithms andabeline Fixed algorithm. Due to space constraints, we

will present a subset of the results here, including desorip of the most interesting findings.

5.3.2 Comparing Scheduling Algorithms

In our first experiment, we measured the mean throughputipgsize, and success rate for the different grouping
algorithms using a pool of 100 workers. We compared the #lgus for each of the worker reliability distributions
described in Table 1 using the Optimistic rating technigue.

In Figure 6(a), we present the throughput results forRan,,. value of 7 workers. The First-fit and Best-fit al-
gorithms improve on the throughput of Fixed by 25-250%, delpeg on the worker reliability distribution. The
Random-fit algorithm, while not performing as well as Fiisend Best-fit, still outperforms Fixed by about 20-50%.

Figure 6(b) plots the success rate results for the expetirs@mce we sed,,,q.: €qual to the success rate achieved
by the Fixed algorithm, we would expect that the mean suaegsgor the other algorithms to be similar. The success
rate of Random-fit and Best-fit is nearly identical to that ofed—the minor differences are due to the use of the
lower-bound LOC function combined with approximate wortediability measures. First-fit deviates significantly for
most of the distributions due to its greedy group formatioliqy. Recall from Section 4.3 that First-fit attempts torfor

groups starting with the most reliable workers, and worldogyn to the least reliable workers. For the distributions
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Figure 7 : Mean Group Size

Rmaz =9 Rmaz =7 Rmaz =5 Rmaz =3

First-fit 18.21 £1.29 | 20.33 +£1.42 | 22.37+1.55 | 26.13 £ 1.86
Best-fit 20.56 +1.65 | 22.61 +1.77 | 24.03£1.74 | 26.01 +1.86
Random-fit | 11.06 +1.05 | 14.41+1.32 | 18.954+1.60 | 26.78 £+ 2.08
Fixed-size | 10.20+0.83 | 12.65+1.05 | 17.32+1.48 | 26.84 +2.13

Table 3: Effect of decreasing, ... on throughput (Heavy-High distribution)

which have a relatively low average reliability, First-fifllcreate many groups which exceed,,,.; when it is
forming groups using the higher reliability workers at theatl of the worker list. Conversely, for distributions which
have a high average reliability, First-fit will have no chmigut to form several groups which do not meet the target
when it reaches the unreliable workers towards the end ofighe Overall, these results indicate that reputation-
based scheduling algorithms significantly increase theageesthroughput for all of the reliability distributionshite
maintaining a high success rate.

Figure 7 shows the mean group-size results for the aboveiexge. Both First-fit and Best-fit are able to form
substantially smaller groups satisfying the target LOGQunement. As a result, these algorithms attempt signiflgant
more tasks in each round, resulting in the substantiallizdrighroughputs shown in Figure 6.

In Table 3, we present the throughput results for varyingimem group sizes using the Heavy-High distribution.
As the R, parameter is reduced, the gap between the Fixed algoritditharreputation-based algorithms starts to
narrow, since it becomes harder to form smaller groups tle@tM,,4.;. In particular, if we sef?,,i, = Rmaz, then
all of the scheduling algorithms are essentially the samehik case, all the algorithms form groups of size 3, and
the groups formed by each algorithm have approximatelyahgedikelihood of reaching a majority, causing them to
have nearly the same throughput.

In this situation, the reputation-based scheduling algors can differentiate themselves by either increasing
Atarger (Which will increase the success rate, but may lower theuiinput), or decreasing;q,4e: (Which will have
the opposite effect). This clearly illustrates the impoda of selecting a target LOC which matches the goals of the

underlying system.
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Figure 8 : Mean Throughput and Success Rate, Network Size=1000

5.3.3 Effect of Scale

In our second experiment, we use the same parameter sedsrthe previous experiment, but increase the network
size from 100 to 1000 workers. Figure 8 shows the throughpdtsaiccess-rate results for this experiment. Scaling
the size of the network up to 1000 workers causes a propattioarease in the throughput, without affecting success
rate much. Clearly, increasing the size of the network haspact on the effectiveness of these techniques. We will

consider the overhead associated with the different sdimgdalgorithms in Section 5.6.

5.3.4 Effect of Bounded History

To measure the impact of less accurate reliability ratimgsrepeated the above experiments using the Verification-
based reliability estimation heuristic, along with thedsig-window versions of Verification-based and Optimistic

In Figures 9(a) and (b), we compare the throughput achiesed) First-fit and Best-fit, respectively, for each of the
reliability estimation heuristics. In this experimentgtsize of the worker pool was 100, aky, .. = 7. As expected,

the Verification-based rating estimation heuristic neatlyays has the highest throughput. The average throughput
for the Optimistic heuristic is 2-10% lower in most cased #re two sliding-window rating techniques suffer reduced
throughput between 2% and 25%.

It is interesting to note that Best-fit has higher throughphén using the less accurate rating techniques in some
cases. We hypothesize that this is due to the complex grgdpirction employed by Best-fit. Small changes in the
ratings may cause Best-fit to form significantly differemygps. In some cases, the groups formed for ratings which
are less accurate on average may actually achieve sligigthehthroughput, assuming that the ratings used are not

extremely inaccurate.

5.4 Dealing with Non-Stationary Workers

In the previous set of experiments, each worker was assegystdic reliability value (internal probability of retting a

correct response) for the duration of the simulation basetth@® collective reliability distribution. Real-world wkers
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Figure 10 : Large-scale Blackout: Performance of Best-fit and Fixemathms coupled with window-based Opti-
mistic rating estimation heuristic.

are likely to exhibit non-stationary behavior, i.e., thegtiability will vary with time. We consider two different
scenarios in which the workers’ reliability changes dynzatly: one emulating a large-scale blackout, and the other
modeling a large-scale recovery. Both of these scenar<laaracterized by large number of workers suddenly
changing their reliability behavior. In each scenario, waleated the effect of non-stationary workers on throughpu
and success rate. We also analyzed the impact of changeskarweliability on the rating error. In both experiments,

we used the sliding-window Optimistic rating heuristic.

5.4.1 Large-Scale Blackout

We first consider a large-scale worker blackout scenarich@wscenario could correspond to a real-world event such
as a network partitioning, a large organization crash, oagnvirus, which may suddenly compromise the reliability
of a large number of workers. To emulate such an event, wefiraddhe simulation so that 30% of the workers

transitioned from a highly-trusted normal-high distribatto an unreliable heavy-low distribution after round 300
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Figures 10(a) and (b) show the rating error and throughpspectively, for a simulation using the Best-fit algorithm
with R, = 7. In Figure 10(a), we can clearly see a massive spike in tlgratror after round 300. However, the
system quickly adapts to the change, and the rating errbiliges near its previous levels within a few rounds. This
indicates that the sliding-window rating estimation teiqe is effective in dealing with sudden changes in worker
reliability ratings.

Figure 10(b) is particularly interesting. Both the Bestfid Fixed algorithms suffer a considerable dip in through-
put after the blackout. We would expect this from the Fixagbathm, since it just blindly assigns workers to groups,
and does not take into account the worker's reliabilityngs$i. Since the overall reliability of the environment de-
creased, the throughput of the Fixed algorithm decreased.

Ideally, the Best-fit algorithm would adapt to the new enmirent and maintain a relatively high throughput.
However, the reputation-based algorithm exhibited theeshehavior as the baseline algorithm in this experiment.
The reason for this seemingly disappointing behavior i$ Best-fit is still operating under a target LOC that was
tailored to the higher reliability environment. Since tlystem has fewer trusted workers at its disposal, it is na abl
to form many groups that meet this high,,4.:. Thus, it ends up creating a number of very large groups iritamat
to meet unrealistic success rate requirements. If themsystelld have adaptell,...; to match the new environment,
it may have been possible to maintain a higher throughputwilVeevisit this scenario using adaptive techniques in
Section 5.5.

5.4.2 Large-Scale Recovery
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Figure 11 : Large-scale Recovery: Performance of Best-Fit and Fixadiktics coupled with window-based Opti-
mistic rating estimation heuristic.

This scenario is the opposite of the blackout scenario densil above. Here, we emulate a scenario where we
go from a less-trusted environment (heavy-low) to a mansted environment (heavy-high), e.g., when connection
to a network partition is re-established, a site crash iswvex®d, or a virus is cleaned up from large number of
infected nodes. Figure 11 shows the results for the BestritFixed heuristics again coupled with the window-based

Optimistic rating heuristic. The rating-error plot (Figut1(a)) is very similar to that for the large-scale blackasge,
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Figure 12 : Comparison of First-fit and Best-fit algorithms with statitd adaptive\;,,4.: values.

and the rating values stabilized quickly after the larggleschange. As can be seen from Figure 11(b), the Best-Fit
heuristic was able to easily meet the target LOC requiresaénthis case, it would have been possible for the system
to require a higher success rate without negatively impgdtiroughput. The throughput plotclearly shows that the

Best-fit heuristic benefited more from the increase in th@griion of reliable workers than did the Fixed heuristic.

5.5 Adaptive LOC

There are several drawbacks associated with using a stdtie Yor the target LOC paramet@f,,4¢:. First, it is
difficult to select an appropriate value without prior kneaddje of the expected worker population. Second, the worker
reliability distribution may vary with time due to node chuand other events which affect a node’s reliability. To
maximize the benefit derived from the system, it would berdés to dynamically adapt, 4.: to meet current
conditions. The task server is ideally suited to select gmapiate).,.q.:, Since it constantly updates the reliability
ratings of the workers and monitors the performance of tiséesy.

Neither throughput nor success rate alone is a sufficientierfer determining an optimal value o¥%;q,gc:. AS
described in Section 4.3, there is a trade-off between tloevbdues, and there are many realistic scenarios in which
one is preferable to the other. Thus, determining an optirakle requires us to consider throughput and success
rate simultaneously. Such an optimization is an instan@enadilti-objective optimization (MQ)roblem. A common
approach to solving an MO problem is to use techniques su@voakProgramming [10, 35] or Multilevel Program-
ming [8, 35] that reduce the multiple objectives to a sindgeotive, and then employ standard Linear Programming
techniques to obtain a solution.

We use a similar approach to determine thg.,.: value adaptively. In our approach, we define a new metric
M(s,p) = s - p, wheres andp represent the success rate and throughput respectivelyhélleuse a hill-climbing
algorithm to adapt the target LOEG,,,4.: based on measurements of the current valu&l ofn Figure 12 we compare
the throughput and success rate achieved with a static f@lue,,,.; to that achieved with our adaptive algorithm.

In this experiment, the parameter settings were the sanieas tlescribed in Section 5.3.
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Despite the simple optimization function used for adaptatthe Adaptive Best-fit algorithm improves throughput
by about 5-10% in most cases, while maintaining a comparsiteess rate. For the Heavy-high and Normal-high
distributions, the adaptive algorithm posts more impkesgains of 20% and 65%, respectively. The reason for these
large increases is that the success rate achieved by the &liyerithm for these extremely reliable environments is
quite high. As a result, when attempting to match this sieca®, Best-fit also has to form large groups. By reducing
the required success rate slightly (2-3%), the Adaptiva-Bealgorithm is able to form much smaller groups, and thus
to achieve much higher throughput. This clearly demorssrtitat our simple optimization function is fairly effeetiv
at balancing throughput and success rate.

The results for the First-fit algorithm are not as good whengihe adaptive\;q,q:. It still posts modest improve-
ments in throughput for several of the distributions, bt throughput is actually lower for the distributions with a
low mean reliability. We hypothesize that First-fit is nolealo take advantage of the adaptive LOC due to the fact
that it has less freedom over how it groups workers.

We now revisit the large-scale blackout scenario desciilb&action 5.4. In Figure 13, we demonstrate the impact
of an adaptive\q,¢; during a large-scale blackout using the Best-fit algorithis. in the non-adaptive case, the
throughput drops drastically in round 300, immediatelga80% of the workers become unreliable. However, in this
case the system immediately starts compensating for theidneliability by reducingh;q,4e:. Approximately 100
rounds later, the average throughput is near pre-blackwetd. Near round 500, the system tries to raigg . in
an attempt to improve the success rate. As a result, we sese¢hage throughput drop between rounds 550 and 600.
The system automatically corrects for this mistake andsstarlower\;,,4.: again. It stabilizes near round 700 at a
higher throughput (but considerably lower success-ra@®s 8s. 96%) than it was achieving before the blackout. This

experiment clearly demonstrates the value of dynamicatiating...q.: based on current conditions in the system.

5.6 Overhead

In this section, we compare the overhead of the groupingiéthgms in terms of the number of invocations of the LOC
function. The time spent computing the LOC for a given graighe primary component of the overhead incurred by

the reputation-based schedulers, so we can compare thrélaigein a system-independent manner.
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First-fit
Best-fit
Random-fit

0.0010 £ 0.0016
0.0784 £ 0.0587
0.3532 £ 0.2325

0.0000 =£ 0.0002
0.0015 £ 0.0023
0.0025 £ 0.0033

0.0014 £ 0.0052
0.0210 £+ 0.0123
0.0561 £ 0.0442

0.0012 £ 0.0052
0.0910 £ 0.0755
0.3328 £ 0.2252

Table 4: )\ vs. \'*: Average error in practice

Figure 14 shows the average number of calls to the LOC fumdtioing a single round for network sizes of 100
and 1000. The First-fit and Random-fit algorithms form groumpa sequential fashion. Each grouping considers at
most a constant number of worker pairs, and the number ofpgriauinear in the number of workers, so the number
of calls to the LOC function scales linearly with the size loé network. The Best-fit algorithm is more expensive
because it tries to form the best possible groups by usingarypsearch of the available workers. Thus, the number

of calls to the LOC function i®(n logn), wheren is the size of the network.

5.7 Accuracy of \®

In Section 4.2, we presented a function (Equation 2) to campli, which is a lower-bound on the likelihood that
the groupG will return a majority of correct answers. In this sectiore will analyze the impact of using an approxi-
mation function on the effectiveness of the system. The tdweind function corresponds to the GM in the AM-GM
inequality, a special case of Jensen’s inequality. The Gbbismonly accepted as an acceptable lower bound for the
AM, since it is widely believed that a tighter lower-boundivie too computationally expensive. For functions that
comply to this inequality, the difference between the AMe(ittual LOC function in our case), and the GM increases
as the spread of the values increases. Therefore, as tteitjidgetween the low and high reliability ratings within a
group increases, the lower bound diverges more and moretfreractual\ value.

We empirically computed the difference betweeand\'® for each of the reputation-based algorithms. The results

are illustrated in Table 4. As expected, we found that therdar Random-fit, which may end up grouping workers

24



35

254

151

0.5 4

Change in Throughput

O’ |
Uniform NormLow NormHi HeavyLo HeavyHi Bimodal

-0.5

Worker Reliability Distribution

OFirst-Fit B Best-Fit & Random|

Figure 15 : Change in throughput when usingvs. A

with very dissimilar ratings, was quite high (0.05-0.3). dontrast, the First-fit algorithm, which groups similarly
rated workers, had negligible erro (0.001). The error for Best-fit fell in the middle but is sti#llatively small
(0.002-0.09).

To quantify the effect of these errors on the effectivendsthe reputation-based algorithms, we repeated the
experiment from Section 5.3.2 using the actual LOC funchimtead of the lower-bound. The throughput results are
shown in Figure 15.

As expected, these results show a correlation between tttveexperienced by an algorithm and the benefit asso-
ciated with using\ instead ofA’®. In addition, the benefit is the highest for the distribusiavhere the error was the
worst (uniform, bimodal). Based on these measurementsaweanclude that Best-fit could improve its throughput
by up to 10% by using a more accurate value Xpand Random-fit could gain up to 25% over the values presented

earlier.

6 Conclusions and Future Work

In this paper, we have presented a design and analysis ofites to handle the inherent unreliability of nodes in
large-scale donation-based distributed infrastructisash as P2P and Grid systems. We proposed a reputatiod-base
scheduling model to achieve efficient task allocation irhsaic unreliable environment. Our reputation system repre-
sents the underlying reliability of system nodes as a siEdigjuantity that is estimated based on the prior perfolcea
and behavior of the nodes. Our scheduling algorithms usedtimated reliability ratings to form redundancy groups
that achieve higher throughput while maintaining desingttess rates of task completion. In addition, we present a
technique for adaptively adjusting scheduling parametensatch the underlying reliability distribution, whichrche
used to control the system’s response to non-stationary redcbility. We evaluate our algorithms using a simulator
based on the BOINC [4] distributed computing infrastruetun our simulation, we varied the underlying reliability
distribution of the worker reliability values to emulatevegal real-world scenarios. Our simulation results intlica

that reputation-based scheduling can significantly imerie throughput of the system (by as much as 25-250%)
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for worker populations modeling several real-world sc&grincluding non-stationary behavior, with overhead tha
scales well with system size.

In the future, we plan to investigate optimization techwig|tor our adaptive scheduling algorithm that can be tuned
to different performance metrics. We also intend to impletoeit techniques in a real testbed (e.g., one using BOINC)

and to use real workload traces to evaluate the efficacy amdhead of our algorithms under real-world deployment.
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