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Abstract most common cause-consequence models used by safety

engineers; yet different safety engineers will often pu

1Safety-critical systems, such as avionics systems andault trees for the same system that differ in substantive
medical devices, are developed with stringent safety re-ways. The final fault tree is typically produced only through
quirements. System safety analysis provides assurante thea process of review and consensus building between the
the system satisfies these safety constraints. Traditigpnal system and the safety engineers. Manually exposing the
safety analyses are performed manually based on variouscomplex interactions between system components that af-
informal requirements and design documents. Much recentfect safety is a non-trivial task and could result in missing
work has investigated automating system safety analysesnformation even in the final fault tree.

using formal error models linked to system specifications. Model-based approaches to safety analysis have been

Th]istintegrlatgd methodology fholdslprortnise tindmaking ;[he proposed [1] [3] [5] [6] [7] [8] [9] [11] to address some of
safety analysis process more formal, automated, congsten these issues by consolidating the information spread acros

and most importantly in helping tightly integrate the sgfet various informal documents into a system model and deriv-

and systems engineering processes. This paper extends Olfltlg the safety artifacts automatically based on this system
soon to appear publication [10] which describes our pro- model. Some of the differences between the various ap-

totype tool for automatically generating static fault teee L

. . i proaches originate due to the type of the system model they
based on arc?:{teclttutral AADII mpcielsl trcl:a;;%r& b%'lf‘p“t Into consider as a basis for their analysis. The system model can
adcdommerual taL:j rei angl}/SItSh oc()j_, .th IS palper be in the form of a high-level architectural model, a low-
acdds more related work and further diSCUSSes the couplings, g system behavior model, or some combination of the

among model level semantics and expressiveness, Ch‘"‘r"’mﬁ/vo, based on various factors such as the current phase in

terltsglcs OI. anl mtlertmedtlatﬁ rgpresigt?tmna andtﬁndeg)? . the development cycle, granularity of the analysis, and so
mathemaical solution techniques that produce the anglyst ., Examples of models with automatic fault tree genera-

results. tion tools, where the system model is encoded behav-
ioral model are, a NuSMV model for FSAP [3], a Simulink
model using HiP-HOPS methodology for SAM [12], and an
1. Introduction Altarica model [1].

» . Since safety analysis is performed in the context of the
Safety-critical systems are those systems where inCor-gpire system, it also needs to take into account the physi-
rect operation could lead to loss of life, substantial mater components of the system. One drawback of using the
or environmental damage, or large monetary 0sses; €.9.tqrmal behavioral languages, from the safety analysistpoin

avionics systems, medical devices, and automobiles. SySy¢ e, is that there is little inherent support for represe

tem safety analysis provides assurance that the system if4 the system architecture in comparison to architecture
consideration satisfies certain safety constraints evémein description languages. The flexibility of the notation used

presence of certain component failures. Safety engineergy, modeling the failure information is important to deriv-
traditionally perform the safety analysis activities maltyl g reglistic safety analyses. The architecture desoripti
based on informal design models and various other docu'language, AADL (Architecture Analysis and Design Lan-
ments such as requirements documents. This informal Manyage) [15], an SAE standard, has inherent support for de-
ual process makes these analyses subjective and dependeggribing and binding various system components through
on the skill of the practitioner. Fault trees are one of the o core language. The AADL standard also provides an

1This paper expands “Automatic Generation of Static FaweFrfrom Erro_r Model Annex [16] sup-language that supports speci-
AADL Models,” which is to appear in DSNO7-WADS ([10]). fication of fault and failure information. One of the advan-




system Duplex

end Duplex;
Data_Bus system implementation Duplex.Basic
<:> subcomponents

Pl: processor Proc.Basic;

P2: processor Proc.Basic;

Data_Bus: bus PCI.Basic;

connections

bus access Data Bus -> Pl.Data Bus;

bus access Data Bus -> P2.Data Bus;
end Duplex.Basic;

<=Bushfresss= <<BUpAccess > >

HW

system Dual
end Dual;

<<Dataz>
system implementation Dual.Basic
Input_1 subcomponents

Outaut_1 P1l: process SW_Proc.Basic;
nput_z 0PI Input_2 P2: process SW Proc.Basic;

Output 2 B - connections

P Output_2 C12: data port Pl.Output_1 -> P2.Input_1;
C21: data port P2.Output_1 -> Pl.Input_1;
C12_2: data port P1.Output 2 ->P2.Input 2;
C21_2: data port P2.Output_2 -> Pl.Input_2;
sw end Dual.Basic;

Ihput_1

frate

DualSystem.Basic
system DualSystem
end DualSystem;

system implementation DualSystem.Basic
subcomponents
HW: system Duplex.Basic;
SW: system Dual.Basic;
properties
Actual Processor Binding => reference HW.Pl applies to SW.P1;
Actual_Processor_Binding => reference HW.P2 applies to SW.P2;
Actual_Connection_Binding => reference HW.Data Bus applies to SW.C12;
Actual Connection Binding => reference HW.Data Bus applies to SW.C21;
Actual_Connection_Binding => reference HW.Data Bus applies to SW.Cl2_2;
Actual_Connection_Binding => reference HW.Data Bus applies to SW.C21_2;
end DualSystem.Basic;

Figure 1. Snippet of a Simple Dually Redundant System in AADL

tages of the Error Annex is that it enables specification of to automatically generating static fault trees based on the
error annotations on the original AADL architecture model, AADL models. We conclude the paper with a discussion of
hence enabling the safety analysis to consider the composome of the advantages, challenges and candidate future di-
nent error models and their interactions in context of the rections of this approach in relation to other on-going work
system architecture.

In our current exercise, we use AADL as the notation for o Background
capturing the system architecture model and use the Error

Model annex to capture the component faults and failure This section gives a brief overview of the AADL stan-

modes. We implemented a tool that automatically gener jard [15] and then introduces a small running example to
ates static fault trees that can be input into the commercial. 9 P

fault tree analysis tool, CAFTA [17]. When solving the fault glrjrsg:?:lijgffnmnein[i ée]rror modeling using AADL and the
trees, CAFTA finds the minimal cut sets. Several recent ’

fault tree analysis tools are using Binary Decision Diaggam
(BDDs) to represent and then solve the fault trees. In our
Discussion and Future Directions section, we briefly high- . _
light some of the links and trade-offs of different internal ~ Components form the central modeling construct in
representations and solution techniques. AADL 2. Components are defined through thype and

For deriving other types of dependability artifacts from implementationdeclarations. A component type dec-
AADL and the Error Model Annex, the interested reader !aration defines a component's interface elements and
is referred to the work on automatically deriving GSPN €xternally observable attributes (e.eat ur es that are
(Generalized Stochastic Petri Net) [14]. A discussion on interaction points with other components; oper ti es
the automatic generation and analysis of different types ofthat define intrinsic characteristics of a component). A
complementary models, including reliability models, from component implementation declaration defines a compo-
a common AADL specification is described in [2]. nent's mtgrnal structure in terms a&fubconponents,

The rest of the paper is organized as follows. The nextCOnnections among the features of those subcompo-
section provides background in modeling using AADL and nents,properties, etc. There are three distinct sets
the Error Model Annex with the help of a small example. — 2pye 10 Jack of space, we only explain the relevant AADL andbErr
The subsequent section sketches our high-level approaciviodel Annex constructs. Please refer to the standards BlSof details.

2.1. AADL Overview




. o kage Standard_E
of component categories: 1. application software (€.9., pupl i o annex error. model

t hr ead, process, dat a), 2. execution platform (e.g., {** )
. error nodel Basic
processor, menory, bus), 3. composne.s(yst em feat ur es
which is a composite of software, execution platform, ;err_freeglin:tialle{ror stat &
- oss_aval |, oss_int: error state;
or system c_om_ponents). _The AAD_L standgrd includes ¢4’ “stop, ‘fail_babbie: error event; _
predefined binding properties to specify mappings between ldogs_daF a, corrupt_data: in out error propagation;
the relevant execution hardware components and the®"® %'
software components and connections. The AABIstem error _rr?_del i mpl ement ati on Basi c. Hardwar e
- ransitions

Instance Modelis generz_ated from th_e declarative model "¢/ free -[fail _stop, in loss_data]-> | oss_avai ¥
by specifying a system implementation as the root of the fr'—free»[[f?}'*FaEbLEi ;n)clorrup? _?at a]-> loss_int;

. . . g 0oss_aval - al a el - oss_lInt;
system instance and rt_acurswely instantiating the _su_bcom- loss_avail -[in |0ss data, out |oss_data]-> |oss avail;
ponents. The system instance is bound by identifying all ldogs_! nt H;{[idn corrupt_data, out corrupt_data]-> loss_int;

. . . . . en asl! C. rawar e,
the actual binding properties defined in the components.
The Software Engineering Institute (SEI) has developede:ror _rr?_del i mpl ement ati on Basi c. Sof tware
- ransitions
an open source AADL Tool Environment, QSATE, aS @ err_free -[in loss_datal-> | oss_avail;
set of plug-ins on top of the open source Eclipse platform. ;err_f ree - [i chplrrzp{)ada} a]>|> [ oss_i nt;
. H 0oss_aval - al |l _bal el - oss_lInt;
OSATE prowdes a toolset for front-end pro_cessmg _Of loss_avail -[in |oss_data, out |oss_data]-> |oss_avail;
AADL models, such as parsing and semantic checking !oss_int -[in corrupt_data, out corrupt_data]-> |oss_int;
end Basi c. Sof t war e;

for textual AADL. OSATE also has support to generate a ., .
bound System Instance Model. end Standard_Errors;

Example: Simple Dually Redundant System in AADL
Consider a trivial dually redundant system (Figure 1) com-
posed of two software processes and two processors con-
nected via a data bus. The highest-lefelal Syst em
system component is composed of two subcomponents,
HW and SW instances of the system implementations Figure 2. The error model typBasi ¢ defines error states
Dupl ex. Basi c andDual . Basi c, respectivelyHWand (representing failure modes), an initial error state, erro
SWsubcomponents are in turn composite components, asvents (representing intrinsic faults), and input/ougubr
shown in Figure 1. ThBual Syst emimplementationalso  propagations. Error events are not only used to model
includes properties that bind the two software processes tocomponent fault events; they can also model repair events
the two processors and the connections between the twqwe did not include repair events in our current prototype).
software processes to the hardware bus. We can then creat€he error implementation defines error model transitions
the system instance by instantiating the highest-level-com that change the error state of the component based on

Figure 2. Error Model Specification using the
Error Model Annex

ponent implementatiorual Syst em Basi c. the error events and propagations. Occurrence properties
can be defined for the error events and out propagations
2.2. Error Model Annex Overview that specify their occurrence rates (fixed, poisson, or a

user-defined rate).

AADL is designed to be extensible (using Properties
and Annex libraries) to accommodate analyses of the Example: Error Model Association Once we have the
runtime architectures that the core language does noterror models defined, we can associate them to the rele-
completely support. The Error Model Annex [16] of the Vant components and connections in the system model via
AADL standard provides a mechanism to ascribe error theannex subclause defined as an extension point in the
annotations to AADL components and connections. The core AADL language, as shown in Figure 3. Thiedel
Annex sub-language allows the specification of individual Property associates the given component to a particular er-
error models on components, interaction between errorfor model type or implementation. Error models associ-
models through error propagations’ rules determining ated with components can either be derived from their sub-
error propagations between various types of componentscomponent error modelsvbdel _Hi er ar chy property

filtering and masking error propagations, and hierarchical value Der i ved and Der i ved_St at e_Mappi ng prop-
composition of sub-component error models. erty maps the subcomponent error states to the component
error states), or they can be abstractions of the subcom-

Example: Error Model Specification We now define ~ ponent error models, in which case the subcomponent er-

.a generic e_rror model type and wo slightly different 3The terms losof availability, lossof.integrity, lossof data, cor-
implementations for the software and the hardware com-pteddata, erroffree have been shortened to lassil, lossint,

ponents in our example architecture model as shown inlossdata, corruptata, ertree respectively




system i npl enent ati on Dual . Basic

annex error_nodel {x*x
nmodel => Standard_Errors:: Basic. Software;
nmodel _hi erarchy => Deri ved;
derived_st ate_mappi ng =>
err_free when P1 or P2,

| oss_avail when P1[loss_avail] or P2[loss_avail],
| oss_int when ot hers;
report => |oss_avail, loss_int;

**}

end Dual . Basi c;

process inplenentation SWProc. Basic
annex error_nodel {**
nodel => Standard_Errors:: Basic. Software;

occurrence => fixed 1E-4 applies to error fail_stop;

3.1. Our High-level Approach

Our fault tree generation approach involves three
high-level steps: extracting a system instance error model
generating an intermediate fault tree, and formatting the
intermediate fault tree for a specific analysis tool. In the
discussion concluding this paper, we show how even some
simple error modeling constructs lead to fault “trees”
with loops, and we briefly compare our treatment to a
more formal treatment for BDDs that we just recently
discovered [13].

guard_in =>
mask when Input_1[err_free] or Input_2[err_free],
corrupt_data when Input_1[loss_int] and
Input _2[loss_int],

1. System Instance Error Model Extraction
| 0ss_data when ot hers The System Instance Error Model consists of a set of error
applies to Input_1, Input_2; model instances for component and connection instances
;;L?S\N_Proc.Basic; and client/se_rver bindings within that system. Though
OSATE provides support to generate a bound system
instance Model, it does not create the system instance error
Figure 3. Error Model Associations model. Hence, we need to extract the system instance
error model based on the system instance model and the
individual error models referenced in the system instance
] ) ] model. There are two types of instances in the system
ror models will be ignored\bdel _Hi er ar chy property  jstance model - Component instances and Connection
valueAbst ract , which is the default value). In the case jnstances (semantic connections). The component and
of Deri ved hierarchy, the use of thkbdel propertyis  connection declarations can be directly associated with
only to identify the component error states defined in the 34 error model (via thevbdel property). These can
associated error model that get used in the mapping. Folhe girectly retrieved for the instances. If there is no
components witiAbst r act error models, we can also as-  gjrectly associated error model for a connection instance,
sociateGuar d.I n andGuar d_Qut propertiesthatprovide  then the error model of the ultimate source applies to
guard conditions for then andout error propagations, re-  hat connection instance. For component instances, in
spectively. Th&uar d.I n property enables the component 4qgition to theMbdel property, we also need to retrieve
defining it to mask (i.e., ignore) or translate the incoming npdel Hi er ar chy, Der i ved_St at e_Mappi ng,
error propagations at the receiving interface. In our exam- ¢ yrr ence, and Guard._l n property values. For
ple AADL model, we associate thé\subcomponent$L,  connection instances, onhOccurrence properties
P2, Dat a_Bus) with the Basi c. Har dwar e implemen-  giher that theMbdel property apply. We also need to
tation, and the all the software componer8${(P1, P2) identify the error propagation sources for the component
with theBasi c. Sof t war e implementation, wittBWde-  ang connection instances. For simplicity, we distinguish
fined with aber i ved error model. component instance error propagation sourcesgect
propagations These are the error propagations that occur
through port connections, either due to the error model
on the connection, or the error model of the connected
component instance, addirect propagations These are
the error propagations that occur from other component
instances through access connections or due to binding
In this Section, we will describe our approach of auto- properties.
matically extracting static fault trees from the AADL model We store all this information in the form of nodes of a
annotated with the relevant error models. Thistoolis aplug Directed Graph (DG). For component instances with de-
in into the existing OSATE framework. The fault tree gen- rived error models, the node points to all the hierarchycall
eration tool is designed to be flexible and can be re-targetedcontained subcomponents. For component instances with
to more than one fault tree analysis tool. The portion of the abstract error models and connection instances (which only
tool that extracts the System Instance Error Model can behave abstract models), the node points to all the components
reused to generate different types of safety artifactsh suc that could be sources of their input error propagations. The
as Markov Chains. To analyze our generated fault trees weunderlying error propagations paths can lead to potential ¢
used CAFTA, a commercial fault tree tool that was available cles in the DG that need to be broken while generating a
and widely-used within Honeywell. fault tree (details in the Discussion Section).

3. Static Fault Tree Generation
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Figure 4. Snapshot of the Auto-generated CAFTA Subtree

In our illustrative example, theSW subcompo-
nent P1 is associated to ambstract error model
Basi c. Sof t war e, with Guar d_I n properties applied
to its two input ports. The error propagations can occur
directly through the input port$,nput _1 andl nput _2,
and also indirectly from the processor that it is bound to
HW P1. Note here that th&uar d_I n property does not
apply to indirect error propagations. As another example
the HW subcomponenDat a_Bus is associated to the
Abstract error modelBasi c. Har dwar e. Based on
the error propagation rule in the Error Annex that a proces-
sor can propagate errors to the bus that it is connected to
both processorsiW P1 and HW P2 can propagate errors
to HW Dat a_Bus.

2. Intermediate Fault Tree Generation

Once we have the system instance error model informa-
tion stored in the form of a DG, we now go on to the
fault tree generation phase. The fault tree generation al-
gorithm is a recursive algorithm, with the top level event
being the error state or propagation listed irRapor t
property (these are the declared system hazards to be a
alyzed). Based on our example (Figure 3), Report
property lists two error statelspss _of _avai l ability,

| oss_of .i ntegri ty, which will be considered as top-
level events for generating the fault trees.

We then apply a set of optimizations to the intermediate
representation that perform syntactic optimizationshas;

n

optimization in the Discussion and Future Directions
Section.

3. CAFTA Fault Tree Generation

This will parse the intermediate representation and output
CAFTA fault trees and the corresponding basic events and
gates database files. CAFTA allows multiple top level
events, which lets us output fault trees with different top
level gates, but which can share subtrees.

Example Auto-generated CAFTA Fault Tree As an ex-
’ample, consider a snapshot of a subtree for the error
statel oss_of .i ntegrity for HW Dat a_Bus, a part

of the generated output CAFTA fault tree, as shown in
Figures 4. Based on the error transitions defined in
theBasi c. Har dwar e error model implementation (Fig-
ure 2), this error state can be reached in the following three
ways: (1) The component is in therr or free state
and an error eventai | _Babbl e occurs, (2) The com-
ponentis in theer r or _f r ee state and amn error prop-
agationcor r upt ed_Dat a occurs, and (3) The compo-
nent is in thel oss_of _avai | abi | i ty state and an er-
ror eventf ai | _Babbl e occurs. Figure 4 shows atR
(GL57) gate, with three inputs corresponding to the above
cases (the intrinsic error event is specific to the compo-
nent and a fully instantiated name is given to the event
HWDat a_Bus f ai | _babbl e). The priority-AND
(GL61) gate graphically captures the sequence defined in

remove redundant operators, collapse gates, etc. More comMne error transition. This gate is considered by CAFTA
plex optimizations are also implemented such as, sharing ofas a regulaiAND gate for quantitative analysis. As we
subtrees within the same fault tree and also between sepagiscussed earlier, there is an error propagation path from
rate fault trees. This sharing may or may not be preservedine two processorsW P1 and HW P2 to the bus. Con-

in the output fault tree depending on the support in the tar-
get analysis tool. Pruning redundant subtrees is an indolve
optimization that we currently do not perform.

Optimization of the generated fault trees turned out
to be a critical and non-trivial aspect of our work. We
will discuss some of the challenges associated with this

sider error propagation frorelW P1 - based on the er-
ror transitions, we identify that it emits theut error
propagationcor r upt ed_dat a when it is in error state
| oss_of _i nt egri ty, which can be reached either with
the intrinsic error event ai | _babbl e, or ani n error
propagationcor r upt ed_dat a. Note thatHW P1 can



be propagated error from the bus itself, considering which
causes a cycle in the fault tree and we break it by ignoring
this particular error propagation. Thasr r upt ed_dat a

can be propagated only when the intrinsic error events,
fai | _babbl e, occur in either of the two processors (as Conwoshare
shown with anOR (GL58) gate in Figure 4). Note that this

subtree is shared (the small triangle shows the page numbers
where this subtree is referenced).

4. Discussion and Future Directions

Even a simple system architecture can be annotated early
on with fairly complex and realistic error models repre-
senting the various faults and failure modes. This makes

it easy to perform safety analyses from the time the sys-p2 error states for computing its own error state (refer to
tem is being conceptualized and then repeatedly evaluateer i ved_St at e_Mappi ng property in Figure 3). The
the safety implications of the design choices as the systemggy|t tree for theSWcomponent in a certain error state will
evolves. The resulting fault trees are consistent with the have a structure as shown in Figure 5. The subtreBIdn
architecture deSign by Construction, eliminating a pmnt the left branch is dependent on error propagations fa@m
source of inCOﬂSiStency in current manual processes. ThaNthh inturnis dependent on error propaga’[ions filein
fault trees map clearly and intuitively back to the design, |eading to a cycle in the fault tree (this error propagation
which is helpful both during design studies and evolution cycle exists in the intermediate representaﬂon DG).
and during certification reviews. The entire process is au- Currently, we break this cycle by simply keeping track
tomated and reasonably fast, making it possible to use thepf 4|l the components that we have already visited (call this
analysis results during design trade-off studies and tresul |jst Ancestors When we refer tdP1 as the source to our
ing in an improved design. A single fault forest is gener- error propagation, oukncestordist contains 8W P1, P2),
ated for the entire System, redUCing the pOSSlblllty of ever and we can |mmed|ate|y detect a Cyc|e and ignore the er-
looking common mode faults and enabling improved multi- ror propagation occurring from1. We also share subtrees
function, multi-hazard safety analyses. if we detect a component that has a subtree generated for
Our prototype tool targeted CAFTA, a widely-used tool a particular error state or propagation. However, when we
in industry. With proper care in the fault tree generation encounteP2 on the right branch, we cannot share the same
algorithm, such as careful selection of optimizing transfo  subtree as the one created f on the left branch, even
mations and tree structuring and naming conventions, thethough it refers to the same error state or propagation. This
resulting trees appear similar to ones that might be pratiuce s due to the fact that the cycle that was broken offf@r
by a manual processes (another study that generated faulyn the left branch is not yet a cycle on the right side (the
trees from annotated UML specifications also found the re- ancestor list 8W P2 does not contai®l yet). We conse-
sultant fault trees were either identical to or similar tolfa guently regenerate a new fault tree % on the right hand
trees that would have been generated by hand [11]). side. Currently, we only share subtrees if we find that the
Challenges remain before this approach is practically Ancestotlist is identical at the two locations referring to the
feasible. Despite the intuitive modeling appeal that fault particular component.
trees offer, it is well known that solutions for large fault Our prototyped cycle breaking algorithm applies only
trees, where it is not possible to generate all minimal cut to monotone functions. For a monotonically increasing
sets, are both computationally inefficient and inaccurate.function, a working componenv$. a failed component)
This remains true even when optimizations such as com-will never decrease overall system performance. Fault
mon subtree elimination are applied. trees without negation operators (includiM@T, NORand
Another challenge we encountered in optimization was NAND) are monotonic. Coherent systems are monotonic
the pruning of recursive sub-trees, or equivalently thakre  systems in which all components are relevant. A rele-
ing of loops that resulted from cyclic dependencies in vant component’s failure will degrade overall system per-
the specifications. Our example illustrates a cyclic de- formance. The restrictive class of coherent models pre-
pendency. Consider thBWcomponent implemented by cludes many natural system constructs such as votiag (
Dual . Basi ¢ (Figure 1). Note thaPl and P2 depend 2 or more of 3). Cycle breaking extensions are needed for
on each other for their inputs, leading to a cyclic depen- cyclic non-coherent fault trees.
dency in the system architectureSWhas an associated In another investigation of transforming a system level
derived error model that refers to subcomponétitsand fault specification to an underlying Boolean expression for

Figure 5. Cycles and Sharing Subtrees
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