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Abstract

RouteFlap Damping(RFD) is anecdotallyconsidered
to beakey contributorin the stability of the Inte-Domain
Routing system. It works by suppressin@dwertisements
aboutpersistentlyapping routes,which otherwisewould
propagatehroughoutthe Internet. It wasrecentlyshavn
thatrelatively stableroutes,i.e., routesthatfail occasion-
ally, canbeincorrectlysuppressetly this mechanisnfor
substantialljong periodsof time. This canbetracedback
to the comple interactionbetweenBGP pathexploration
andthemechanisnusedby RFD to identify route aps. In
thispapemwe studythedistinctivefeaturethatdistinguishes
the sequencef updatedfollowing a single network event
from that of persistentlyunstableroutes. Basedon this
characteristicye proposea new BGP RouteFlap Damp-
ing Algorithm, RFD+, with thefollowing properties— 1)
it can correctly distinguishbetweenroute aps and nor-
mal path exploration; 2) it suppressesoutesthat are fre-
guentlyandpersistentlychangingand3) it doesnotaffect
routesthatfail occasionallyWe presenthealgorithmand
discussdits relevant properties;simulationstudiesare also
conductedo illustratethe performancef our algorithm.

1 Intr oduction

Internetroutinginstability hasanadwerseimpacton ap-
plication performanceby beingassociatedvith increased
network latenciesandpaclet lossed7, 9]. Consequently
therehave beenseveral measuresleployed to counteract
this. For example ratelimiting BGP adwertisementshrot-
tles how often informationis exchangedbetweenneigh-
bors;network pre x aggreyationwith CIDR limits thein-
stability atthe edgeof the Internetandimprovesthescala-
bility of thenetwork core. Anothermechanisnto improve
stability is BGP RouteFlap Damping(RFD) [12], which,
unlike the others wasdesignedxplicitly to limit routein-
stability. It works asfollows: each(RFD enabledyouter
maintainsa penaltycounterfor every neighbor(andpre x
announcedby thatneighbor) This counteris incremented
by a prede nedvalue whentherethe routerreceves an-
nouncementsr withdrawals for the pre x (from the spe-
ci ¢ neighbor),andexponentiallydecayedvhenthereare
none. Oncethis penalty counterexceedsa suppession
threshold the router stopslistening to updatesaboutthe
pre x from that particularneighborand the route is ex-
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cludedfrom the pathselectionprocess.Sincethe penalty
decaysn the absencef updatesit eventuallyfalls belov
a reusethresholdat which time it is re-admittedinto the
pathselectionprocess.

RFD is very effective in dampingpersistently apping
routesandis generallyconsideredo be one of the main
contritutors to the overall routing stability of the Inter-
net[5]. At thesametime, RFD sometimesncorrectlype-
nalizesrelatively stableroutes. Recently Mao et al. [8]
shav thatRFD canadwerselyaffectthe corvergenceimes
for routesthat fail oncein a while andit was shown that
certainroutesaresuppressetbr up to anhour, evenif the
route apped exactly once! This side-efect canbetraced
to the comple interactionbetweenRFD and the normal
BGPconvergenceprocesgollowing anetwork changeln-
tuitively, by virtue of the path vector natureof BGP, a
router could potentially learn a large numberof pathsto
a destinatiorfrom its differentneighbors Whenthereis a
failure or repaireventin the network, pathexplorationac-
companieshenetwork convergenceln thisphasearouter
exploresa numberof alternatepathsto reachthe destina-
tion. It mightwell bethatthe destinationtselfis nolonger
reachablghroughary path. However, this is not known at
the routerin question,which simply proceedgo selecta
anew pathandpropogatdt whenit recevesa withdrawal
for the old one. A little while later, this alternatepathis
alsowithdravn andthe routerpicks anothemath,propop-
gatesdt andsoonuntil all thepathshave beentried anddis-
carded.For a moredetailedaccountof this phenomenon,
theinterestedeadetis directedto [1, 8].

Therearetwo possibleapproachet addresshis prob-
lem. The rst is to presere the existing RFD algorithm,
but employ "gentler” dampingparametergsmallerpenalty
increments,larger suppressiorthresholds,etc.) as dis-
cussedn [1]. Clearly, this hasthe effect of beingmore
“forgiving” of actual instability, which is not desirable.
Thesecondapproactwould beto enhanceextendor mod-
ify the RFD algorithmsothatit cancorrectlydistinguish
pathexplorationfrom persistenroute aps, andsuppress
only thelatter Onesuchattemptin this directionis the Se-
lective RouteFlap Damping (SRFD)algorithmdiscussed
in [8]. However, aswill beshavn, the operationof SRFD
is incorrectin certainsituations astheunderlyingassump-
tions aboutBGP path exploration uponwhich it is based
turnoutto beinaccurateAs aconsequenceherearecases
whereSRFDwill doexactlywhatit wasdesignedotto do

1We could de ne aroute ap asthe withdrawal andimmediatere-
announcemertdf aroute.



— suppressa relatively stableroutefor alongtime.

It is our beliefthatthesolutionto this problemis to cor
rectly characterizehe featuresthat setapartnormal path
explorationfrom persistentlymisbehaing routes andthen
develop an algorithmthat usesthis signatureto correctly
penalizethe latter, while having no effect on the former.
In this paperwe rst studythedistinguishingfeatureshat
setapartroute aps from pathexploration. Basedon this
“signature”,we proposea nev BGP RouteFlap Damping
algorithm,RFD+, which hasthe following properties:(1)
it correctlydistinguishedetweerBGPupdatesiuringpath
explorationandroute aps; (2) it is ableto suppressoutes
that are frequently and persistentlychanging;and (3) it
doesnot affect routesthat fail occasionally In addition
to presentinghe algorithmandits propertiesjn this paper
we alsoconductsimulationsto illustrate the performance
of ouralgorithm.

2 Background

We rst brie y describeheoperatiorof BGPatasingle
router We only presentaspectsf the protocol that are
relevant to our discussionin this paper For a complete
descriptionof the protocol, readersare directedto [11].
For simplicity, the following descriptionis with respecto
asingledestination.

Whenarouterrecevesroutinginformation(essentially
a BGP Updatemessagédor the destination)jt installsthe
routesin a neighborspeci c routing table. The setof all
routesto the destinationcould be calledthe setof candi-
dateroutes Subsequentlyit invokesa path selectionpro-
cessto determinewhich of the candidateroutesit will use
— which we cantermthe bestpath The pathselectionis
basediponalocally con guredpolicy. To keepthediscus-
sion simple,we assumahata local policy assignsa high
preferenceo shorterpaths(usingthe smallestrouterid to
breakatie), unlessotherwisespeci ed.

Oncea bestpathis selectedthe routersendsghis route
to its neighborsusingBGP UPDATE messagées A BGP
UPDATE messageannouncesa path that is potentially
valid or it withdraws anexisting route.In theseconccase,
therecipientis instructedto remove theroutelearnedear
lier from the sender

To constrain the amount of BGP routing trafc
exchanged, a minRoute AdvertisementInterval (or
MRAI) timer is usedto throttle announcementsequiring
that MRAI secondselapsebetweensuccessie route an-
nouncements.Note that this timer only appliesto route
announcementsputewithdravals areimmediatelyprop-
agatedo preventthe blackholing of traf ¢ (wherea node
forwardstraf ¢ for aninvalid route,whichis subsequently
droppedfurtheralongthe path).

2.1 BGP Path Exploration and Route Flap
Damping

Herewe discussthe interactionbetweenBGP pathex-
ploration and the BGP Route Flap Damping algorithm
(RFD) [12], anddemonstratdiow a singleroute ap can

2Excluding the neighborthat the router learnsthis particular route
from.

causeaoutesto besuppressetbr arelatively longtime. To
aid our description,we rst needto clearly de ne some
notation.

For clarity, we distinguishbetweemetworkeventsand
BGP events Network eventsarede ned asoriginal net-
work dynamicssuch as link/router failures and recover-
ies that trigger the generationof BGP updatemessages.
For simplicity, we also refer to policy changesor pol-
icy disputesthat trigger BGP route changesas network
events[4]3. We furtherclassifynetwork eventsinto failure
eventsor recoveryevents— dependingntheireffectupon
theBGProutingprotocol.In responséo a network failure
event,aBGPspealermaysendoutawithdrawal or selecia
lesspreferredroute(if the morepreferredrouteshave been
withdrawn). Ontheotherhand following anetwork recos-
ery event,better(morepreferred)routesbhecomeavailable
atarouterandareannouncedbo its neighbors Exampleof
network failure eventsincludelink failure, routerfailure,
and policy-relatedroute withdrawal. Link androuterre-
coveries,aswell aspolicy-relatedroutere-announcements
areinstance®f network recosery events.

BGP eventsaretriggeredby network events,or recur
sively by other BGP events announcedby BGP update
messages.Intuitively, BGP events are simple messages
(announcements withdrawals)beinggeneratedor prop-
agated) We will abstractlydenoteaBGPeventasg, which
canbeeitherarouteannouncemerdr a routewithdrawal.
In the former case,we abusenotationand also use ¢ to
referto theactualpathcontainedn theannouncement.

2.1.1 BGP Path Exploration, Route Flap, and Persis-
tent Route Flap

By virtue of the pathvectornatureof BGP, aroutercould
potentially learna large numberof pathsto a destination
from its neighbors. Let us consideran event that causes
thedestinatiorto becomedisconnectedfom therestof the
Internet. The exactlocationof the event(or the natureof
the event) is not carriedin the BGP eventsthat are trig-
gered. Consequentlywhenroutersreceve a withdrawal,
they simply switch to a path with a lower preference—
which is in turn announcedo their neighbors. However,
sincethereis really novalid pathto thedestinationeachof
thesdesspreferredpathsis withdravn eventually andthe
cycle continuesuntil all of the pathsare withdravn from
the system. This phenomenortan be termedBGP path
exploration, andis an inherentartifact of all path vector
protocols.

Giventhepotentiallylargenumberof transienBGPup-
dategyeneratetby anodeduringpathexploration,it is pos-
sible that one of its neighborsmay decidethat the routes
beingannouncedy the nodeare not stable. In the next
subsectionwe demonstratehe interactionbetweenpath
explorationandRFD.

3We couldtake the standthatsuchpolicy basedchangesareinitiated
by somephysicalevent.

4In this, we are deviating from the commonpracticeof termingary
sequencef pathchangesspath explorations, irrespectie of the under
lying cause.



A route ap couldbede ned astheBGPeventsequence
thatis associateavith a network failureeventandacorre-
spondingnetwork recovery event (occurring soon after).
Let o denotea route ap and|g € T| the numberof oc-
currencesof the route ap during a given time interval
T. Let 7 be a con gurable constantparameter Thenif
lo € T| > T, we saythatp is a persistentroute ap.

2.1.2 BGP Route Flap Damping and its Interaction
with BGP Path Explorations

Persistentoute aps increasenternetrouting trafc and
degradenternetperformanceTheobjectve of BGPRoute
Flap Damping(RFD) is to suppresshe usageandspread
of suchpersistently apping routeswithout affecting the

corvergencetime of relativelystableroutes[12]. As men-
tionedearlier RFD is a penalty-basedcheme.For every

neighbor nodei maintainsa penaltycounterfor eachnet-

work pre x, whichis increasedy a presetpenalywhen-
ever a BGP updateis receved from the neighbor(regard-
ing the network pre x). Whenthe counterexceedsa pre-

de ned suppressiorthreshold,all the relatedroutesfrom

theneighbor(routesto the particulardestinatiorpre x an-

nouncedby this neighrbor)are excluded from the BGP

path selectionprocess,or to put it in anotherway, they

aresuppressedThe penaltycounterdecaysexponentially
overtime,andwhenit is belov areusethresholdhecorre-
spondingroutescan participatein the BGP pathselection
processagain. The penaltycounterdecaysasfollows: Let

T1(¢) denotethe penaltycounterattime ¢, thenfor ¢’ > ¢

() = (t)e M D), 1)

where X\ is a systemparameterwhich is normally con-
gured througha Half-life parameterH by the equation
e M = (.5.

Even though RFD is effective in damping persistent
route aps, it wasrecentlyshavn that RFD may suppress
arelatively stableroutefor alongtime. To understandhis
better in the following descriptionwe presenta real se-
guenceof BGP adwertisementshatdemonstratéhe prob-
lem. Theadwertisementshowvn in Table 1 arefor asingle
pre x 198.133.206.0/24n Januaryl19, 2003. This pre-
X was selectedbecausat is usedby the BGP Beacons
project, wherea setof pre xesare announcedand with-
drawvn atwell de nedintervals[1Q. TheBGPupdatesvere
collectedat the Universityof Minnesotanetwork. The rst
column of the table is the time at which the BGP mes-
sagewas receied at the obsenation hosP. In the sec-
ond column, a path indicatesthat the adwertisementwas
anannouncementyhereaghe absencef a pathindicates
a withdrawal adwertisement.The third columnrepresents
the value of the penaltycounterat the time the adwertise-
mentwasreceved,while the fourth columnrepresentshe
value afterthe adwertisementasbeenprocessedandthe
penalty? added). In orderto computethe penaltieswe
usethedefault CiscoRFD parameter¢seeTable?2). Thus,

5For simplicity, we canassumehatthis pre x wasnever seerbefore,
sowe canjustify II(t) = 0.

the rst threeadwertisementsncur a penaltyof 500 each
(sincethey correspondo updates)while the lastonein-
cursapenaltyof 1000.

Noticethatattime 13:03:48 the penaltyvalueis greater
thanthe suppessionthreshold which causeghe pre x to
besuppressedf we canextrapolatealittle andreplacethe
pre x by anormalpre x thatfor somereasonfailed and
thencamebackon soonafter, we would seeanannounce-
mentfor this alittle while afterthelastwithdrawal. In this
casesincethepenaltyvalueis greatethanthesuppression
threshold this announcemenwill beignoredeventhough
it correspondso a valid repairevent,andwill notbecon-
sidereduntil the penaltyvaluedecaygo a valuebelow the
re-usethresholdwhich takesapproximatel\25 minutesin
this example!

Table 1: InteractionbetweenRFD and BGP path explo-
ration

Time Path 1I(¢) () + P
13:00:33 2175739081 31303927 0 500
13:01:00 217571291431303927 489.710 989.710
13:01:28 | 2175739083356291431303927 968.596 1468.596
13:03:48 - 1318.486 | 2318.486

Table2: Default CiscoRFD con gurationvalues

Parameter Value
Withdraval penalty 1000
Attributeschangepenalty | 500
Suppressiomhreshold 2000
Half-life (min) 15
Reusehreshold 750
Max suppressime (min) 60

2.2 Selectve Route Flap Damping

As discusseabove, thecurrentBGPRouteFlapDamp-
ing algorithm may incorrectly delay the corvergenceof
relatively stableroutes. To fundamentallyaddresghis is-
sue, we needto identify the essentialdistinction(s) be-
tweenBGP path explorationandroute aps, uponwhich
we canbasealgorithmsthat cancorrectlysupprespersis-
tently apping routeswhile beinginsensitve to BGP up-
datesduring BGP path exploration. SelectiveRouteFlap
Damping(SRFD)is perhapshe rst attemptin this direc-
tion [8]. SRFDis basedon the simple obsenation that
duringa BGP pathexploration,the routewith the highest
preferenceamongthe currentavailableroutesis choseras
thebestroute. Thereforethepreferencesf theannounced
bestroutesduring BGP pathexplorationshouldbe mono-
tonic. It is importantto note that we arereferringto the
preferencetthe neighbor

Basedon this assumption SRFD treatsa sequencef
routeswith alternatingrelative preferenceasanindication
of aroute- ap. Relatve preferenceof routesat a neigh-
boris de ned asthe comparatie valueof two consecutie
routeannouncemenfs See[8] for moredetailson SRFD.

6In caseannouncementare interleaved with withdrawals, relative
preferences not well de ned. In this case, SRFDIooks for interleared
adwertisementsvith thesamerelative preferencesanindicatorof aroute
ap.
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Table3: BGP updatesvith non-monotonigreferencehanges.

Stage Routingtables New messages Preference
0 1(*0d, 30d,56780d)3(*0d, 10d,40d)4(*0d, 20d,30d)2(*0d, 40d) - (steadystate)

edge(0,d)is down 0—{1,2,3,4,8}W

1(-, *30d, 56780d)3(-, *10d, 40d) 4(-, *20d, 30d) 2(-, *40d) 1—{x,3}[130d], 3— {1, 4}[310d], 4— {2, 3}[420d], 2— {4}W

1(-, -, ¥56780d)3(-, -, *4200) 4(- - *3100)2(-,-)

1

XF[1567800] 3—1 1,4}[34200[,4— {3} W

B W[N]

1(-, *3420d,56 780d)3(-,--) 4~ ) 2(-)
)

1—

XHI3420d] 35 {1JW

1(-,-,*56780d)3(-,-,-) 4(-,-,-) 2(-,-

i

X}[156780d]

However, the assumptioraboutmonotonicrelative prefer
encemadeby SRFDis inaccurate.Note thatwhena cur-
rentbestrouteis withdravn, a BGP spealer selectsa new
bestroute from the setof currently available alternatve
paths.However, becausef topologicaldependencieand
delaysn BGPmessaggrocessin@gndpropagationtheset
of currentlyavailablealternatve pathsat the routercanbe
differentatdifferenttimes. Thereforerouteswith alternate
relative preferencesnay be announcedby therouterto its
neighborsduring BGP pathexplorationif it turnsout that
a “better path” thanthe one currently chosenhappenso
becomeavailable(during pathexploration).

To have a more intuitive appreciationof the dynamic
compleity duringBGPpathexploration,belov we present
a simple example to demonstratehat a node may an-
nouncerouteswith alternaterelative preferencesduring
BGP path exploration. For simplicity, we adoptthe fol-
lowing discrete-timesynchronizedBGP model. In each
discrete-timestage,a nodeprocessesll the pendingan-
nouncemeninessagergecevedin thelaststage After pro-
cessingthesemessagesthe node may updateits neigh-
borsaccordingly If the bestrouteto a destinationpre x
is changedthe nodesendghenew bestrouteto its neigh-
bors. If the network pre x becomeaunreachablea BGP
withdrawal messagés sent. After all the nodes nish this
processingthe systemadwancesto the next stage. Note
that, in eachstageat mostone updatemessagédeitheran
announcemerdr awithdrawal) is sentfrom anodeto each
of its neighbors.

Figure 1l presentsa simple AS-level network topology;
we refer to it asthe fork network. The numbersor let-
tersin the gure denotetheid of thecorrespondingnodes.
For simplicity, we only considerone destinationnode d
and all the routesare given with respectedo this node.
We assumethat node5 prefersthe routesannouncedy
node6 overthoseby nodel. All othernodesdo not have
sucha local preferencedifferentiation. Assumeinitially
thatnode0 announces routeto all of its neighbors,and

thisinformationis propagatedn thenetwork. After all the
nodesentera steadystateregardingthe route to noded,
edge(0, d) is down. Table3 presentshe subsequerBGP
updatessentfrom node1 to nodez, in a format similar
to [8]. Thetablehasfour columns. The columnmarked
with Stege recordsthe stageindexes. The Routing Table
columnpresentsheroutesknown by the nodegfor clarity
the table only shaws the routing tablesfor nodesl, 2, 3,
and4). As anexample1(x0d, 30d, 56780d) indicatesthat
nodel hasthreeroutesto noded by going throughnode
0, 3, and5, respectiely; theroutemarkedwith anasterisk
(0d in thisexample)is thebestroutechoserby thenode.A
dashsignindicatesaninvalid route. Thethird column,New
messges providesthenew message@nnouncementsf a
new route,or withdrawals) generatedy the nodes.These
messageareprocesseth thenext step.New messageare
givenin thefollowing format: i — {j1, j2, - - -, jk }[path],
wherei is the originator of the messagej; to ji arei's
neighborsto which nodei adwertisesthe new routepath,
if [path] = W, the announcemernis a pathwithdrawal.
To simplify the descriptionof the example,we assumeéhe
(processingandpropagationgelayon the pathfrom node
8 to 5 throughnodes7? andé6 is sufciently large, sothat
nodeb hasnot withdrawn the routeto noded at the last
stagen thetable. Thelastcolumngivesthe changesn the
preferencesf theroutesannouncedby nodel to nodeX,
wheret indicatesanincreasen routepreferencewhereas
J a decreaseFromthe table, we seethatrouteswith al-
ternatepreferencesanindeedbe announcedluring path
exploration.

3 Characterizing BGP Path Exploration and
Route Flap

In this sectionwe presenta simpleyet uniquecharac-
teristic of BGP path exploration. Basedon this provable
propertyof pathexploration,we cancorrectlydistinguish
BGP pathexplorationfrom route aps. Thisformstheba-
sis for the next section,wherewe designa correctBGP

Time



route ap dampingalgorithm.

Beforewe presenthe main resultof this section,let's
examinethe examplein Section2.2 moreclosely With-
out lossof generality let's assumehat at stageb, nodel
withdrawstheroute[156780d] from nodez, andatstages,
nodel re-adertisesthe route[10d] (assumingedge(0, d)
comesback sometimebeforestage6). Figure4 presents
the route updatessentto nodexz from nodel, aswell as
the preference®f the routesat node1. Notethatin the
gure, the absolutevalue of the preferenceof a routeis
notimportant,we aremoreinterestedn therelative prefer
enceof two routes asindicatedby thearrowsin the gure.
A downwardarrow indicatesa decreasén the preference,
while anupwardarrow indicatesanincreasen the prefer
ence.Fromthe gure, we seethatduringthe BGP failure
pathexploration(beforestages), route[156780d] is adver-
tisedby nodel twice at stage2 and4, respectiely. Onthe
otherhand,routes[130d] and[13420d] areonly adwertised
once. As soonasthey are (implicitly) withdravn, node
1 would notannounceghemagainduring the courseof the
pathexploration. We notethatroute[156780d] differsfrom
routes[130d] and[13420d] in thatroute[156780d] hasthe
lowest preferencecomparedto its prior and succeeding
routes(ignoringwithdrawalsfor this matter),while routes
[130d] and [13420d] do not. Putin anotherway, during
the courseof BGP (failure) pathexploration,oncea route
with ahigherpreferencés replacedy aroutewith alower
preferencethe routewith a higherpreferencewill not be
adwertisedby the nodeagain. Therefore the neighbos of
thenodewouldonly seetherouteswith higherprefeences
oncein a BGP path exploration. On the otherhand,in a
route ap, aroutewith a higherprefelencemaybe seerby
theneighbostwice Thisobsenrationcouldbeusedto dis-
tinguisha BGP pathexplorationfrom aroute ap. We rst
statethis obsenation asa formal propositionand present
a proof. For easeof exposition,we will useP, denotethe
preferenceof a router, and P,, < P,, to indicatethat
router; hasa lower preferencecomparedwith router,.
To furthersimplify things,we assumehata BGP explicit
withdrawal hasthe lowestpreferencethatis, Py < Py,
for ary router.

Proposition 1 Considera node: and let node j be a

neighborof nodei. Let® denotea sequencef BGPevents
sentby nodej to nodei. Wthout loss of geneality, let

b = p1¢a2¢s3 ... dn, Wher ¢; is a BGP event,which can

be eithera BGP route announcemerr an explicit with-

drawal, forl = 1,2,3,...,n. If ® is a pathexploration

(PE), ® mustnot containthefollowing BGP eventpattern:

Py, < Py, and¢,, is arepeatedGProuteannounce-
ment More formally,

®isPE = —-(Om,k:1<m<n,<k<m-1;
2

Proof: We prove this propositionby contradiction. As-
sumethat for somem and k, the BGP event patternin-

deedoccurs,i.e., Ps,,_, < Py, and¢, = ¢. Let
k' be the largestof suchk's, i.e., ¢ # ¢, forl =
K+ 1,k +2,...,m — 1. Letry , betherouteas-
sociatedwith (carriedin) ¢, and¢,,. We focus on the
(sub)sequenceéy dr' +1Pk 42 - - - dm. We considertwo
cases.

CAsk 1: @ is aBGPfailure pathexploration.Firstlet's
assumehat thereis no BGP withdrawal in the sequence.
Let ! be the smallestindex betweenk’ andm — 1, such
that Py, < Py, . GiventhatP, _, < P, , sucharoute
¢; alwaysexists. Now let's considerthetime ¢ whennode
j announcesoute ¢; to nodei. It is easyto seethat at
timet, ry ,», Mustnot be availableat nodej. Otherwise,
nodej would ratherannouncer ,, to nodes insteadof
¢. Thefactthatr ., is not availableat nodej attime
t (but availableat nodej at anearliertime, note ¢,/) can
be causeddy alocal network eventat node; or a network
eventat a downstreanrnodebetweernnodej andthe des-
tination network along the route ry ,,. Without loss of
generality let's assumehe network event occursat node
f betweenthe destinationnetwork andnode j alongthe
routery ... Lett' denotethetime whenthe network event
happensat node f, wheret’ < t. Thisis alsothe time
whennode f withdrawstheroutery, ., from theupstream
nodes.Noticethatroutery: ,, becomesvailableagainat
nodej atatimet” > t (note¢,,), thennode f mustre-
announcéherouteatatime between(t', ¢"']. Thereforeve
know thatthe failure associatedvith the network eventat
nodef musthave beenrecoveredatthetime. Giventhata
network failure andrecovery eventpair is associatedvith
thesequenc@y: drr 1Pk 42 - - - O, We know that ® can-
notjust be partof a pathexploration. Therefore we reach
acontradiction.

Now let's consider the situation where at least
one BGP withdrawal is contained in the sequence
Ok P’ 41Ok +2 - - - O, @ndlet ¢; be the rst withdraval
following ¢. Considentwo cases:First assumeat least
oneof theroutesgy 11, drr 42, - - -, ¢;_1 hasalower pref-
erencecomparedo ry . Thenfollowing the samear-
gumentas above, we can shav that a network failure
and recovery event pair is associatedvith the sequence
O ' +10k7 42 - - - O, @ndagainwe reachacontradiction.
Now assumeall the routesey: 11, P y2,...,¢_1 have a
higherpreferenceomparedo . ,,,. Lett denotethetime
when the withdrawal ¢; is sentfrom nodej to nodei.
Givenawithdrawal is sentattime ¢ from nodej, we know
thatrouter; ., is not availableat nodej. By notingthat
routery , is later announcedo nodes: by nodej (¢.,)
andfollowing the sameargumentasabove, we seethata
network failure andrecovery eventpair is associatedavith
the sequenc@y ¢r' 110k 12 - - - dm, andP cannotjust be
partof a pathexploration.We reacha contradictioragain.

CASE 2:® is a BGP recovery path exploration. First
let's assumethat thereis no BGP withdrawal in the se-
guenceLet! bethesmallestindex betweenk’ andm — 1
suchthat P,, < Py, .. GiventhatP,, _, < Py, , sucha
route¢; alwaysexists. Now let's considerthetime t when
nodej announcesoute¢; to nodei. It is easyto seethat



attimet, v, mustnotbeavailableatnode;j. Otherwise,
nodej would ratherannouncer ,, to nodes insteadof
¢;. Putin anotherway, attime ¢, routery ., is replaced
by somelesspreferredroutesatnode;. However, duringa
BGPrecoverypathexploration,oncearouteis presenata
node,it canonly bereplacedby a routewith anincreased
preferenceWe reacha contradiction.The situationwhere
atleastone BGP withdrawal is containedn the sequence
Ok O +1 0k +2 - - - Oy, CANDE provedin a similar manney
i.e.,leadingto a contradiction.We omit it here.
Combiningthe above two casesye have

PisPE = —(Im,k:1<m<n,1<k<m-—1;

Py, < Py, & ¢ = i)
(3)

It is worth noting that the condition P, _, < P, is
crucial. In both BGP path explorationsand route aps,
the sameroute canbe adwertisedrepeatedlyby a nodeto
its neighbor(SeeFigure 4 whereroute [156780d] is an-
nouncedtwice during the BGP path exploration). How-
ever, during the courseof a BGP pathexploration,the re-
peatedoutemusthave alower preferenceomparedo the
adjacentoutesannounced.

Propositionl providesanessentiapropertyof theBGP
eventsequencef a BGP pathexploration. To facilitateits
usage belowv we presentits contrapositie asa corollary.
Usingthe samenotationasin Propositionl, we have

Corollary 2

Gm,k:1<m<n,1<k<m-—1;

Py, <Py, & ¢y = 1), = —(PisPE)

(4)

We assumehatfor a givensequencef BGPevents®,
if it is nota BGP pathexploration,it mustcontainat least
oneroute ap. Therefore,Corollary 2 providesus with a
wayto identify aroute ap. Basedon Corollary2, Figure5
presentsa simple algorithmto determineif a givenBGP
eventsequenceontainsaroute ap. Essentiallyif aBGP
sequenceontainsaarepeatedoutewith RP = 1, thealgo-
rithm claimsthe existenceof aroute ap. Otherwise|t is
a sequencef BGP updateduring BGP pathexploration.
In the next section,we will presentanew BGP route ap
dampingalgorithmusingthis corollary. We will seehow
route aps canbe detectedonline without mistakingBGP
updatesduring pathexplorationasroute aps.

4 RFD+: A NewBGP RouteFlap Damping
Algorithm

In this sectionwe designa new BGP route ap damp-
ing algorithm called RFD+ to damppersistentoute aps
basedon Propositionl. It is ableto correctlydistinguish
BGP path explorationsfrom BGP route aps, and only
suppressepersistentroute aps. RFD+ hastwo compo-
nents.The rst oneis a mechanisnto identify route aps

INpUE® = @1 P23 . .- P’
Output: Typeof thesequence;
for(k < 2,k < njk++)
if (Pd’k—l < Pd’k)
for(l «+— 1;1 < ksl ++)
if (o1 = p)
return(® containsroute ap)

return(% is aBGP pathexploration)

NoOA WwNE O

Figureb: Classi cationof BGPeventsequences.

(basedn Propositionl), andthesecondneis asuppress-
ing mechanisnto determinewhena routeshouldbe sup-
pressedFor thesecondcomponentye presentwindow-
basedcountingschemeto suppresgersistentoute aps.
However, it shouldbe emphasizedhatexactnatureof the
suppressingnechanisnis notimportant. Whatis critical
is the correctnessof the schemeto identify route aps.
Indeed, other suppressingschemessuch as using x ed
timers(suppresgor a x edtime), the penalty-baseéxpo-
nentially decayingschemeausedin the currentBGP Route
Flap Dampingalgorithm[12] canaswell be employedin
RFD+, sincethis doesnot affect how route aps arede-
tected but merelyspecifywhatis to bedone,oncethey are
detected.For simplicity, all the following discussionsre
madewith respecto adestinatiometwork d.

First, let's de ne somenotation. Node: classi es a
neighborj into two statessuppessedr eligible. If neigh-
bor j is suppressecbr simply (4, d) is suppressedyputes
announcedrom j are excludedfrom the BGP route de-
cision process.Routesfrom neighbor;j canparticipatein
the BGP routedecisionprocessat node: only if nodej is
eligible (or simply (4, d) is eligible). All the neighborsof
nodes areinitially considerectligible.

4.1 Relative PreferenceCommunity Attrib ute

Note thatin Corollary 2, it is requiredthatwhennode
i receivesa new routefrom neighborj, it mustknow the
relative preferenceof the new routecomparedo the pre-
vious route at nodej. For this purpose,we introducea
new CommunityAttribute calledRelative PreferencéRP)
(similarto SRFD[8]). Whennode; adwertisesa routeto
its neighbori, it insertsthe RP communityattributein the
updatemessage.This RP attribute indicatesthe relative
preferenceof the new routecomparedo the previousone
atnodej. RPis anone-bitcommunityattribute. It is set
to 1 if the new route hasa higher preference.Otherwise
RP = 0. If theRP attribute is absenin the updatemes-
sagethereceving nodewill take the default valueof RR,
whichis 0.

4.2 Route Flap Identi cation

Let Rj.l denoteadatastructurefor maintainingtheroutes
announcedrom nodej. For easeof later discussionslet
r € R;i denotethe factthatr is in the datastructure,and

r— R;l theinsertionof router into R;l (notethatthereal

insertiononly occursif r ¢ R;i).
Now considerthatthe currentbestrouteannouncedy

nodej is replacedby a new router. If r ¢ R;i, then

r— Rj-’. Otherwisejf r € R;-‘ andthe carriedRP = 1,



nodei knows thata routewith anincreasedreferencas
repeatedBasedon Corollary 2, nodei knows thataroute
ap hasoccurred. At this time, all the routesin R;.i are

clearedj.e., Rd = {, for thefollowing reasonsFirst, note

thatall the routesm Rd will berepeatedn thenext course
of the route ap. If hodei doesnot remove the routes
in Rd the repetitionsof all the routesmay be countedas
route aps, whichis not correct.Secondthe rst repeated
routewith RP = 1 maynotbethemostpreferredrouteat
nodej. A lesspreferredroutemay rst appearat nodej
in the correspondindGP recovery pathexploration,and
thenlater it could be replacedby more preferredroutes.
Node will overcountthe route aps if the other(more
preferredyoutesarenot removed.
4.3 PersistentRoute Flaps Suppression

We use a window-basedcounting schemeto identify
persistentroute aps. Let 7' denotea con gurable time
interval (window). Let 7 andwv be two con gurable con-
stants,wherev < 7. We refer to them as suppression
thresholdand reusethreshold,respectiely. We will see
their usagesshortly  To track the numberof route aps,
nodei maintainsa countern for eachneighborj. At the

beginning of eachtime window T, ﬂ}-i is setto 0. When-
everaroute ap from neighborj isidenti ed by nodei, 77}1

is advancedby one. At the endof eachtime window, 77
containghe numberof route aps thatoccurredn theladt
time window.

We could immediatelysuppresghe routesannounced
by neighborj if nd > 7. However, amoregracefulway
would beto rely on the long-termtrend of route apping
dynamicdgnsteadf whathappenén onetimewindow. Let
Aj-l denotethe averagenumberof route aps in the cur-

rentwindow andpreviouswindows. A% is computedising
exponential-weightednoving average(EWMA), i.e.,
d d d
Aj — aAj +(1- a)nj,
wherea is a con gurable parameteusedto control the
contritution of theroute aps historyto the calculationof
A4. AYisinitializedto 0 whenthesystemrst starts.At the

endof eachtime intenval, Ad is re-computed .If Ad > T,
the relatedroutesare suppressed .On the other hand if
Ad < v, therelatedroutesbecomeeligible again.

Flgure 6 summarizeghe RFD+ algorithm. The fol-
lowing remarkspresentsomeimportantpropertiesof the
RFD+ algorithm. For a detaileddiscussioron theseprop-
erties,pleaseeferto [2].

Remark 1 RFD+ distinguishesoute aps fromBGPpath
explorations, and any BGP eventsof a BGP path explo-
rationwill notbewronglytakenasroute aps.

Remark 2 RFD+ can suppessall the persistentroute
aps.

Remark 3 RFD+ will not mistale occationalroute aps
as persistentroute aps. Theefore, RFD+ will not sup-
pressrelativelystableroutes.

[0) 7: neighborof nodez; d: destination;,
1 Uponreceling anrouter from j:

2 if (r ¢ RY)

3. r— Rd

4, elseif (r é R¢ andRP = 1)

5 I* aroute ap isidenti ed */

6 m ++;

7 R «— 0;

8. At theendof eachtime window T

9. A‘Z — aA;i + (1 — a)nJ

10. ng + 0;

11. if (A;l > 7 and(j,d) is eligible)
12. suppressingj,d);

13. elseif (A;’ < v and(j,d) is suppressed)
14. (j,d) < eligible;

Figure6: Pseudaodeof RFD+.
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Figure7: Comparisorof SRFDandRFD+.

5 Simulation Studies

In this sectionwe conductsimulationstudiesto com-
pare the performancedifference between SRFD and
RFD+. For eachsimulationwe schedule singlelink fail-
ure at a certaintime and a correspondingecovery at a
latertime, i.e., a singleroute ap. We comparethe num-
ber of route aps claimedby both SRFDandRFD+ from
the sameobsenation point. The discrepang betweerthe
numberof real route aps occurredin a network andthe
numberof route aps claimedby a route ap damping
algorithmre ects to what degreethe dampingalgorithm
mistalesBGP routeupdatesn a BGP pathexplorationas
route aps. Thereforei,it is a good performanceandicator
of route ap dampingschemesn termsof correctlyiden-
tifying route aps.

We rst describethe network con gurationsin the sim-
ulations. Three different network topologiesare used.
They arethefork network (Figurel), thecliqgue(5)network
(Figure 2), and a network topology createdby a random
network generatorwhich we refer to asthe randomnet-
work. In all the simulationswe focuson the BGP update
messagesegardinga single network destination(noded
in Figuresl1 and?2) at a single obsenation node (nodex
in Figures1 and2). For the third topology the destina-



tion andobsenationnodesare connectedo differentran-
domly selectedoutersin therandomnetwork. Theresult-
ing topologyis keptconsistenwhenstudyingboth SRFD
andRFD+.

In thefork network, all theedgeshave apropagatiorde-
lay of 1 secondexceptedge(8, 0), whichhasapropagation
delayof 3 seconds.This is to make the propagatiortime
of BGPmessagesn path(5, 6, 7, 8, 0) sufciently greater
thanthoseon otherpaths.(As notedin [6], thepropagation
delaysof mostBGP messagebetweentwo peers(neigh-
bors)onthelnternetarewithin severalseconds.Bimilarly,
in the clique(5) network, all the edgeshave a propagation
delayof 1 secondexceptedge(3, 5), which hasa propaga-
tion delayof 3 seconds.

Thereare a total of 24 routersin the randomnetwork
(includingthedestinatiorandobsenationnodes) As men-
tioned above, both the destinationand obsenation nodes
have a degreeof 1 (becausdahey are attachedater). All
otherroutershave a degreebetweend and6 (inclusive).
All the edgeshave a propagatiordelayof 1 second.

The edgeexperiencinga singlefailure andrecovery is
the edgebetweenthe destinationnode and its neighbor
(edge(0,d) in the fork network and edge(1,d) in the
cligue(5)network).

Figure7 presentshe numberof route aps claimedby
bothSRFDandRFD+asafunctionof minRouteAdertise-
mentintenal (MRAI). Fromthe gure we seethat RFD+
canalwayscorrectlyidentify thesingleroute ap, indepen-
dentof the valueof MRAI. On the otherhand,for SRFD
to detectthe route ap correctly without over-counting,
the MRAI value needsto be sufciently large. Whenthe
MRAI valueis small, SRFDmistalessomeBGProuteup-
datesduringpathexplorationasroute aps. Thatis, SRFD
cannotindependentlyand correctly detectthe numberof
real route aps. More speci cally, considerthe simula-
tionswith theclique(5)network. We canseethatwhenthe
MRAI valuedropsto 3 secondsSRFD claimsthereare
3 route aps, andwhenthe MRAI valuefurther dropsto
2 secondor smaller 4 route aps areclaimedby SRFD,
eventhoughthereis only asinglelink failureandrecovery
in the network. Similar behaior is obsened on the fork
andrandomnetworks with the SRFD dampingalgorithm.
However, it is importantto notethat, asdemonstratedby
the simulationresultswith the randomnetwork, theinter-
actionbetweenSRFD and MRAI canbe rathercomplex.
Thenumberof route aps claimedby SRFDdoesnotnec-
essarilydecreasevhenthe MRAI valueis increasedgven
thoughit holds as a macroscopidrend. The numberof
route aps claimedby SRFDdepend®n boththevalueof
MRAI (which will in generalreducethe numberof BGP
updatesseealso[3]) andthe ensuingBGP route update
announcemergattern.

As shavn by Grif n andPremord3], for eachnetwork,
there exists an optimal value of MRAI to minimize the
BGProutingcornvergencdime. However, therearenogen-
eral rulesto derive the optimal MRAI valueandit varies
from onenetwork to another Moreover, it is not clearif
the optimal MRAI valueis large enoughfor SRFDto cor-

rectly detectthe numberof route aps. Currently thede-
faultvalueof MRAI usedby Internetroutersis 30 seconds
(which is someavhat arbitrarily chosen). However, even
with M RAI = 30 secondsSRFDmaynotbeableto cor-
rectly detectthe numberof route aps, asdemonstrate@y
the following simulationconductedon the fork-clique(4)
network (Figure3). In this simulation,all the edgesdn the
network have a propagatiordelayof 1 second.Again, the
edge(0, d) fails andrecorersonce,i.e., thereis only one
route ap in thenetwork. However, athodexz SRFDclaims
thereare2 route aps. Ontheotherhand,RFD+ correctly
detectghatthereis only oneroute ap.

6 Conclusionand Future Work

In this papermwe studiedthe propertiesof BGP pathex-
plorationandwhatdistinguishest from actualroute aps.
We developeda characteristi¢'signature” of a route ap
that could be checled againstreceved updates.Basedon
this, we developeda new BGP route ap dampingalgo-
rithm, RFD+, which correctlyidenti es route aps while
ignoringupdatescorrespondingo pathexploration. Thus,
relatively stablerouteswill notbesuppressedyhichwasa
problemin theoriginal RFD algorithmaswell asin SRFD.
We also brie y discusseda simpler localizedroute ap
dampingschemeln thefuturewe planto analyzehe BGP
updatesollectedat differentBGProutesenersin orderto
understandhe prevalenceof route aps andalsoto evalu-
atethe performancef RFD+in thereal Internet.
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