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Abstract
RouteFlap Damping(RFD) is anecdotallyconsidered

to bea key contributor in thestability of theInter-Domain
Routingsystem. It works by suppressingadvertisements
aboutpersistently�apping routes,which otherwisewould
propagatethroughoutthe Internet. It wasrecentlyshown
that relatively stableroutes,i.e., routesthat fail occasion-
ally, canbe incorrectlysuppressedby this mechanismfor
substantiallylong periodsof time. Thiscanbetracedback
to thecomplex interactionbetweenBGPpathexploration
andthemechanismusedby RFDto identify route�aps. In
thispaperwestudythedistinctivefeaturethatdistinguishes
thesequenceof updatesfollowing a singlenetwork event
from that of persistentlyunstableroutes. Basedon this
characteristic,we proposea new BGP RouteFlapDamp-
ing Algorithm, RFD+, with thefollowing properties— 1)
it can correctly distinguishbetweenroute �aps and nor-
mal pathexploration; 2) it suppressesroutesthat are fre-
quentlyandpersistentlychanging;and3) it doesnotaffect
routesthatfail occasionally. We presentthealgorithmand
discussits relevantproperties;simulationstudiesarealso
conductedto illustratetheperformanceof ouralgorithm.

1 Intr oduction
Internetroutinginstabilityhasanadverseimpactonap-

plication performanceby beingassociatedwith increased
network latenciesandpacket losses[7, 9]. Consequently,
therehave beenseveral measuresdeployed to counteract
this. For example,ratelimiting BGPadvertisementsthrot-
tles how often information is exchangedbetweenneigh-
bors;network pre�x aggregationwith CIDR limits the in-
stabilityat theedgeof theInternetandimprovesthescala-
bility of thenetwork core.Anothermechanismto improve
stability is BGP RouteFlapDamping(RFD) [12], which,
unlike theothers,wasdesignedexplicitly to limit routein-
stability. It works asfollows: each(RFD enabled)router
maintainsa penaltycounterfor everyneighbor(andpre�x
announcedby thatneighbor.) This counteris incremented
by a prede�nedvaluewhen therethe router receivesan-
nouncementsor withdrawals for the pre�x (from thespe-
ci�c neighbor),andexponentiallydecayedwhenthereare
none. Once this penalty counterexceedsa suppression
threshold, the router stopslistening to updatesaboutthe
pre�x from that particularneighborand the route is ex-
�
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cludedfrom thepathselectionprocess.Sincethepenalty
decaysin theabsenceof updates,it eventuallyfalls below
a reusethresholdat which time it is re-admittedinto the
pathselectionprocess.

RFD is very effective in dampingpersistently�apping
routesand is generallyconsideredto be oneof the main
contributors to the overall routing stability of the Inter-
net [5]. At thesametime, RFD sometimesincorrectlype-
nalizesrelatively stableroutes. Recently, Mao et al. [8]
show thatRFD canadverselyaffect theconvergencetimes
for routesthat fail oncein a while andit wasshown that
certainroutesaresuppressedfor up to anhour, evenif the
route�apped exactlyonce.1 This side-effect canbetraced
to the complex interactionbetweenRFD and the normal
BGPconvergenceprocessfollowing anetwork change.In-
tuitively, by virtue of the path vector natureof BGP, a
routercould potentially learn a large numberof pathsto
a destinationfrom its differentneighbors.Whenthereis a
failureor repaireventin thenetwork, pathexplorationac-
companiesthenetworkconvergence.In thisphase,arouter
exploresa numberof alternatepathsto reachthedestina-
tion. It mightwell bethatthedestinationitself is no longer
reachablethroughany path.However, this is not known at
the router in question,which simply proceedsto selecta
a new pathandpropogateit whenit receivesa withdrawal
for the old one. A little while later, this alternatepath is
alsowithdrawn andtherouterpicksanotherpath,propop-
gatesit andsoonuntil all thepathshavebeentriedanddis-
carded.For a moredetailedaccountof this phenomenon,
theinterestedreaderis directedto [1, 8].

Therearetwo possibleapproachesto addressthisprob-
lem. The �rst is to preserve the existing RFD algorithm,
but employ ”gentler” dampingparameters(smallerpenalty
increments,larger suppressionthresholds,etc.) as dis-
cussedin [1]. Clearly, this hasthe effect of being more
“forgiving” of actual instability, which is not desirable.
Thesecondapproachwouldbeto enhance,extendor mod-
ify the RFD algorithmso that it cancorrectlydistinguish
pathexplorationfrom persistentroute�aps, andsuppress
only thelatter. Onesuchattemptin thisdirectionis theSe-
lectiveRouteFlap Damping(SRFD)algorithmdiscussed
in [8]. However, aswill beshown, theoperationof SRFD
is incorrectin certainsituations,astheunderlyingassump-
tions aboutBGP pathexplorationuponwhich it is based
turnoutto beinaccurate.As aconsequence,therearecases
whereSRFDwill doexactlywhatit wasdesignednotto do

1We could de�ne a route �ap as the withdrawal and immediatere-
announcementof a route.



— suppressa relatively stableroutefor a long time.
It is ourbelief thatthesolutionto thisproblemis to cor-

rectly characterizethe featuresthat setapartnormalpath
explorationfrom persistentlymisbehaving routes,andthen
develop an algorithmthat usesthis signatureto correctly
penalizethe latter, while having no effect on the former.
In this paperwe �rst studythedistinguishingfeaturesthat
setapartroute�aps from pathexploration. Basedon this
“signature”,we proposea new BGPRouteFlapDamping
algorithm,RFD+, which hasthe following properties:(1)
it correctlydistinguishesbetweenBGPupdatesduringpath
explorationandroute�aps; (2) it is ableto suppressroutes
that are frequentlyand persistentlychanging;and (3) it
doesnot affect routesthat fail occasionally. In addition
to presentingthealgorithmandits properties,in this paper
we alsoconductsimulationsto illustratethe performance
of ouralgorithm.

2 Background
We�rst brie�y describetheoperationof BGPatasingle

router. We only presentaspectsof the protocol that are
relevant to our discussionin this paper. For a complete
descriptionof the protocol, readersare directedto [11].
For simplicity, thefollowing descriptionis with respectto
a singledestination.

Whena routerreceivesroutinginformation(essentially
a BGP Updatemessagefor thedestination),it installsthe
routesin a neighborspeci�c routing table. The setof all
routesto the destinationcould be calledthe setof candi-
dateroutes. Subsequently, it invokesa pathselectionpro-
cessto determinewhich of thecandidateroutesit will use
— which we cantermthebestpath. Thepathselectionis
baseduponalocally con�guredpolicy. To keepthediscus-
sion simple,we assumethat a local policy assignsa high
preferenceto shorterpaths(usingthesmallestrouterid to
breaka tie), unlessotherwisespeci�ed.

Oncea bestpathis selected,theroutersendsthis route
to its neighborsusingBGP UPDATE messages2. A BGP
UPDATE messageannouncesa path that is potentially
valid or it withdrawsanexisting route.In thesecondcase,
therecipientis instructedto remove theroutelearnedear-
lier from thesender.

To constrain the amount of BGP routing traf�c
exchanged, a �
	���
���������������������	� ����!�"�#��$%�#�������'&�( (or
MRAI) timer is usedto throttle announcements,requiring
that MRAI secondselapsebetweensuccessive route an-
nouncements.Note that this timer only appliesto route
announcements;routewithdrawalsareimmediatelyprop-
agatedto preventtheblackholing of traf�c (wherea node
forwardstraf�c for aninvalid route,which is subsequently
droppedfurtheralongthepath).
2.1 BGP Path Exploration and Route Flap

Damping
Herewe discussthe interactionbetweenBGP pathex-

ploration and the BGP Route Flap Damping algorithm
(RFD) [12], anddemonstratehow a singleroute �ap can

2Excluding the neighborthat the router learnsthis particular route
from.

causeroutesto besuppressedfor arelatively longtime. To
aid our description,we �rst needto clearly de�ne some
notation.

For clarity, we distinguishbetweennetworkeventsand
BGP events. Network eventsarede�ned asoriginal net-
work dynamicssuchas link/router failuresand recover-
ies that trigger the generationof BGP updatemessages.
For simplicity, we also refer to policy changesor pol-
icy disputesthat trigger BGP route changesas network
events[4]3. We furtherclassifynetwork eventsinto failure
eventsor recoveryevents— dependingontheireffectupon
theBGProutingprotocol.In responseto anetwork failure
event,aBGPspeakermaysendoutawithdrawalor selecta
lesspreferredroute(if themorepreferredrouteshavebeen
withdrawn). Ontheotherhand,followinganetwork recov-
ery event,better(morepreferred)routesbecomeavailable
atarouterandareannouncedto its neighbors.Examplesof
network failure eventsinclude link failure, router failure,
andpolicy-relatedroutewithdrawal. Link and router re-
coveries,aswell aspolicy-relatedroutere-announcements
areinstancesof network recoveryevents.

BGP eventsaretriggeredby network events,or recur-
sively by other BGP events announcedby BGP update
messages.Intuitively, BGP eventsare simple messages
(announcementsor withdrawals)beinggenerated(or prop-
agated).Wewill abstractlydenoteaBGPeventas ) , which
canbeeithera routeannouncementor a routewithdrawal.
In the former case,we abusenotationand also use ) to
referto theactualpathcontainedin theannouncement.

2.1.1 BGP Path Exploration, Route Flap, and Persis-
tent Route Flap

By virtue of thepathvectornatureof BGP, a routercould
potentially learna large numberof pathsto a destination
from its neighbors. Let us consideran event that causes
thedestinationto becomedisconnectedfrom therestof the
Internet. The exact locationof theevent (or thenatureof
the event) is not carriedin the BGP eventsthat are trig-
gered. Consequently, whenroutersreceive a withdrawal,
they simply switch to a path with a lower preference—
which is in turn announcedto their neighbors.However,
sincethereis reallynovalid pathto thedestination,eachof
theselesspreferredpathsis withdrawn eventually, andthe
cycle continuesuntil all of the pathsarewithdrawn from
the system. This phenomenoncan be termedBGP path
exploration, and is an inherentartifact of all path vector
protocols4.

Giventhepotentiallylargenumberof transientBGPup-
datesgeneratedbyanodeduringpathexploration,it is pos-
sible that oneof its neighborsmay decidethat the routes
beingannouncedby the nodearenot stable. In the next
subsection,we demonstratethe interactionbetweenpath
explorationandRFD.

3We couldtake thestandthatsuchpolicy basedchangesareinitiated
by somephysicalevent.

4In this, we aredeviating from the commonpracticeof termingany
sequenceof pathchangesaspath explorations, irrespective of theunder-
lying cause.



A route�ap couldbede�nedastheBGPeventsequence
thatis associatedwith a network failureeventanda corre-
spondingnetwork recovery event (occurringsoonafter).
Let * denotea route �ap and +,*.-0/1+ the numberof oc-
currencesof the route �ap during a given time interval
/ . Let 2 be a con�gurable constantparameter. Then if
+,*3-4/1+�562 , we saythat * is apersistentroute�ap.

2.1.2 BGP Route Flap Damping and its Interaction
with BGP Path Explorations

Persistentroute �aps increaseInternetrouting traf�c and
degradeInternetperformance.Theobjectiveof BGPRoute
Flap Damping(RFD) is to suppressthe usageandspread
of suchpersistently�apping routeswithout affecting the
convergencetimeof relativelystableroutes[12]. As men-
tionedearlier, RFD is a penalty-basedscheme.For every
neighbor, node 	 maintainsa penaltycounterfor eachnet-
work pre�x, which is increasedby a presetpenalywhen-
ever a BGP updateis receivedfrom theneighbor(regard-
ing thenetwork pre�x). Whenthecounterexceedsa pre-
de�ned suppressionthreshold,all the relatedroutesfrom
theneighbor(routesto theparticulardestinationpre�x an-
nouncedby this neighrbor)are excluded from the BGP
path selectionprocess,or to put it in anotherway, they
aresuppressed.Thepenaltycounterdecaysexponentially
overtime,andwhenit is below areusethresholdthecorre-
spondingroutescanparticipatein theBGP pathselection
processagain.Thepenaltycounterdecaysasfollows: Let718 �:9 denotethepenaltycounterat time � , thenfor �<;#5=�

718 � ; 9?> 718 �:9��%@#ACBEDGFH@�DGIKJ (1)

where L is a systemparameter, which is normally con-
�gured througha Half-life parameterM by the equation
� @NA�O >0PRQTS .

Even though RFD is effective in dampingpersistent
route�aps, it wasrecentlyshown thatRFD maysuppress
a relatively stableroutefor a long time. To understandthis
better, in the following descriptionwe presenta real se-
quenceof BGPadvertisementsthatdemonstratetheprob-
lem. Theadvertisementsshown in Table 1 arefor a single
pre�x 198.133.206.0/24on January19, 2003. This pre-
�x was selectedbecauseit is usedby the BGP Beacons
project,wherea setof pre�xesareannouncedandwith-
drawnatwell de�nedintervals[10]. TheBGPupdateswere
collectedat theUniversityof Minnesotanetwork. The�rst
column of the table is the time at which the BGP mes-
sagewas received at the observation host5. In the sec-
ond column, a path indicatesthat the advertisementwas
anannouncement,whereastheabsenceof a pathindicates
a withdrawal advertisement.The third columnrepresents
the valueof thepenaltycounterat the time theadvertise-
mentwasreceived,while thefourthcolumnrepresentsthe
valueafter theadvertisementhasbeenprocessed(andthe
penalty U added). In order to computethe penalties,we
usethedefaultCiscoRFDparameters(seeTable2). Thus,

5For simplicity, we canassumethatthis pre�x wasnever seenbefore,
sowecanjustify VXWZYH[]\4^ .

the �rst threeadvertisementsincur a penaltyof 500 each
(sincethey correspondto updates),while the last onein-
cursapenaltyof 1000.

Noticethatat time13:03:48, thepenaltyvalueis greater
thanthesuppressionthreshold, which causesthepre�x to
besuppressed.If wecanextrapolatealittle andreplacethe
pre�x by a normalpre�x that for somereasonfailed and
thencamebackon soonafter, we would seeanannounce-
mentfor this a little while afterthelastwithdrawal. In this
case,sincethepenaltyvalueis greaterthanthesuppression
threshold,this announcementwill be ignoredeventhough
it correspondsto a valid repairevent,andwill not becon-
sidereduntil thepenaltyvaluedecaysto a valuebelow the
re-usethreshold,which takesapproximately25minutesin
thisexample!

Table 1: InteractionbetweenRFD andBGP path explo-
ration

Time Path _ B`DGI _ B`DGICacb13:00:33 21757 39081 31303927 0 500
13:01:00 21757 1 291431303927 489.710 989.710
13:01:28 21757 39083356291431303927 968.596 1468.596
13:03:48 - 1318.486 2318.486

Table2: DefaultCiscoRFDcon�gurationvalues
Parameter Value
Withdrawal penalty 1000
Attributeschangepenalty 500
Suppressionthreshold 2000
Half-life (min) 15
Reusethreshold 750
Max suppresstime (min) 60

2.2 Selective RouteFlap Damping
As discussedabove,thecurrentBGPRouteFlapDamp-

ing algorithm may incorrectly delay the convergenceof
relatively stableroutes.To fundamentallyaddressthis is-
sue, we needto identify the essentialdistinction(s)be-
tweenBGP pathexplorationandroute�aps, uponwhich
we canbasealgorithmsthatcancorrectlysuppresspersis-
tently �apping routeswhile beinginsensitive to BGP up-
datesduring BGP pathexploration. SelectiveRouteFlap
Damping(SRFD)is perhapsthe�rst attemptin this direc-
tion [8]. SRFD is basedon the simple observation that
duringa BGPpathexploration,the routewith thehighest
preferenceamongthecurrentavailableroutesis chosenas
thebestroute.Therefore,thepreferencesof theannounced
bestroutesduringBGPpathexplorationshouldbemono-
tonic. It is importantto note that we arereferringto the
preferenceat theneighbor.

Basedon this assumption,SRFDtreatsa sequenceof
routeswith alternatingrelative preferenceasanindication
of a route-�ap. Relative preferenceof routesat a neigh-
bor is de�ned asthecomparativevalueof two consecutive
routeannouncements6. See[8] for moredetailson SRFD.

6In caseannouncementsare interleaved with withdrawals, relative
preferenceis not well de�ned. In this case,SRFDlooks for interleaved
advertisementswith thesamerelative preferenceasanindicatorof aroute
�ap.
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Table3: BGPupdateswith non-monotonicpreferencechanges.
Stage Routingtables New messages Preference
0 1(*0d, 30d,56780d)3(*0d, 10d,40d)4(*0d, 20d,30d)2(*0d, 40d) - (steadystate)

edge(0,d) is down 0 d3� 1, 2, 3, 4, 8 � W
1 1(-, *30d, 56780d)3(-, *10d, 40d)4(-, *20d, 30d)2(-, *40d) 1d3� x,3� [130d], 3 d3� 1, 4 � [310d],4d1� 2, 3 � [420d],2d3� 4 � W e
2 1(-, -, *56780d)3(-, -, *420d)4(-,-,*310d)2(-,-) 1 d3� x � [156780d], 3d3� 1,4� [3420d],4 d3� 3 � W e
3 1(-, *3420d,56780d)3(-,-,-)4(-,-,-)2(-,-) 1 d3� x � [13420d], 3d3� 1 � W f
4 1(-,-,*56780d)3(-,-,-)4(-,-,-)2(-,-) 1 d3� x � [156780d] e

However, theassumptionaboutmonotonicrelative prefer-
encemadeby SRFDis inaccurate.Note thatwhena cur-
rentbestrouteis withdrawn, a BGPspeaker selectsa new
bestroute from the set of currently available alternative
paths.However, becauseof topologicaldependenciesand
delaysin BGPmessageprocessingandpropagation,theset
of currentlyavailablealternativepathsat theroutercanbe
differentatdifferenttimes.Therefore,routeswith alternate
relative preferencesmaybeannouncedby therouterto its
neighborsduringBGPpathexplorationif it turnsout that
a “better path” than the onecurrentlychosenhappensto
becomeavailable(duringpathexploration).

To have a more intuitive appreciationof the dynamic
complexity duringBGPpathexploration,below wepresent
a simple example to demonstratethat a node may an-
nouncerouteswith alternaterelative preferencesduring
BGP path exploration. For simplicity, we adoptthe fol-
lowing discrete-timesynchronizedBGP model. In each
discrete-timestage,a nodeprocessesall the pendingan-
nouncementmessagesreceivedin thelaststage.After pro-
cessingthesemessages,the nodemay updateits neigh-
borsaccordingly. If the bestrouteto a destinationpre�x
is changed,thenodesendsthenew bestrouteto its neigh-
bors. If the network pre�x becomesunreachable,a BGP
withdrawal messageis sent.After all thenodes�nish this
processing,the systemadvancesto the next stage. Note
that, in eachstageat mostoneupdatemessage(eitheran
announcementor awithdrawal) is sentfrom anodeto each
of its neighbors.

Figure1 presentsa simpleAS-level network topology;
we refer to it as the fork network. The numbersor let-
tersin the�gure denotetheid of thecorrespondingnodes.
For simplicity, we only considerone destinationnode �
and all the routesare given with respectedto this node.
We assumethat node S prefersthe routesannouncedby
node g over thoseby node h . All othernodesdo not have
sucha local preferencedifferentiation. Assumeinitially
that node P announcesa routeto all of its neighbors,and

this informationis propagatedin thenetwork. After all the
nodesentera steadystateregardingthe route to node � ,
edge

8 PRJi�'9 is down. Table3 presentsthesubsequentBGP
updatessentfrom node h to node j , in a format similar
to [8]. The tablehasfour columns. The columnmarked
with Stage recordsthe stageindexes. The RoutingTable
columnpresentstheroutesknown by thenodes(for clarity
the tableonly shows the routing tablesfor nodes h , k , l ,
and m ). As anexample h 8�n P%�oJil�P��]JiS�g'pCq�P���9 indicatesthat
node h hasthreeroutesto node � by going throughnode
P , l , and S , respectively; theroutemarkedwith anasterisk
( P�� in thisexample)is thebestroutechosenby thenode.A
dashsignindicatesaninvalid route.Thethirdcolumn,New
messages, providesthenew messages(announcementsof a
new route,or withdrawals)generatedby thenodes.These
messagesareprocessedin thenext step.New messagesare
givenin thefollowing format: 	?rtsvuCw�J�u"x%JyQ"QyQzJ�u�{'|'} ~]&'�:�R� ,
where 	 is the originatorof the message,uCw to u�{ are 	 's
neighborsto which node 	 advertisesthenew route ~�&'�:� ;
if } ~]&'�:�R�c>�� , the announcementis a pathwithdrawal.
To simplify thedescriptionof theexample,we assumethe
(processingandpropagation)delayon thepathfrom node
q to S throughnodesp and g is suf�ciently large, so that
node S hasnot withdrawn the route to node � at the last
stagein thetable.Thelastcolumngivesthechangesin the
preferencesof theroutesannouncedby node h to node� ,
where� indicatesanincreasein routepreference,whereas�

a decrease.From the table,we seethat routeswith al-
ternatepreferencescanindeedbe announcedduring path
exploration.

3 Characterizing BGPPath Exploration and
Route Flap

In this sectionwe presenta simpleyet uniquecharac-
teristic of BGP pathexploration. Basedon this provable
propertyof pathexploration,we cancorrectlydistinguish
BGPpathexplorationfrom route�aps. This formstheba-
sis for the next section,wherewe designa correctBGP



route�ap dampingalgorithm.
Beforewe presentthe main resultof this section,let's

examinethe examplein Section2.2 moreclosely. With-
out lossof generality, let's assumethatat stageS , node h
withdrawstheroute }`h�SCg'pCq�P%�C� from nodej , andatstageg ,
node h re-advertisestheroute }`h�P���� (assumingedge

8 PoJ<��9
comesbacksometimebeforestageg ). Figure4 presents
the routeupdatessentto node j from node h , aswell as
the preferencesof the routesat node h . Note that in the
�gure, the absolutevalue of the preferenceof a route is
not important,wearemoreinterestedin therelativeprefer-
enceof two routes,asindicatedby thearrowsin the�gure.
A downwardarrow indicatesa decreasein thepreference,
while anupwardarrow indicatesanincreasein theprefer-
ence.Fromthe�gure, we seethatduringtheBGPfailure
pathexploration(beforestage6), route }Eh�S�g'pCq�P���� is adver-
tisedby node h twiceat stagek and m , respectively. On the
otherhand,routes }`h�l�P%�C� and }`h�lCm'k�P���� areonly advertised
once. As soonas they are (implicitly) withdrawn, node
h would notannouncethemagainduringthecourseof the
pathexploration.Wenotethatroute }Eh�SCg�p�q%P���� differsfrom
routes }`h�l�P%�C� and }Eh"lCm�kCP%�C� in thatroute }Eh�S�g'pCq�P���� hasthe
lowest preferencecomparedto its prior and succeeding
routes(ignoringwithdrawalsfor this matter),while routes
}Eh"l%P���� and }Eh"l�m'kCP%�C� do not. Put in anotherway, during
thecourseof BGP(failure)pathexploration,oncea route
with ahigherpreferenceis replacedby aroutewith alower
preference,the routewith a higherpreferencewill not be
advertisedby thenodeagain.Therefore,theneighbors of
thenodewouldonlyseetherouteswith higherpreferences
oncein a BGP path exploration. On the otherhand,in a
route�ap, a routewith a higherpreferencemaybeseenby
theneighborstwice. Thisobservationcouldbeusedto dis-
tinguishaBGPpathexplorationfrom aroute�ap. We �rst
statethis observationasa formal propositionandpresent
a proof. For easeof exposition,we will use ��� denotethe
preferenceof a route � , and ���<�=�����:� to indicatethat
route � w hasa lower preferencecomparedwith route � x .
To furthersimplify things,we assumethata BGPexplicit
withdrawal hasthe lowestpreference,that is, �?����� � ,
for any route � .
Proposition 1 Consider a node 	 and let node u be a
neighborof node	 . Let � denotea sequenceof BGPevents
sentby node u to node 	 . Without loss of generality, let
��>�)#wz)�x�)]�XQyQyQK)�� , where )]� is a BGP event,which can
be either a BGP routeannouncementor an explicit with-
drawal, for (�>�h�JikRJ<loJyQyQ"QKJ:� . If � is a path exploration
(PE), � mustnotcontainthefollowingBGPeventpattern:
�������'��������� and )�� is a repeatedBGProuteannounce-
ment. More formally,

� is PE � � 8 � �¡JK¢¤£oh¥���§¦��¨Jy¦©¢ª�=��«=h�¬
�������'��������� & )��­>­)N{C9

(2)

Proof: We prove this propositionby contradiction. As-
sumethat for some � and ¢ , the BGP event patternin-

deedoccurs, i.e., �¨�����'�®�¯����� and )��°>±)�{ . Let
¢²; be the largest of such ¢ 's, i.e., ) �´³>µ) � for (=>
¢²;¨¶·h�JK¢²;¸¶¹kRJyQyQ"QzJ:�t«¹h . Let � { FGº � be the route as-
sociatedwith (carriedin) ) { F and ) � . We focus on the
(sub)sequence)N{ F )N{ F a wz)N{ F a xXQyQyQK)�� . We considertwo
cases.

CASE 1: � is aBGPfailurepathexploration.First let's
assumethat thereis no BGP withdrawal in the sequence.
Let ( be the smallestindex between¢o; and ��«»h , such
that ����¼½�®����� . Giventhat �������'�¾�®�¸��� , sucha route
)]� alwaysexists. Now let's considerthetime � whennode
u announcesroute )�� to node 	 . It is easyto seethat at
time � , ��{ F º � mustnot be availableat node u . Otherwise,
node u would ratherannounce��{ F º � to node 	 insteadof
)]� . The fact that ��{ F º � is not availableat node u at time
� (but availableat nodeu at an earliertime, note )�{ F ) can
becausedby a local network eventat nodeu or a network
eventat a downstreamnodebetweennode u andthe des-
tination network along the route � { F º � . Without loss of
generality, let's assumethe network event occursat node¿

betweenthe destinationnetwork andnode u along the
route ��{ F º � . Let �:; denotethetimewhenthenetwork event
happensat node

¿
, where �<;À¦§� . This is also the time

whennode
¿

withdrawstheroute ��{ F º � from theupstream
nodes.Noticethat route ��{ F º � becomesavailableagainat
node u at a time �:; ;ÂÁ¹� (note )�� ), thennode

¿
mustre-

announcetherouteatatimebetween
8 �<;HJ<��; ;E� . Thereforewe

know that the failureassociatedwith thenetwork eventat
node

¿
musthave beenrecoveredat thetime. Giventhata

network failureandrecovery eventpair is associatedwith
thesequence) { F ) { F a w ) { F a x QyQyQK) � , we know that � can-
not just bepartof a pathexploration.Therefore,we reach
acontradiction.

Now let's consider the situation where at least
one BGP withdrawal is contained in the sequence
) { F ) { F a w ) { F a x Q"QyQi) � , and let ) � be the �rst withdrawal
following ) { F . Considertwo cases:First assumeat least
oneof theroutes) { F a w Ji) { F a x JyQyQ"QzJi) � @ w hasa lower pref-
erencecomparedto � { F º � . Then following the samear-
gument as above, we can show that a network failure
and recovery event pair is associatedwith the sequence
)N{ F )�{ F a wz)N{ F a x¨Q"QyQi)�� , andagainwereachacontradiction.
Now assumeall the routes )#{ F a wCJi)N{ F a x�JyQyQ"QyJK)o� @ w have a
higherpreferencecomparedto ��{ F º � . Let � denotethetime
when the withdrawal )�� is sent from node u to node 	 .
Givenawithdrawal is sentat time � from nodeu , we know
that route ��{ F º � is not availableat node u . By noting that
route ��{ FGº � is later announcedto node 	 by node u ( )#� )
andfollowing the sameargumentasabove, we seethat a
network failureandrecovery eventpair is associatedwith
thesequence) { F ) { F a w ) { F a x QyQ"Qi) � , and � cannotjust be
partof a pathexploration.We reacha contradictionagain.

CASE 2: � is a BGP recovery path exploration. First
let's assumethat there is no BGP withdrawal in the se-
quence.Let ( bethesmallestindex between¢o; and �Ã«Äh
suchthat � � ¼¥��� � � . Given that � � ���'�
��� � � , sucha
route )]� alwaysexists.Now let's considerthetime � when
nodeu announcesroute )�� to node 	 . It is easyto seethat



at time � , ��{ F º � mustnotbeavailableatnodeu . Otherwise,
node u would ratherannounce��{ F º � to node 	 insteadof
) � . Put in anotherway, at time � , route � { F º � is replaced
by somelesspreferredroutesatnodeu . However, duringa
BGPrecoverypathexploration,oncearouteis presentata
node,it canonly bereplacedby a routewith an increased
preference.We reacha contradiction.Thesituationwhere
at leastoneBGPwithdrawal is containedin thesequence
)N{ F )N{ F a wy)N{ F a x¨Q"QyQi)�� canbe provedin a similar manner,
i.e., leadingto a contradiction.We omit it here.

Combiningtheabovetwo cases,wehave

� is PE � � 8Å� �¡JK¢4£Rh����Æ¦��¨J"hÇ¦©¢¤����«=h�¬
� � ���'���Ä� � � & ) � >­) { 9

(3)

It is worth noting that the condition � � �¨�'�È�¯� � � is
crucial. In both BGP path explorationsand route �aps,
the sameroutecanbe advertisedrepeatedlyby a nodeto
its neighbor(SeeFigure 4 whereroute }`h�SCg�p�q�P%�C� is an-
nouncedtwice during the BGP path exploration). How-
ever, during thecourseof a BGPpathexploration,the re-
peatedroutemusthavea lowerpreferencecomparedto the
adjacentroutesannounced.

Proposition1 providesanessentialpropertyof theBGP
eventsequenceof a BGPpathexploration.To facilitateits
usage,below we presentits contrapositive asa corollary.
Usingthesamenotationasin Proposition1, we have

Corollary 2
8Å� �¡JK¢
£Rh¥�6�§¦=�¨Jyh�¦©¢
�6�·«=h�¬

� � ���'���=� � � & ) � >­) { 9vJ�� � 8 � is PE9
(4)

We assumethatfor a givensequenceof BGPevents � ,
if it is not a BGPpathexploration,it mustcontainat least
oneroute�ap. Therefore,Corollary 2 providesus with a
wayto identify aroute�ap. BasedonCorollary2,Figure5
presentsa simplealgorithmto determineif a givenBGP
eventsequencecontainsa route�ap. Essentially, if a BGP
sequencecontainsarepeatedroutewith 
��É>®h , thealgo-
rithm claimstheexistenceof a route�ap. Otherwise,it is
a sequenceof BGPupdatesduringBGPpathexploration.
In thenext section,we will presenta new BGProute�ap
dampingalgorithmusingthis corollary. We will seehow
route�aps canbe detectedonlinewithoutmistakingBGP
updatesduringpathexplorationasroute�aps.

4 ÊÌËÎÍ©Ï : A NewBGP RouteFlap Damping
Algorithm

In this sectionwe designa new BGP route�ap damp-
ing algorithmcalledRFD+ to damppersistentroute�aps
basedon Proposition1. It is ableto correctlydistinguish
BGP path explorationsfrom BGP route �aps, and only
suppressespersistentroute �aps. RFD+ hastwo compo-
nents.The�rst oneis a mechanismto identify route�aps

0. Input: ÐcÑ �C�����K��ÒoÓ�Ó�ÓÅ��Ô ;
1. Output:Typeof thesequence;
2. for ( {?ÕÄxKÖ�{Ø×Ù�%Ö�{ aca )
3. if ( Ú%ÛvÜ �'�ØÝ Ú%ÛvÜ )
4. for ( �%ÕÞwiÖ � Ý {yÖÅ� a3a )
5. if ( ��¼ Ñ � Ü )
6. return( Ð containsroute�ap)
7. return( Ð is aBGPpathexploration)

Figure5: Classi�cationof BGPeventsequences.

(basedonProposition1), andthesecondoneis asuppress-
ing mechanismto determinewhena routeshouldbe sup-
pressed.For thesecondcomponent,we presentawindow-
basedcountingschemeto suppresspersistentroute�aps.
However, it shouldbeemphasizedthatexactnatureof the
suppressingmechanismis not important. What is critical
is the correctnessof the schemeto identify route �aps.
Indeed,other suppressingschemes,such as using �x ed
timers(suppressfor a �x edtime), thepenalty-basedexpo-
nentiallydecayingschemeusedin thecurrentBGPRoute
FlapDampingalgorithm[12] canaswell be employedin
RFD+, sincethis doesnot affect how route �aps arede-
tected,but merelyspecifywhatis to bedone,oncethey are
detected.For simplicity, all the following discussionsare
madewith respectto adestinationnetwork � .

First, let's de�ne somenotation. Node 	 classi�es a
neighboru into two states:suppressedor eligible. If neigh-
bor u is suppressed(or simply

8 u%J<��9 is suppressed),routes
announcedfrom u are excludedfrom the BGP route de-
cisionprocess.Routesfrom neighboru canparticipatein
theBGProutedecisionprocessat node 	 only if nodeu is
eligible (or simply

8 u%J<��9 is eligible). All theneighborsof
node	 areinitially consideredeligible.
4.1 Relative PreferenceCommunity Attrib ute

Note that in Corollary 2, it is requiredthat whennode
	 receivesa new routefrom neighboru , it mustknow the
relative preferenceof the new routecomparedto the pre-
vious route at node u . For this purpose,we introducea
new CommunityAttributecalledRelativePreference(RP)
(similar to SRFD[8]). Whennodeu advertisesa routeto
its neighbor	 , it insertstheRPcommunityattributein the
updatemessage.This RP attribute indicatesthe relative
preferenceof thenew routecomparedto thepreviousone
at node u . RP is an one-bitcommunityattribute. It is set
to h if the new routehasa higherpreference.Otherwise

��Ã>�P . If theRP attribute is absentin theupdatemes-
sage,the receiving nodewill take thedefault valueof RP,
which is P .
4.2 RouteFlap Identi�cation

Let 
¥ßà denoteadatastructurefor maintainingtheroutes
announcedfrom node u . For easeof laterdiscussions,let
�á-�
 ßà denotethe fact that � is in thedatastructure,and
�1râ
¥ßà theinsertionof route � into 
cßà (notethatthereal
insertiononly occursif �!ã-!
 ßà ).

Now considerthat thecurrentbestrouteannouncedby
node u is replacedby a new route � . If �äã-å
 ßà , then
�
ræ
 ßà . Otherwise,if �Ì-�
 ßà andthecarried 
��Ã>äh ,



node 	 knows that a routewith an increasedpreferenceis
repeated.Basedon Corollary2, node 	 knows thata route
�ap hasoccurred. At this time, all the routesin 
 ßà are
cleared,i.e., 
 ßà >­ç , for thefollowing reasons:First,note
thatall theroutesin 
 ßà will berepeatedin thenext course
of the route �ap. If node 	 doesnot remove the routes
in 
 ßà , the repetitionsof all the routesmay be countedas
route�aps, which is not correct.Second,the�rst repeated
routewith 
��®>®h maynotbethemostpreferredrouteat
node u . A lesspreferredroutemay �rst appearat node u
in the correspondingBGP recovery pathexploration,and
then later it could be replacedby more preferredroutes.
Node 	 will over-count the route �aps if the other (more
preferred)routesarenot removed.
4.3 PersistentRouteFlapsSuppression

We usea window-basedcountingschemeto identify
persistentroute �aps. Let / denotea con�gurable time
interval (window). Let 2 and è be two con�gurablecon-
stants,where èå¦é2 . We refer to them as suppression
thresholdand reusethreshold,respectively. We will see
their usagesshortly. To track the numberof route �aps,
node 	 maintainsa counterê ßà for eachneighboru . At the
beginningof eachtime window / , ê ßà is setto P . When-
everaroute�ap from neighboru is identi�ed by node	 , ê ßà
is advancedby one. At the endof eachtime window, ê ßà
containsthenumberof route�aps thatoccurredin thelast
timewindow.

We could immediatelysuppressthe routesannounced
by neighboru if ê ßà 5¹2 . However, a moregracefulway
would be to rely on the long-termtrendof route�apping
dynamicsinsteadof whathappensin onetimewindow. Letë ßà denotethe averagenumberof route �aps in the cur-
rentwindow andpreviouswindows.

ë ßà is computedusing
exponential-weightedmoving average(EWMA), i.e.,

ë ßà3ì�í ë ßà ¶ 8 hî« í 9�ê ßà J
where í is a con�gurable parameterusedto control the
contribution of theroute�aps history to thecalculationofë ßà . ë ßà is initializedto P whenthesystem�rst starts.At the
endof eachtime interval,

ë ßà is re-computed.If
ë ßà 5®2 ,

the relatedroutesare suppressed.On the other hand, ifë ßà �=è , therelatedroutesbecomeeligibleagain.
Figure 6 summarizesthe RFD+ algorithm. The fol-

lowing remarkspresentsomeimportantpropertiesof the
RFD+ algorithm. For a detaileddiscussionon theseprop-
erties,pleasereferto [2].

Remark 1 RFD+ distinguishesroute�aps fromBGPpath
explorations,and any BGP eventsof a BGP path explo-
rationwill notbewronglytakenasroute�aps.

Remark 2 RFD+ can suppressall the persistent route
�aps.

Remark 3 RFD+ will not mistake occationalroute �aps
as persistentroute �aps. Therefore, RFD+ will not sup-
pressrelativelystableroutes.

0.
à
: neighborof node ï ; ß : destination;

1. Uponreceiving anroute � from
à
:

2. if ( �îðñÂò�óô )
3. � d ò�óô ;
4. elseif ( � ñÂò�óô and

ò ÚªÑ w )
5. /* a route�ap is identi�ed */
6. õ óö aca ;
7.

ò�óôXÕÄ÷ ;
8. At theendof eachtime window ø :
9. ù óô Õ©ú ù óô aÀB w @ ú I õ óô ;
10. õ óô Õ=û ;
11. if ( ù óôýü1þ and(j,d) is eligible)
12. suppressing(j,d);
13. elseif ( ù óô Ý1ÿ and(j,d) is suppressed)
14. (j,d) Õ eligible;

Figure6: Pseudocodeof RFD+.
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Figure7: Comparisonof SRFDandRFD+.

5 Simulation Studies

In this sectionwe conductsimulationstudiesto com-
pare the performancedifference between SRFD and
RFD+. For eachsimulationwe schedulea singlelink fail-
ure at a certain time and a correspondingrecovery at a
later time, i.e., a singleroute�ap. We comparethe num-
ber of route�aps claimedby bothSRFDandRFD+ from
thesameobservationpoint. The discrepancy betweenthe
numberof real route �aps occurredin a network andthe
numberof route �aps claimed by a route �ap damping
algorithm re�ects to what degreethe dampingalgorithm
mistakesBGProuteupdatesin a BGPpathexplorationas
route�aps. Therefore,it is a goodperformanceindicator
of route�ap dampingschemesin termsof correctly iden-
tifying route�aps.

We �rst describethenetwork con�gurationsin thesim-
ulations. Three different network topologiesare used.
They arethefork network (Figure1), theclique(5)network
(Figure2), anda network topologycreatedby a random
network generator, which we refer to as the randomnet-
work. In all thesimulations,we focuson theBGPupdate
messagesregardinga singlenetwork destination(node �
in Figures1 and2) at a singleobservation node(node j
in Figures1 and2). For the third topology, the destina-



tion andobservationnodesareconnectedto differentran-
domly selectedroutersin therandomnetwork. Theresult-
ing topologyis keptconsistentwhenstudyingbothSRFD
andRFD+.

In thefork network,all theedgeshaveapropagationde-
lay of h secondexceptedge

8 qRJiP%9 , whichhasapropagation
delayof l seconds.This is to make the propagationtime
of BGPmessagesonpath(5, 6, 7, 8, 0) suf�ciently greater
thanthoseonotherpaths.(As notedin [6], thepropagation
delaysof mostBGP messagesbetweentwo peers(neigh-
bors)ontheInternetarewithin severalseconds.)Similarly,
in theclique(5)network, all theedgeshave a propagation
delayof h secondexceptedge

8 loJiS�9 , whichhasapropaga-
tion delayof l seconds.

Therearea total of 24 routersin the randomnetwork
(includingthedestinationandobservationnodes).As men-
tionedabove, both the destinationandobservation nodes
have a degreeof h (becausethey areattachedlater). All
other routershave a degreebetweenm and g (inclusive).
All theedgeshavea propagationdelayof h second.

The edgeexperiencinga singlefailure andrecovery is
the edgebetweenthe destinationnode and its neighbor
(edge

8 PoJ<��9 in the fork network and edge
8 h�J<��9 in the

clique(5)network).
Figure7 presentsthenumberof route�aps claimedby

bothSRFDandRFD+asafunctionof minRouteAdvertise-
mentInterval (MRAI). From the �gure we seethat RFD+
canalwayscorrectlyidentify thesingleroute�ap, indepen-
dentof thevalueof MRAI. On theotherhand,for SRFD
to detectthe route �ap correctly without over-counting,
the MRAI valueneedsto be suf�ciently large. Whenthe
MRAI valueis small,SRFDmistakessomeBGProuteup-
datesduringpathexplorationasroute�aps. Thatis, SRFD
cannotindependentlyandcorrectlydetectthe numberof
real route �aps. More speci�cally, considerthe simula-
tionswith theclique(5)network. We canseethatwhenthe
MRAI valuedropsto l seconds,SRFD claims thereare
l route �aps, andwhenthe MRAI valuefurther dropsto
k secondsor smaller, m route�aps areclaimedby SRFD,
eventhoughthereis only asinglelink failureandrecovery
in the network. Similar behavior is observed on the fork
andrandomnetworkswith theSRFDdampingalgorithm.
However, it is importantto notethat, asdemonstratedby
thesimulationresultswith therandomnetwork, the inter-
actionbetweenSRFDandMRAI canbe rathercomplex.
Thenumberof route�aps claimedby SRFDdoesnotnec-
essarilydecreasewhentheMRAI valueis increased,even
thoughit holds as a macroscopictrend. The numberof
route�aps claimedby SRFDdependsonboththevalueof
MRAI (which will in generalreducethe numberof BGP
updates,seealso [3]) and the ensuingBGP routeupdate
announcementpattern.

As shown by Grif�n andPremore[3], for eachnetwork,
there exists an optimal value of MRAI to minimize the
BGProutingconvergencetime. However, therearenogen-
eral rulesto derive the optimal MRAI valueandit varies
from onenetwork to another. Moreover, it is not clear if
theoptimalMRAI valueis largeenoughfor SRFDto cor-

rectly detectthenumberof route�aps. Currently, thede-
faultvalueof MRAI usedby Internetroutersis l�P seconds
(which is somewhat arbitrarily chosen). However, even
with �»
Ç��$1>©l%P seconds,SRFDmaynotbeableto cor-
rectlydetectthenumberof route�aps, asdemonstratedby
the following simulationconductedon the fork-clique(4)
network (Figure3). In this simulation,all theedgesin the
network have a propagationdelayof h second.Again, the
edge

8 PRJi�'9 fails andrecoversonce,i.e., thereis only one
route�ap in thenetwork. However, atnodej SRFDclaims
thereare k route�aps. On theotherhand,RFD+correctly
detectsthatthereis only oneroute�ap.

6 Conclusionand Future Work
In this paperwe studiedthepropertiesof BGPpathex-

plorationandwhatdistinguishesit from actualroute�aps.
We developeda characteristic“signature”of a route �ap
thatcouldbecheckedagainstreceivedupdates.Basedon
this, we developeda new BGP route �ap dampingalgo-
rithm, RFD+, which correctly identi�es route�aps while
ignoringupdatescorrespondingto pathexploration.Thus,
relatively stablerouteswill notbesuppressed,whichwasa
problemin theoriginalRFDalgorithmaswell asin SRFD.
We also brie�y discusseda simpler, localizedroute �ap
dampingscheme.In thefutureweplanto analyzetheBGP
updatescollectedatdifferentBGProuteserversin orderto
understandtheprevalenceof route�aps andalsoto evalu-
atetheperformanceof RFD+in therealInternet.
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